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1. Before You Start

1.1 Preface

This manual is for Hotspot owners, SMBs, or administrators in enterprises to set up network environment using
Edimax AC-M3000/AC-M1000. It contains step by step procedures and graphic examples to guide MIS staff or

individuals with slight network system knowledge to complete the installation.

Note: this manual is applicable to both AC-M3000 and AC-M1000. For a reference of differences between
AC-M3000 and AC-M1000, please see 2.3.3 — Comparison between AC-M3000 and AC-M1000.

1.2 Document Convention

. For any caution or warning that requires special attention of readers, a highlight box with the eye-catching italic

font is used as below:

Warning: For security purposes, you should immediately change the Administrator’s password.

@ Indicates that clicking this button will return to the homepage of this section.

0 Indicates that clicking this button will return to the previous page.

QLTI |1\ dicates that clicking this button will apply all of your settings.

' Indicates that clicking this button will clear all inputs before clicking Apply button.
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2. System Overview

2.1 Introduction of Edimax AC-M3000

Edimax AC-M3000 is a Network Access Controller, specially designed for the small scaled wireless and wired
network management and access control. The major functional areas include user management, access control, AP

management, and security management.

2.2 System Concept

Edimax AC-M3000 dedicates to user authentication, authorization and management. The user account information
is stored in the local database or specified external databases server. User authentication is processed via the SSL
encrypted web interface. This interface is compatible to most desktop devices and palm computers. The following
figure is an example of Edimax AC-M3000 set to control a part of the company’s intranet. The whole managed

network includes the users in LAN and WLAN..

Internet
POP3(S)
SMB Office ILDAP
Nativade /[RADIUS
INT Domain
Router
Edima:x AC-M3000
Switch |" |
\ Managed
Managed \ \ Access Points

Access Points = —

/
I

FoX
s & Je

&~
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2.3 Specification

2.3.1 Hardware Specification

* General

Form Factor: Mini-desktop

Dimensions (W x D x H): 243 mm x 150 mm x 45.5 mm

Weight: 1.4 Kg

Operating Temperature: 0 ~ 45 C

Storage Temperature: 0 ~ 65 C

Power: 110~220 VAC, 50/60 Hz

Ethernet Interfaces: 10 x Fast Ethernet (10/100 Mbps)
e Connectors & Display

WAN Ports: 2 x 10BASE-T/100BASE-TX RJ-45

LAN Ports: 8 x 10BASE-T/100BASE-TX RJ-45

Console Port: 1 x RJ-11

LED Indicators: 1 x Power, 1 x Status, 2 x WAN, 8 x LAN

2.3.2 Technical Specification

* Networking
Supports Router, NAT mode
Supports Static IP, DHCP, PPPoE on WAN interface
Configurable LAN ports authentication
Supports IP Plug and Play (IP PnP)
Built-in DHCP server and supports DHCP relay
Supports NAT:
1. IP/Port Destination Redirection
2. DMZ Server Mapping
3. Virtual Server Mapping
Supports static route
Supports SMTP redirection
Supports Walled Garden (free surfing zone)
Supports MAC Address Pass-Through
Supports HTTP Proxy
* Security
Supports data encryption: WEP (64/128-bit), WPA, WPA2
Supports authentication: WPA-PSK, WPA2-PSK, IEEE 802.1x (EAP-MD5, EAP-TLS, CHAP, PEAP)
Supports VPN Pass-through(IPSec and PPTP)
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Supports DoS attack protection

Supports user Black List

Allows user identity plus MAC address authentication for local accounts

User Management

Supports up to 120 concurrent users for AC-M3000 (50 concurrent users for AC-M1000)

Provides 500 local accounts for AC-M3000 (250 local accounts for AC-M1000)

Provides 2000 on-demand accounts

Simultaneous support for multiple authentication methods (Local and On-demand accounts, POP3(S),
LDAP, RADIUS, NT Domain)

Role-based and policy-based access control (per-role assignments based on Firewall policies, Routing,
Login Schedule, Bandwidth)

Customizable login and logout portal page

User Session Management:

SSL protected login portal page

Supports multiple logins with one single account

Session idle timer

Session/account expiration control

Friendly notification email to provide a hyperlink to login portal page

Windows domain transparent login

N o o M e Ddh e

Configurable login time frame

AP Management

Supports up to 12 (4 for AC-M1000) IEEE 802.11b/g APs (EW-7206APQ)
Centralized remote management via HTTP/SNMP interface

Automatic discovery of managed APs and list of managed APs

Allows administrators to add and delete APs from the AP list

Allows administrators to enable or disable managed APs

Provides MAC Access Control List of client stations for each managed AP
Locally maintained configuration profiles of managed APs

Single Ul for upgrading and restoring managed APs’ firmware

System status monitoring of managed APs and associated client stations
Automatic recovery of APs in case of system failure

System alarms and status reports on managed APs

Monitoring and Reporting

Status monitoring of on-line users

IP-based monitoring of network devices

WAN connection failure alert

Syslog support for diagnosing and troubleshooting

User traffic history logging

Accounting and Billing

Support for RADIUS accounting, RADIUS VSA (Vendor Specific Attributes)
6
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Built-in billing profiles for on-demand accounts

Enables session expiration control for on-demand accounts by time (hour) and data volume (MB)

Provides billing report on screen for on-demand accounts

Edimax AC-M3000/AC-M1000

User's Manual

Detailed per-user traffic history based on time and data volume for both local and on-demand accounts

Traffic history report in an automatic email to administrator

e System Administration
Multi-lingual, web-based management Ul
SSH remote management
Remote firmware upgrade
NTP time synchronization

Backup and restore of system configuration

2.3.3 Comparison of AC-M3000 and AC-M1000

Capacity and Performance AC-M3000 AC-M1000
Concurrent Users 120 50
Local Accounts 500 250
On-demand user Accounts 2,000 2,000
Managed Access Points 12 4
(EW-7206APg)

Monitored 3rd-Party Access Points 40 40
VPN Termination Tunnels 120 50
VPN 3DES/DES Throughput 30 Mbps 20 Mbps
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3. Base Installation

3.1 Hardware Installation

3.1.1 System Requirements

Standard 10/100BaseT network cables with RJ-45 connectors
All PCs need to install the TCP/IP network protocol

3.1.2 Package Contents

The standard package of Edimax AC-M3000 includes:

Edimax AC-M3000 x 1
CD-ROM x 1

Quick Installation Guide x 1
Power Adapter (DC 12V) x 1
Cross Over Ethernet Cable x 1

Console Cable x 1

Edimax AC-M3000/AC-M1000
User's Manual

Warning: It is highly recommended to use all the supplies in the package instead of substituting any components by

other suppliers to guarantee best performance.
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3.1.3 Panel Function Descriptions

Front Panel

e LED: There are four kinds of LED, Power, Status, WAN and LAN, to indicate different status of the system.

«  WAN21/WAN2: The two WAN ports are connected to a network which is not managed by the Edimax AC-M3000
system, and this port can be used to connect the ATU-Router of the ADSL, the port of a cable modem, or a
switch or a hub on the LAN of a company.

* LANI1~LANS: Clients’ machines connect to Edimax AC-M3000 via LAN ports. Each LAN port can be configured
to one of the two roles, controlled or uncontrolled. The differences of these two roles for a client connected to
are:

» Clients connected to the controlled port need to be authenticated to access network.
» Clients connected to uncontrolled port don't need to be authenticated to access network and can access the

web management interface.

Rear Panel
12V DG
= Consale eee
| l_‘
Reset: Console: DC+12V:
Presses this button Configures the system The power adaptor
to restart the system. via HyperTerminal. attaches here,

* Reset: Press this button to restart the system.

* Console: The system can be configured via a serial console port. The administrator can use a terminal
emulation program such as Microsoft's HyperTerminal to login to the configuration console interface to change
admin password or monitor system status, etc.

* DC+12V: The power adapter attaches here.
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3.1.4 Installation Steps

Please follow the following steps to install Edimax AC-M3000:

1.

13V DG

Connect the 12V power adapter to the power socket on the rear panel. The Power LED should be on to indicate

a proper connection.

O stans

O Power

2. Connect an Ethernet cable to the WAN1 Port on the front panel. Connect the other end of the Ethernet cable to
a ADSL modem, a cable modem or a switch/hub of the network. The LED of WAN1 port should be on to indicate
a proper connection.

3. Connect an Ethernet cable to one of the LAN5~LANS8 Ports on the front panel. Connect the other end of the
Ethernet cable to an administrator’s PC. The LED of the connected port should be on to indicate a proper
connection. (Note: The default role of these four ports is Uncontrolled Port.)

4. Connect an Ethernet cable to one of the LAN1~LAN4 Ports on the front panel. Connect the other end of the
Ethernet cable to a client PC, AP or switch in managed network. The LED of the connected port should be on to
indicate a proper connection. (Note: The default role of these four ports is Controlled Port.)

Attention:

1. Edimax AC-M3000 supports Auto Sensing MDI/MDIX. You may use either straight through or cross over cable
to connect the Ethernet Port.

2. Usually a straight cable could be applied when Edimax AC-M3000 connects to an Access Point which supports

automatic crossover. If after the AP hardware resets, the Edimax AC-M3000 could not be able to connect to the
AP while connecting with a straight cable, the user have to pull out and plug-in the straight cable again. This

scenario does NOT occur while using a crossover cable.

After the hardware of Edimax AC-M3000 is installed completely, the system is ready to be configured in the following

sections.

10
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3.2 Software Configuration

3.2.1 Quick Configuration

There are two ways to configure the system: using Configuration Wizard or changing the setting by demands
manually. The Configuration Wizard has 6 steps providing a simple and easy way to guide you through the setup of
Edimax AC-M3000. Follow the procedures and instructions given by the Wizard to enter the required information
step by step. After saving and restarting Edimax AC-M3000, it is ready to use. There will be 6 steps as listed below:
Change Admin’s Password

Choose System'’s Time Zone

Set System Information

Select the Connection Type for WAN Port

Set Authentication Methods

Save and Restart Edimax AC-M3000

o g M w N PRE

Please follow the following steps to complete the quick configuration.
1. Use the network cable of the 10/100BaseT to connect a PC to the uncontrolled port, and then open a browser
(such as Microsoft IE 6.0 or Firefox). Next, enter the gateway IP address as the web management interface’s

URL, the default gateway IP address is https://192.168.2.254. In the opened webpage, you will see the login

page. Enter “admin”, the default username and “1234", the default password, in the User Name and

Password field. Click Enter to log in.

2 DIMAX

MNETWORKING PEOPLE TOGETHER

Welcome To Administrator Login Page
Please Enter Your User Name and Password To Sign In.

"'\

a User Name: |admin |

Password: [eeee |

[ circr [ ciewr |

Caution: If you can't get the login screen, the reasons may be: 1. The PC is set incorrectly so that the PC can't
obtain the IP address automatically from the LAN port; 2. The IP address and the default gateway are not under the
same network segment. Please use default IP address such as 192.168.2.xx in your network and then try it again.

For the PC configuration on PC, please refer to 6. Appendix B — Network Configuration on PC.

11
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Edimax AC-M3000 supports three kinds of account interface. You can log in as admin, manager or operator. The
default username and password as follows.
Admin: The administrator can access all area of the Edimax AC-M3000.

User Name: admin

Password: 1234
Manager: The manager can access the area under User Authentication to manage the user account, but no
permission to change the settings of the profiles of Firewall, Specific Route and Schedule.

User Name: manager

Password: manager
Operator: The operator can only access the area of Create On-demand User to create and print out the new
on-demand user accounts.

User Name: operator

Password: operator

2. After successfully logging into Edimax AC-M3000, enter the web management interface and see the welcome

page. There is a Logout button on the upper right corner to log out the system when finished.

{:_Ii) Logout

2 DIIMAX @ Help

HETWORKING PEOFLE TOGETHER

| Configuration _: | Authentication | | Manigement | | Configuration | | Utilities |

Welcome to System Administration

This Administrative Web Interface allows you to set various networking parameters, to customize
network services, to manage user accounts and to monitor user status.

Functions are separated into 6 main categories:
System Confiquration . User Authentication , AP Management , Network Configuration . Utilities and
Status.

3. Then, run the configuration wizard to complete the configuration. Click System Configuration, the System

Configuration page will appear.
12
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[ User | AP | | Network "

. Management |/ | Configuration |

. Authentication |

‘ Configuration Wizard

( System Information J
' WAHN1 Configuration

' WAaHN2? & Failover

‘ LAH Port Roles

(Cuntrulletl Configuration J

' Uncontrolled Configuration

System Configuration
System Configuration

Configuration Wizard  This wizard will guide you through hasic system setup.

Canfigure systern and netwark related parameters: system name,
administrator infarmation, SMMP, and time zone.

Clients will be directed to URL entered in the 'Home Page'field after
successiul login.

Administrator may limit remote administration access to a specific
IP address or network segments. When enabled, only devices with
such IP address ar fram this network seament may enter system's
administration weh interface remaotely.

Metwork Time Protocol (MTF) Server setting allows the system to
syhchranize its timerdate with external time server.

System Information

WAN1 Configuration  Configure static IP, DHCP, PPFTP or PFPOE client on WART port.

Canfigure static IP, DHCP, on WANZ part. The "Internet Connection
Detection” and "wWAR Failover' are also canfigured here.

The rales define two types of LAMN ports:

‘Controlled" Authentication is reguired for wireless clients to access
LAM Port Roles the network through these LARM parts.

‘Uncontrolled' Mo authentication is required for wireless clients to

access the netwark through these LAR parts.

WAN2 & Failover

Clients from Controlled portis) most lodin before accessing
Comtrolled network, except those devices listed on the IPIMAC Privilege List.
Configuration The Controlled operates in MAT mode or Router mode.
Available options include DHCP Server and DHCP Relay.

Clients from Uncontralled paort(s) will not be authenticated. The
LIncantrolled operates in MAT mode or Router mode.
Available options include DHCP Server and DHCP Relay.

Uncontrolled
Configuration

4. Then, click on Configuration Wizard and click the Run Wizard to start the wizard.

AP

_Authentication / '\ Management !

( Configuration Wizard

J
( System Information _]
"I
»

( WAH1 Configuration

=

( WAN? 3 Failover ¢

' LAH Port Roles
' Controlled Configuration
l Uncontrolled Configuration B

Configuration Wizard

Configuration Wizard

AC-M3000 is a Network Access Controller with access control features ideal for hotspot,
small and medium business networking. The wizard will guide you through the process of
creating a baseline strategy. Please follow the wizard step by step to configure AC-M3000.

—
S

@0
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5.

Configuration Wizard

A welcome page that briefly introduces the 6 steps

will appear. Click Next to begin.

Step 1. Change Admin’s Password

Enter a new password for the admin account
and retype it in the Verify Password field
(twenty-character is the maximum and spaces
are not allowed).

Click Next to continue.

Step 2. Choose System’s Time Zone
Select a proper time zone via the drop-down
menu.

Click Next to continue.

Edimax AC-M3000/AC-M1000
User's Manual

Configuration Wizard

Welcome to the Setup Wizard. The wizard will guide you through these
6 quick steps. Begin by clicking on Next.

Step 1. Change Admin's Password

Step 2. Choose System's Time Zone

Step 3. Set System Information

Step 4. Select the Connection Type for VWAN Port
Step 5. Set Authentication Methods

Step 6. Save and Restart AC-M3000

Step 1. Change Admin's Password

You may change the Admin’s account password by entering a new
password. Click Next to continue.

Step 2. Choose System's Time Zone

Select the appropriate time zone for the system. Click Next to
continue.

(GMTiGreemyich Mean Time:Dublin Lisbon London s
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Step 3. Set System Information

Home Page: Enter the URL to where the
users should be directed when they are
successfully authenticated.

NTP Server: Enter the IP address or the
domain name of an external time server for
Edimax AC-M3000 to do time
synchronization or use the default.

DNS Server: Enter a DNS Server provided
by the ISP (Internet Service Provider).
Contact the ISP if the DNS IP Address is
unknown.

Click Next to continue.

Step 4. Select the Connection Type for WAN
Port
There are three connection types of WANL1 port
supported in the wizard: Static IP Address,
Dynamic IP Address and PPPoE Client.
Select a proper Internet connection type and
click Next to continue.
» Static IP Address: Set WAN Port’s Static
IP Address
Enter the “IP Address”, “Subnet Mask”
and “Default Gateway” provided by your
ISP or network administrator.

Click Next to continue.

» Dynamic IP Address
If this option is selected, Edimax AC-M3000
will get an IP address for WAN1 from an
external DHCP server automatically.

Click Next to continue.

Edimax AC-M3000/AC-M1000
User’'s Manual

Step 3. Set System Information

Enter System Information. Click Next to continue.

Home Page: | hitp M edimas. corm b

(e.g. http:fnen edim axcom o)

MTP Server: |t0ck.usnn.naw.mi| |
(e.g. todcuzno. nawvy. mil)
DNS Server: |192.203.230.10 |-

TS AT T

Step 4. Select the Connection Type for WAN Port

Select the connection type for WAN port. Click Next to continue.

(® static IP Address Selectitto set static IP address.
Selectitto obtain an IP address
autamatically. {For most cahle modem
users.)

' Dynamic IP Address

Enter the PFFOE Client's Username
and Password. (Formost DSL users)

O PPPOE Client

Step 4 (Cont). Set WAN Port's Static IP Address

Click Next to continue.

IP Address: |10.30.1.250 O
Subnet Mask: | 255.265.255.0 O
Default Gateway: | 10.20.1.254 O

Download from Www.Somanuals.com. All Manuals Search And Download.



» PPPoE Client: Set PPPoE Client’s Information

Enter the “Username” and “Password” provided

by the ISP.

Click Next to continue.

Step 5. Set Authentication Methods

Enter an identified name as the postfix name in the

Postfix field (e.g. Local), select a policy to assign to,

and choose an authentication method.
Click Next to continue. Different information needs
be provided for each kind of authentication method

respectively:

» Local User: Add User

A new user can be added to the local user data

base. To add a user here, enter the Username

(e.g. test), Password (e.g. test), MAC (optional,

to specify a valid MAC address for this user)
and assign a policy (or use the default). Click

the ADD button to add this user..

Edimax AC-M3000/AC-M1000
User’'s Manual

Step 4 (Cont). Set PPPoE Client's Information

Enter the PPPoE Client's Username and Password. (For most DSL
users.)

Step 5. Set Authentication Methods

Select a default User Authentication Method. Click Next to continue.

Policy | Policy 1 '+
@ Local User O LDAP
O poP3 O NT Domain

O RADIUS

Attention: The policy selected in this step is
applied to this user only. Per-user policy
setting takes over the group policy setting at
precious step unless you select None here.

Click Next to continue.

16

Step 5 (Cont). Add User

Click "ADD" button to add Local User. Click Next to continue.

Username: |

Password: | |
MAC: | | GO
Policy | MHaone Ti

Add

TS AT TS
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» POP3 User: POP3
Enter Domain Name/IP, Server Port of the
POP3 server provided by the ISP, and then
choose to enable SSL or not.

Click Next to continue.

Edimax AC-M3000/AC-M1000
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Step 5 (Cont). POP3

Confiqure POP3 Server information. Click Next to continue.

Server Port: l:l [Diefault: 110)

Enable SSL []

» RADIUS User: RADIUS
Enter the Domain Name/IP of the RADIUS
server, Authentication Port, Accounting
Port and Secret Key. Then choose to enable
the Accounting Service or not, and choose
the desired Authentication Method.

Click Next to continue.

> LDAP User: LDAP
Enter the LDAP Server, Server Port, Base DN,
and Account Attribute of the LDAP server.

Click Next to continue.
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Step 5 (Cont). RADIUS

Configure RADIUS Server information. Click Next to continue.

RADIUS Server: I:I"[Domain Hame/lF]
Authentication Port: | |vperaun: 1a12)
Accounting Port: l:l [ Default: 1843)
Accounting Service =
Authentication Method :

Step 5 (Cont). LDAP

Configure LDAP Server information. Click Next to continue.

Server Port: I:I = [ Diefault: 389)
BaseDN:[  |r(oieeece

Account Attribute |

|" [Default: uid)
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When NT Domain authentication method
is selected, enter the Server IP Address,
and choose to enable/disable
Transparent Login.

If “Transparent Login” is selected, users
will be logged in Edimax AC-M3000’s NT
Domain active directory and authenticated
automatically when they log into their
Windows OS domain.

Click Next to continue.

Step 6. Save and Restart Edimax

Step 5 (Cont). NT Domain

Configure NT Domain Server information. Click Next to continue.

Transparent Login [

T T T

AC-M3000
Click Restart to save the current setting and
restart Edimax AC-M3000. The Setup Wizard

is completed now.

Setup Wizard. During Edimax AC-M3000 restart,
a “Restarting now. Please wait for a
moment...” message will appear on the screen.
Please do not interrupt Edimax AC-M3000 until
the message has disappeared. This indicates
that a completed and successful restart process

is finished.

18

Step 6. Save and Restart AC-M3000

The Setup Wizard has completed. Click on Back to review or modify
settings. Click Restart to save the settings and restart the system to
have the current settings take effect.

T T (T

Setup Wizard

Restarting now. Please wait for a moment...
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Caution: During each step of the wizard, if you want to go back to modify the setting, please click the Back button to

go back to the previous step.

3.2.2 User Login Portal Page

To login from the login portal page via the controlled port, the user has to be authenticated by the username and

password. The administrator also can verify if the configuration of Edimax AC-M3000 has been done properly.

1. First, connect a client’s device (for example, aPC) (B A n]l, ./ ¥ 4 User Login Page

to the controlled port of Edimax AC-M3000, and

set the device to obtain an IP address et e e e e

. . . Please Enter Your User Name and Password To Sign In .
automatically. After the client obtains the IP

address, open an Internet browser. Try to launch a L ( ]

any website and then the default User Login -
Password:

Page will appear. Enter a valid User Name and

Password (e.g. test@local for the username and

’ B | Y Remaining '
test for the password). Click Submit button. \ m m /

2. Login succeed page will appear if Edimax AC-M3000 has
been installed and configured successfully. Now, clients

can access the network or surf on the Internet.

Hello, test@local

Pleasa clase this window or click this bufton 1o
Thank you,

Login ime: 2006-9-5 11:49:17

19
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3. When an on-demand user logs in successfully, the following

Login Successfully page will appear. There is an extra line _Egﬂlum ‘

showing “Remaining usage” and a “Redeem” button on the

button Hello, YQMHG@ondemand

*Remaining usage: Show the remaining time or data volume

that the on-demand user can use to surf Internet.

Pleaze close this window or click this button to
Thank you!!
Remaining Usage:
1 |Huuri53 |Min|43 !Sec
Login time: 2006-10-18 13:23:12

z=D

* Redeem: When the remaining time

EDIMAX
or data size is insufficient, the client HETWORKING PEOFLE TOGETHER Redeem Page

has t for addi dit to th
as to pay for adding credit to the Welcome To Redeem Page!

counter, and then, the client will get
Please Enter Your User Name and Password To Sign In .

a new username and password.

. °
After clicking the Redeem button, a &b User Name: | |

Redeem Page will appear. Please

enter the new username and Password: | |

password obtained and click Enter

button. The total available time or

data size will be shown up after \ C

adding credit.

20
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This chapter will guide you through further detailed settings. The following table is the Ul and functions of Edimax

AC-M3000.
System User AP Network
OPTION Utilities Status
Configuration | Authentication Management Configuration
Network
Configuration Authentication Change
AP List Address System Status
Wizard Configuration Password
Translation
System Black List Backup/Restore
AP Discovery Privilege List Interface Status
Information Configuration Settings
WAN1 Policy Manual Firmware
Monitor IP List Current Users
Configuration Configuration Configuration Upgrade
WAN2 & Additional Template Walled Garden
Restart Traffic History
FUNCTION Failover Configuration Settings List
Firmware Proxy Server Notification
LAN Port Roles
Management Properties Configuration
Controlled
AP Upgrade Dynamic DNS
Configuration
Uncontrolled
IP Mobility
Configuration
VPN
Termination

Caution: After finishing the configuration of the settings, please click Apply and pay attention to see if a restart

message appears on the screen. If such message appears, system must be restarted to allow the settings to take

effect. All on-line users will be disconnected during restart.

21
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4.1 System Configuration

This section includes the following functions: Configuration Wizard, System Information, WAN1 Configuration,

WANZ2 & Failover, LAN Port Roles, Controlled Configuration and Uncontrolled Configuration.

Network

\ Management | | Configuration /| '\

System Configuration

— i ———
' Configuration Wizard System Configuration
T,

‘System Information

Configuration Wizard  This wizard will guide yvou throuah basic systemn setup.

Configure systermn and network related parameters: system name,
administrator infarmation, SHMP, and time zone.
Clients will he directed to URL entered inthe 'Home Page' field after

WAH1 Configuration ]

|

c WAN? & Failover :‘ successful login,
. Adrministratar may limit remote administration access to a specific
e - ySLEm nfrmation IP address ar network segments. When enabled, only devices with
c LANPort Roles ) such IP address or from this network segment may enter system's
administration web interface remaotely.
c.;';'.,',}(;;’..gd"ﬁﬁ',{ﬁﬁur'a{ig.n' "\ Metwark Time Protocol (MNTPY Server sefting allows the system to
- synchronize its timefdate with external time server.
Glncuntrulled Configuration |  WAN1 Configuration  Configure static IP, DHCP, PPTP or PPPOE client on WAN1 port.
il

Configure static IP, DHCP, on WARNZ port. The "Internet Connection
Detection” and "WWAR Failover" are also confinured here.

The roles define twa types of LAMN ports:

‘Controlled” Authentication is required for wireless clients to access
LAN Port Roles the netwaork through these LAN parts.

Uncaontrolled' Ko authentication is required for wireless clients to

access the network through these LAMN ports.

WAN2 & Failover

Clients from Controlled portis) must login before accessing
Controlled network, except those devices listed on the IP/MAC Privilege List.
Configuration The Controlled operates in MNAT mode or Router mode,
Awailable options include DHCF Server and DHCF Relay.

Clients from Uncontrolled port{s) will not be authenticated. The
Uncontrolled operates in MAT mode or Router mode.,
Availahle options include DHCP Server and DHCP Relay.

Unconmtrolled
Configur ation

4.1.1 Configuration Wizard

There are two ways to configure the system: using Configuration Wizard or changing the setting by demands
manually. The Configuration Wizard has 6 steps providing a simple and easy way to go through the basic setup of
Edimax AC-M3000 and is served as Quick Configuration. Please refer to 3.2.1 Quick Configuration for the

introduction and description of Configuration Wizard.

22
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Configuration Wizard

AC-M3000 is a Network Access Controller with access control features ideal for hotspot,
small and medium business networking. The wizard will guide you through the process of
creating a haseline strateqy. Please follow the wizard step by step to configure AC-M3000,

= fun v

4.1.2 System Information

Most of the major system information about Edimax AC-M3000 can be set here. Please refer to the following

description for each field:

System Information

System Name | |AC-M3000

Device Name | (FQOM for thiz device)

(®) Enahbled O Disabled

Home Page |http:m-'nhw.edima}{.cum.w -
(e.q. hitpofhomn e dim as. com

Access History IP | |(e.g. 192 162.2.1)
Remote h‘:gnauemem |EI.EI.III.EIIEI.EI.D.U |(e.g. 102 452,34 or 192 158 3 002
SNMP (O Enabled (& Disabled

User Logon SSL ® Enabled O Disabled
Cevice Time : 20061 00717 16:13:48

Time Zone

| (GMTIGreenwich Mean Time:Doblin Lishon, London s

{3 MTP Enable

MTP Serer 1: |tuck.usnn.naw.mil *(e.g. todk.usno.nawy.mill

Time

HTP Senver @ |ntp1 fau.de |

HTP Senver T |c|nck.cuhk.edu.hk |

HTP Senver

i

: |ntps1 Jads.ufrbr |

HTP Senver g |ntp1.cs.mu.DE.AU |

() Set Device Diate and Time

23
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System Name: Set the name of the system or use the default.
Device Name: FQDN (Fully-Qualified Domain Name). This is used as the domain name used in login page. For

example, if Device Name=ashop.com, the URL of login page will be https://ashop.com/loginpages/login.shtml.

Home Page: Enter the website of a Web Server to be the homepage. When users log in successfully, they will
be directed to the homepage set. Usually, the homepage is the company’s website, such as
http://www.yahoo.com. Regardless of the original webpage set in the clients’ computers, they will be redirect to

this page after login.

Access History IP: Specify an IP address of the administrator’s computer or to get history information of
Edimax AC-M3000 with fix format URLSs.
Traffic History : https://10.2.3.213/status/history/2005-02-17

-ahltps:-",.-"lI:LZ..'j.Z13,.='slalus,.-’hlstory.-"znub—l:lz—l 1 - Microsoft Internet Explorer
L]

iE!e Edt  Wiew Favorites Tools  Help h

Q Back »+ ) - |x] (2] u| . Seach . Favortes & Meda & *

;nc_ldres's |83 thps: 10 ] :] ﬂeo Lirks *
#hate TYPE Maine 1P Mac Packets In Bytes In Packets Out Bytes Out ;]
2005-02-17 18:09:03 +0800 LOGIN aaabwl300, tw 192, 168,30, 129 00:0C:F1:28:BF:D% 0 0 1] 0

On-demand History : https://10.2.3.213/status/ondemand _history/2005-02-17

a https://10.2.3.213/status/'ondemand_history /2005-02-17 - Microsolt Internet Explorer

| Fle Edt View Faverites Tools Help ol

[@Back » ()~ [x] (2] bi| S seach | Favorkes @ Meda & v i

| Addrese [&Y hetps:/10.2.3.21 3jstatusfondemand_histary(2005-02-17 = EJco |unks ?|
#ate Swstem Name Type Name 1P MAC Packets In Bytes In Packets Out Bytes OutExpiretime Valid
2005-02-17 16:44:19 +0%00  QA-WI200-Casper-213 Create 0D _User N7EQ 0.0.0,0 00:00:00:00:00:00 O 0 0 0
2005-02-17 16:44:57 +0800 QA-W1300-Casper-213 OD_User_Login NTED 192.168,30,189 00:0C:F1:28:BF:D8 O 0 0
2005-02-17 16:45:22 0800 QA-W1300-Casper-213 OD_User_Logont N7ES 192, 168,30, 189 00:0C:F1:28:BF:D& 32 14499 30

Remote Management IP: Set the IP addresses within a range which are able to connect to the web
management interface via WAN and/or controlled port. For example, 10.2.3.0/24 means that as long as you are
within the IP address range of 10.2.3.0/24, you can reach the administration page of Edimax AC-M3000. If the IP
range bit number is omitted, 32 is used to specify a single IP address.

SNMP: Edimax AC-M3000 supports SNMPv2. If the function is enabled, it is able to assign the Manager IP
address and the SNMP community name used to access the management information base (MIB) of the
system.

User Logon SSL: Enable this function to activate https (encryption) or disable this function to activate http (non
encryption) user login page.

Time: Edimax AC-M3000 supports NTP communication protocol to synchronize the system time with remote
time servers. Please specify the time zone and IP address of at least one NTP server in the system
configuration interface for adjusting the system time automatically. (Universal Time is Greenwich Mean Time,

GMT). Time can also be set manually when selecting “ Set Device Date and Time”. Please enter the date and
24
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Device Time ; 2006001 T 16:13:48

Time fone ;

|(GMT}|Greenwich Mean Time:Dublin Lisbon London s

(%) MTF Enahle

TP Serer 1: |tnck.u5nu.naw_mil *a.g. todousno.nawy.mil)

TP Server I |ntp1.fau.de

TP Server 3 |c|nck.cuhk.edu_hk

TP Server

E

: |ntp51.pads.ufrj.hr

TP Server g |ntp1.c5.mu.DZAU

(O Set Device Date and Time

Dievice Time : 2006101 T 16:31:26

Time fone

| (GMTiGreenwich Mean Time:Dublin Lishon, London s

{3 MTP Enable

|- wlvear| - »Month|~ »|Day

|-- v|H|:|ur1-- v|ru1inute|-- v|Secnnd

4.1.3 WANL1 Configuration

There are 4 connection types for the WAN1 Port: Static IP Address, Dynamic IP Address, PPPoE Client and

PPTP Client.

25
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WAN1 Configuration

' Static IP Address

I[P Address: *

Subnet Mashk; *

Default Gatevway: *
WAN1 Port

FPreferred DMS Server: 10.2.3.203 *

Alternate DME Server: TEE.95.1 .1

O Cwnamic IP Address
O PPPGE Client
O PPTF Client

Static IP Address: Manually specifying the IP address of the WAN1 Port is applicable for the network
environment where the DHCP service is unavailable. The fields with red asterisks are required to be filled in.
IP Address: the IP address of the WAN1 port.

Subnet Mask: the subnet mask of the WAN1 port.

Default Gateway: the gateway of the WANL1 port.

Preferred DNS Server: The primary DNS Server of the WAN1 port.

Alternate DNS Server: The substitute DNS Server of the WAN1 port. This is not required.

Dynamic IP address: It is only applicable for the network environment where the DHCP Server is available in

the network. Click the Renew button to get an IP address.
WANT Configuration

7 Static IP Address

i i Renew
WAN1 Port Cwnarmic IP Address I
" PPPOE Client
i PFTF Client

PPPoE Client: This is the common connection type for ADSL. When selecting PPPoE to connect to the network,
please enter the Username, Password, MTU and CLAMPMSS. There is a Dial on Demand function under
PPPoE. If this function is enabled, a Maximum Idle Time can be set. When the idle time is reached, the system

will automatically disconnect itself
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" Static IP Address
' Dynamic IP Address
& PPPOE Client
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zername: | i
Password: | i
MTL: |1 492 pytes (Range:1 000~1492)

=

CLAMPMSS:

Maximum ldle
Tirma: IU minutes

Dialon Demand % Epabled  Disabled
 PPTF Client

|14UU bytes (Range 980-1400F

PPTP Client: Point to Point Tunneling Protocol is a service that applies to broadband connection used mainly in

Europe and Israel. Select Static to specify the IP address of the PPTP Client manually or select DHCP to get the

IP address automatically. The fields with red asterisks are required to be filled in. There is a Dial on Demand

function under PPTP. If this function is enabled, a Maximum Idle Time can be set. When the idle time is

reached, the system will automatically disconnect itself

WAN1 Port

WAN1 Configuration

O static IP Address
O Cwnamic IP Address
O PPPGE Client

@ PPTF Client
Type @ static © DHCP
IP Address: | |*
Subnet Mask | |*
Default Gateway: | |*
Preferred DNS Server: | |*

Alternate DMNS Server: | |

PPTP Senver IF: |

Llzername:

Fassword: |

—+  —F F

FFTF Connection IDMMame: |

Maxirmum ldle Time:

Dial on Demand:
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WAN1 Configuration

7 Static IP Address
 Dynarnic IP Address
" PPPoE Client
* PPTF Client
Type © Static & DHCP

PPTF Server IP: | *
WAN1 Port IUsername: | *
Password: | =

FFTF Connection |

i ame:
Maximurm ldle Time: |IZI minutes
Dial on Demand % Enabled © Disabled

4.1.4 WAN2 & Failover

Except selecting None to disable WAN2 port, there are 2 connection types for the WAN2 port: Static IP Address
and Dynamic IP Address. The probe target supports up to three URLs. Check “Warning of Internet
Disconnection” to work with the WAN Failover function. When Warning of Internet Disconnection is enabled,
the system will check the three URLSs to detect the WAN ports connection status.

* None: The WAN2 Port is disabled. The probe target of up to three URLs can still be entered. Check “Warning

of Internet Disconnection” to detect the WANL port connection status.

WANZ & Failower

@Nune

WANZ Port (O Static IP Address
O Dwymamic IP Address
Probe Target

URLA: hitp:if| www google.comi |
URLZ: hitp-1f | |
URLS3: hitp:i | |

Warning of Internet Disconneciion

Wihen Internet Connection is down, the system will display
thewarning messages as:

Failower

Sormyl The service is temporarily unavailable. *
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e Static IP Address: Specify the IP Address, Subnet Mask and Default Gateway of WAN2 Port, which should
be applicable for the network environment. The probe target supports up to three URLs. Check the “Warning of

Internet Disconnection” box to work with the WAN Failover function.
WaANZ? & Failover

O Mone
® Static IP Address

P Address: *

Subnet Mask: *
WiaNZ Port

Drefault Gateway: *

FPreferred DME Semver: *

Alternate DMS Server:

O Cynamic IP Address
Frobe Target
LIRL1: hitpi | whare.google.com
LIRLZ: hitp:if
LIRL3: hitp:df
WAR Failover
[ Fallback to WAN1T when possible
Warning of Internet Disconnection

When Internet Connection is down, the system will display
the warning messages as;

Failover

Sarryl The service is tempararily unavailable. *

If WAN Failover function is enabled, when WAN1 connection fails, the traffic will be routed to WAN2

automatically. If “Fallback to WAN1 when possible” function is enabled, the routed traffic will be back to
WAN1 when WAN1 connection is recovered.

Dynamic IP Address: Select this item when WAN2 Port can obtain an IP address automatically. For example, a
DHCP Server is available for WAN2 Port. The probe target supports up to three URLs. Check “Warning of

Internet Disconnection” box to work with the WAN Failover function.

29

Download from Www.Somanuals.com. All Manuals Search And Download.



Edimax AC-M3000/AC-M1000
User’'s Manual

WANZ & Failowver

O Maone
WANZ Port (O Static IP Address

® Cwynamic IP Address

Frobe Target
LRLT: hitpor wwhw.google.com
LIRLZ: hitp:r
LIRL3: hitpar
WAR Failover
[ Fallback to WaN1 when possible

Warning of Internet Disconnection

When Internet Connection is down, the systerm will display
the warning messages as:

Failowver

Sarryl The service is temporarily unavailable. *

For Dynamic IP Address, WAN Failover and Fallback to WAN1 when possible functions also can be
enabled like as the functions for Static IP Address. If Warning of Internet Disconnection is enabled, a

warning message can be entered to indicate what the system should display when Internet connection is

down.

4.1.5 LAN Port Roles

Clients’ devices usually connect to Edimax AC-M3000 via LAN ports. Each LAN port can be configured as one of
two roles, controlled or uncontrolled. The differences of these two roles for a client connected to are: Clients
connecting to the Controlled Port need authentication to access the network; Clients connecting to Uncontrolled

Port don’t need authentication to access the network and can also access the web management interface.

LAN Port Role Setting

Zheckthe box if the LAM ports need to be controlled.
[ [ I o

[T
N [ [ s o e

R 2 3 v
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4.1.6 Controlled Configuration

The clients of Controlled Port need authentication before they can access the network. In this section, you can set
the related configuration of Controlled Port.

Comtrolled Configuration

IP PP " Enabled ™ Disabled
Operation Mode HAT =
Comtrolled
IP Address: |192.1EB.1.254 *
Subnet Mask: I255.255.255.D *
T @ Dizable DHCP Server
C envel
Canfidiitation " Enahle DHCF Server
" Enable DHCP Relay
e Controlled
Controlled Configuration
Cperation Mode AT W
Controlled P Address: 192168.1.254 *

Subnet Masgh; 255265 2550 *

Operation Mode: Choose one of the two modes, NAT mode and Router mode, according to requirements.
IP Address: Enter the desired IP address for the interface of the controlled port.
Subnet Mask: Enter the desired subnet mask for the controlled port.
* DHCP Server Configuration
There are three types of DHCP server methods: Disable DHCP Server, Enable DHCP Server and Enable
DHCP Relay.
1. Disable DHCP Server: Disable DHCP Server function of Edimax AC-M3000.
@ Disahle DHCP Server

7 Enable DHCF Server
" Enahle DHCP Relay

DHCP Server
Configuration

2. Enable DHCP Server: Choose Enable DHCP Sever function and set the appropriate configuration for the
built-in DHCP server of Edimax AC-M3000. The fields with red asterisks are required. Please fill in these
fields.
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O Disable DHCP Server
(® Enable DHCP Server

OHCF Scope
Start IP Address: 192.168.1.1 *
End IP Address: 192.168.1.100 *
Freferred DMS Server: 182.203.23010 *
DHCP Server
Configuration Alternate DMNS Server:
Diomain Mame: Workoroup *
WIS Server P
Lease Time 1 Day  |»

Feserved IP Address List

O Enable DHCP Relay

DHCP Scope: Enter the “Start IP Address” and the “End IP Address”. Start IP Address means the fist
IP address of the DHCP scope. End IP Address means the last IP address of the DHCP scope. These two
settings define the IP address range that will be assigned to the clients’ of Controlled Port.

Preferred DNS Server: This means the primary DNS server for the DHCP of Controlled Port.

Alternate DNS Server: This means the substitute DNS server for the DHCP of Controlled Port.

Domain Name: This means the domain name of Controlled Port.

WINS Server IP: This means the IP address of the WINS server if used.

Lease Time: This means the time period that IP addresses got from the DHCP server are valid and
available.

Reserved IP Address List: For the detail setting of Reserved IP Address List, please click the hyperlink of
Reserved IP Address. After clicking, the Reserved IP Address List as shown in the following figure will
appear. Enter the related Reserved IP Address, MAC, and Description (not compulsory). When finished,

click Apply to complete the setting.
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Reserved IP Address List - Controlled

ftem Reservad IP Address MAC Description

1

10

I
I
I
I
I
I
|
I
I
I
irst

{Total:40) First Prev Next Last

Enable DHCP Relay: The DHCP Server IP address must be entered when this function is enabled. For more

details about DHCP Relay, please see Appendix G—DHCP Relay.

" Disable DHCF Server

DHCP Server " Enable DHCF Server
Configuration @ Enable DHCP Relay
DHCP Server IP *

4.1.7 Uncontrolled Configuration

The clients of Uncontrolled Port don’'t need authentication before they can access the network. In this section, you

can set the related configuration of Uncontrolled Port.
Uncontrolled Configuration

Cperation Mode AT W

Uncontrolled IP Address: 1192.168.2.254 |+
SubnetMask. 2662552660 |+
DHCP S @ Disable DHCP Server
erver
Configuration O Enable DHCP Server

O Enahble DHCP Relay

e Uncontrolled
33
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Uncontrolled Configuration

Cperation Mode MAT W
Uncontrolled P Address: 192.168.2.294 *

Subnet Mask: 205,255 2445.0 *

Operation Mode: Choose one of the two modes, NAT mode and Router mode, according to requirements.
IP Address: Enter the desired IP address for the interface of the controlled port.

Subnet Mask: Enter the desired subnet mask for the controlled port.

DHCP Server Configuration

There are three types of DHCP server methods: Disable DHCP Server, Enable DHCP Server and Enable
DHCP Relay.

1. Disable DHCP Server: Disable DHCP Server function of Edimax AC-M3000.
% Disable DHCP Server

" Enahble DHCP Server
" Enahble DHCP Relay

DHCP Server
Configuration

2. Enable DHCP Server: Choose Enable DHCP Sever function and set the appropriate configuration for the
built-in DHCP server of Edimax AC-M3000. The fields with red asterisks are required. Please fill in these
fields.

) Disable DHCP Server
(® Enahle DHCP Server

DHCP Scope
Start IP Address: 192168.2.1 *
End IF Address: 192 168.2.100 *
Preferred DMS Server:  |[192.203.23010 *
DHCP Server
Configuration Alternate DMS Server:
Ciamain Mame: Wiorkoroup *
WiNS Server |P:
Lease Time 1 Day | »

Feserved IP Address List

) Enable DHCP Relay

DHCP Scope: Enter the “Start IP Address” and the “End IP Address”. Start IP Address means the fist
IP address of the DHCP scope. End IP Address means the last IP address of the DHCP scope. These two

settings define the IP address range that will be assigned to the clients’ of Uncontrolled Port.
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Preferred DNS Server: This means the primary DNS server for the DHCP of Uncontrolled Port.

Alternate DNS Server: This means the substitute DNS server for the DHCP of Uncontrolled Port.

Domain Name: This means the domain name of Uncontrolled Port.

WINS Server IP: This means the IP address of the WINS server if used.

Lease Time: This means the time period that IP addresses got from the DHCP server are valid and
available.

Reserved IP Address List: For the detail setting of Reserved IP Address List, please click the hyperlink of
Reserved IP Address. After clicking, the Reserved IP Address List as shown in the following figure will
appear. Enter the related Reserved IP Address, MAC, and Description (not compulsory). When finished,

click Apply to complete the setting.

Reserved IP Address List - Uncontrolled

tem Feserved IP Address MAC Description

1

10

|
|
|
|
|
6 | |
|
|
|
|

{Total:40) First Prev Next Last

Enable DHCP Relay: The DHCP Server IP address must be entered when this function is enabled. For more

details about DHCP Relay, please see Appendix G—DHCP Relay.

" Disable DHCP Server
DHCP Server " Enable DHCP Server
Configuration & Enable DHCP Relay

DHCP Server IP *
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4.2 User Authentication

This section includes the following functions: Authentication Configuration, Black List Configuration, Policy

Configuration, and Additional Configuration.

| System | 1 ' [ Network )

. Configuration | . Configuration / '\

ES) User Authentication

e e,
Authentication Configurat o i
(l bl el ks an User Authentication

T,

System provides 3 authentication servers. Each server allows anly
one type of authentication method and one Black List Profile. An
- authentication policy may be assigned to any policy. System

‘ Policy Configuration | supports the following external authentication servers: POP3(S),

Authentication RADIUS, LDAP and MT Ciamain.

( Additional Configuration | Configuration Systern also has embedded user database storing 2500 user
accounts for local user group (500% and On-demand user group

(2000, System may print out On-demand user accounts

infarmation using an external printer. By default, the On-demand
user database is empty.

Black List Configuration

System supports 5 Black List profiles for used within the
Black List Configuration  authentication server. On-demand users are MNOT hounded by the

Black List.
Svstem provides 8 policies, each policy can apply independent
Paolicy Configuration fireweall profile, specific route profile, login schedule profile and

handwidth policy.

zers will be logoged out automatically atter heing idle for a

specified period of time. Multiple login of the same user account

could he enabled or dizabled (not available to On-demand users).
Additional Configuration | Svstermn provides Friendly Logout options, Login Page and Logout

FPage customization, and lodin notification email ta client.

When MAC Access Control is enabled, systerm will only provide

login page to those devices listed.

I t)

4.2.1 Authentication Configuration

This function is used to configure the settings of authentication servers. Edimax AC-M3000 supports five types of
authentication methods: Local User, POP3, Radius, LDAP, and NTDomain and provides up to three authentication
servers and one on-demand user authentication server. Click the server name to set the related configurations for
that particular authentication server. Without typing the postfix is allowed to fasten the login process when clients log

into the default authentication server
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Athentication Server Configuration

Serer Mame Auth Method Fostiix Falicy Default  Enabled
Server 1 LiZAL Postfixl Policy 1 L & ]
Server 2 LOCAL Postfixz Folicy 1 & F
Server 3 LOCAL Postfix3 Folicy 1 & ]

on-demand User OHDEMAMD ondernand | Policy 1 ®

e Server 1~3: There are 5 kinds of authentication methods that Edimax AC-M3000 supports: Local User, POP3,

RADIUS, LDAP and NTDomain. Click the server name to enter the Authentication Server page.

Authentication Server - Server 1

Server Name !Bewer 1 *(lts server name)
Server Status Enabled
Postfix |1 (= postii: name)
Black List [More =]
Authentication Method W Local User Setting

Policy IPnIicyA vI

Server Name: Set a name for the server using numbers (0 to 9), alphabets (a to z or Ato Z), dash (-),
underline (_) and dot (.) with a maximum of 40 characters, all other letters are not allowed.

Sever Status: The status shows that the server is enabled or disabled.

Postfix: Set a postfix that is easy to identify (e.g. Local) for the server by using numbers (0 to 9), alphabets (a
to z or Ato Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

Black List: There are 5 sets of black lists. Select one of them or choose “None”. Please refer to 4.2.2 Black
List Configuration for more information.

Authentication Method: There are 5 authentication methods that Edimax AC-M3000 supports: Local, POP3,
Radius, LDAP and NTDomain. Select the desired authentication method and then click the link next to the
drop-down menu for more advanced configuration. For more details, please refer to 4.2.1.1~5 Authentication

Configuration.

Notice: Enabling two or more servers of the same authentication method is not allowed.

Policy: There are 8 policies that can be chosen from to apply to this particular server.
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On-demand User: When the customers need to use wireless Internet service in stores, they have to get printed
receipts with usernames and passwords from the store to log in the system for wireless access. There are 2000

On-demand User accounts available.

On-demand User Sepver Configuration

Server status Enabled
Postfix ondemand *le.g. andemand. Max: 40 charn
Receipt Header 1 Welcomel fe.g. Welcamel)

Receipt Header 2

Receipt Footel Thank ¥ou! {e.g. Thank ¥oul)
Honetary Unit ® none © $usp O £oer O €EUR
O {Input other desired monetany unit, e.g. ALY
Policy Hame Policy 1
WLAN ESSID default {e.g. ondemand)
Wireless Key
Remark (for customen
Billing Notice Interval ® 10mins O 18mins O 20mins

Users List Billing Configuration Create On-demand User  Billing Report

Server Status: The status shows that the server is enabled or disabled.

Postfix: Set a postfix that is easy to identify (e.g. Local) for the server by using numbers (0 to 9), alphabets (a
to z or Ato Z), dash (-), underline (_) and dot (.) with a maximum of 40 characters, all other letters are not
allowed.

Receipt Header: There are two fields, Receipt Header 1 and Receipt Header 2, for the receipt’'s header.
Enter receipt header message or use the default.

Receipt Footer: Enter receipt footer message here or use the default.

Monetary Unit: Select or enter the desired monetary unit.

Policy Name: Select a policy for the on-demand user.

WLAN ESSID: Enter the ESSID of APs.

Wireless Key: Enter the Wireless key of APs.

Remark: Enter any additional information that will appear at the bottom of the receipt.

Billing Notice Interval: While an on-demand user is still logged in, the system will update the billing notice of

the login successful page by the time interval defined here.
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Users List: Click to enter the On-demand Users List page. In the On-demand Users List, detailed

information will be shown here.

YV V V V

| Search |
On-demand Users List

Username Password - PermEin Status Expire Tiine Delete All |
TimeMolume

2005M602-

OH3P ER4543FE 2 hour 2 hour 17-2339 Delete
2005/06/05-
QrLIL VWIBZ23547 2 hour 2 hour 11-4575 Delete

(Total:2) First Previous Mext Last

Search: Enter a keyword of a username to be searched in the text field and click this button to perform the
search. All usernames matching the keyword will be listed.

Username: The login name of the on-demand user.

Password: The login password of the on-demand user.

Remain Time/Volume: The total time/Volume that the user still can use currently.

Status: The status of the on-demand account. Normal indicates that the account is not in-use and not
overdue. Online indicates that the account is in-use and not overdue. Expire indicates that the account is
overdue and cannot be used.

Expire Time: The expiration time of the account.

Delete All: This will delete all users at once.

Delete: This will delete a specific user individually.

Billing Configuration: Click this to enter the Billing Configuration page. In the Billing Configuration page,

the administrator may configure up to 10 billing plans.
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Billing Configuration

Walid

Duration T

Plan Status Type Expired info

O volumne |:|ru1mfte days
| | © Enanlen 2 Jnours [6 |days [20 |
O Disabled @ Time D
Elmms hours
Ovolume | |Mbyte [ aays

(O Enabled
L . I:Ihnurs | | days | |
':3} Disahled ) Time I:I
I:Imms hours

O val Mb
e DO el gl P
® Disabled - ours
© Time |:|mins |:|h|:|urs

O val byt
e DO e el W
® Disabled - ours
© Time I:Imins I:Ihnurs
O valume |:|ru1mfte :Idays

O Enabled
® Disabled () Time [ hous | days | |

I:I rring I:I hours

» Status: Select to enable or disable this billing plan.

» Type: Set the billing plan by “Volume” (the maximum volume allowed is 9999999 Mbytes) or “Time” (the
maximum time allowed is 999 hours and 59 minutes).

» Expired info: This is the duration of time that the user needs to activate the account after the generation of
the account. If the account is not activated during this duration, the account will self-expire.

» Valid Duration: This is the duration of time that the user can use the account after the activation of the
account. After this duration, the account will self-expire.

» Price: The price charged for this billing plan.

Create On-demand User: Click this to enter the Create On-demand User page.
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Create On-demand User

Plan Tupe Price Status Function

1 2 hrs 0 mins 20 Enabled Create

2 [ 8, A, Disahled Create

3 [ 8, A, Disahled Create

4 [ 8, A, Disahled Create

a [ 8, A, Disahled Create

f [ 8, A, Disahled Create

T [ 8, A, Disahled Create

a [ 8, A, Disahled Create

4 [ 8, A, Disahled Create

1] [ 8, A, Disahled Create

Pressing the Create button for the desired plan, an on-demand user will be created, then click Printout to
print a receipt which will contain this on-demand user’s information. There are 2000 on-demand user

accounts available.

i) Welcome!

Username KOWT@ondemand
Password ASESH233
Price 20
Usage 2 hrs 0 mins

ESSID : default

YWalid to use until 200611 0720 17:50:24

Thank You!

Billing Report: Click this to enter the On-demand users Summary report page. In On-demand users
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Summary report page, the administrator can get a complete report or a report within a particular period.

Repart All |
From year:l-- LI mnnth:l-- ;I day:l-- ;i
To \_.rear:l-- _’_lmnmh:l-- jday:|-- _:i SEArth |

» Report All: Click this to get a complete  Repoit All
Accounts sold intotal
Planti

Planz
expenses and individual accounting of  plan3

report including all the on-demand

records. This report shows the total

each plan for all plans available. Fland
Plans

Plan6

Plan7

Pland

Plan9
Plan10

Total income

[ oo Y e Y e B R e B Y T

.
o]

Income from tickets sold for time
users

.
[}

Income from tickets sold for
volume users

» Search: Select a time period to get a Report from 2005/06:25 ~ 20050628
Accounts sold in total

Plan

Plan2
accounting of each plan for all plans Plan3

periodical report. The report tells the

total expenses and individual

available for that period of time. Pland
Plan3
Plang
Plan7
Plang
Plan?
Plan10
Total income

[ R B e e B ) o ) O e ) LG

.
=

Income from tickets sold for time
users

.
=

Income from tickets sold for
volume users
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4.2.1.1 Authentication Method — Local User Setting

Choose Local User in the Authentication Method field, the hyperlink besides the drop-down menu will become to
Local User Setting.

Authentication Server - Server 1

Server Hame |Senfer1 }(.:HESEF &r name)
Server Status Disahled
Postfix |Postixd ot postfix name)
Black List | Maone v|
Authentication Method Local User Seffing
Localllzer
Policy POP3

Fadius
LOAR
HTDomain

Click the hyperlink of Local User Setting for further configuration.

Local User Setting

Edit Local User List

Radius Roaming Out " Enable & Disable
502.1% Authentication " Enable & Disable

* Edit Local User List: Click the hyperlink of Edit User Setting to enter the Local User List page.

] [ Lpload User ] [ Diownload User ] [ Refresh
| |[ Search ]
Policy
Username Passwaorid MAC Remark

WPHN Termination Enabled

(Total:0) First Previous Mext Last

* Add User: Click this to enter the Add User interface. Fill in the necessary information such as “Username”,

“Password”, “MAC” (optional) and “Remark” (optional). Select a desired Policy, check whether to enable
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VPN Termination.

Add User
tem Usemame Password . MAC policy  Remark ol
1 |alice |[aeses || || Palicy1 | [intand |
2 |Bob | [ane |o#0a11:1p:2d:3a || Policy 6 | | | O
3 |cathy |[saessnee || | | Palicy 4 1~ | | |
4| Ii I |[None ] | | O
5 || I I | [None ] | O
6 | I I | [None ] | O
7 || I I | [None ] | O
8 | I I | [None ] | O
9 || I I | [None ] | O
0| I I | [None ]| O

Click Apply to save all the settings after finishing to add users.
User"Alice’ has been added!
User ‘Cathy’ has hoen adde
Add User

Hem Usemame Password . MAC policy  Remark ol
y I I Fe @] o

2 | I I e ¥ ] ©

3 | I I e ® ] o
4| I I |INone v |l O

Upload User: Click this to enter the Upload User interface. Click the Browse button to select the text file for

uploading the user accounts. Then click Submit to complete the upload process.
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Mote: The format of each line is 7D, Password, MAC, Policy, Remark, IPSec™ without the
dquotes. There must be no space between the fields and conimas. The MAC field could he
omitted e the trailing comima must be retained. When adding user aceownmts by uploading

a file, existing accounts in the embedded database that are also defined in the data file will
not be replaced by the new ones.

Mote: F you want user Enabled VPN Termination , please set IPSec field to 1, or 0 would
ilisable.

Uipload User Account

File Hame | Browse. .. I
Submit |

The uploading file should be a text file and the format of each line is "ID, Password, MAC, Policy, Remark,

IPSec" without the quotes. There must be no spaces between the fields and commas. The MAC field could be
omitted but the trailing comma must be retained. The Group field indicates policy number to use. When adding
user accounts by uploading a file, the existing accounts in the embedded database will not be replaced by new

ones. If you want user Enable VPN Termination, please set IPSec field to 1 to enable VPN, or 0 to disable VPN.

password policy IPSec

ID MAC remark
| | |

( john.john,00:00:00:00:00:00.1.the admin,1 ]

( test.test..2.testinglaccount.0
| [

1 ]
ID pol_icy ‘ IPSec
password remark

Download User: Click this to enter the Users List page and the system will directly show a list of all created
user accounts. Click Download to create a .txt file and then save it on the disk.
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Policy
Username Password MAC Remark
VPN Termination Enabled

1

Alice alice in land

1

B
Bab 123 0403111 e2d:3a

I

4
Cathy asdfaﬁdasd

1]

Download

Refresh: Click this to renew the Users List page.

[ Add Llser ][ Upload User ] [ Download User ] [ Refresh

| H Search ]
Policy
Username Password MAC Remark
VPN Termination Enabled
Folicy 1
Alice alice inland Delete
fes
Folicy &
Boh 123 04:03:11:1b:2d:3a Delete
Mo
Folicy 4
Cathry asdfafsdasd Delate
Mo
Folicy 2
Allen al13s Delete
es

Search: Enter a keyword of a username that you want to search and click this button to perform the search. All
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usernames matching the keyword will be listed.

[ Add Uger ] [ Upload User ] [ Download User ] [ Refrash
|b|:|b |[ Search ]
Policy
Username  Passwori MAC Remark

VPN Termination Enabled
Folicy 6

123 04:03:11:1h:2d:3a Delete

un)
[
[

M0

(Total:1) Eirst Previous Mext Last

Del All: This will delete all users at once.
Delete: This will delete a specific user individually.
Edit User: If you want to edit the content of an individual user account, click the username of the desired user

account to enter the User Profile page of the particular user, and then modify or add any desired information
such as Username, Password, MAC (optional), Policy and Remark (optional). Then check VPN Termination

to enable this function or not. Click Apply to complete the modification.

User Profile

Username |EI|:|tJ |*

Password |-u |

MAC [0403:11:10b2d:38 |

Enable VPN Termination [ ]

Femark |

* Radius Roaming Out / 802.1x Authentication: Radius Roaming Out / 802.1x Authentication: These 2
functions can be enabled or disabled by checking the radio buttons. Checking either of them makes the

hyperlink of Radius Client List appear.
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Local User Setting
Edit Local User List

Radius Roaring Out % Enable © Dizable
802.1x% Authentication % Enahble ¢ Disable

Radius Client List

Click the hyperlink of Radius Client List to enter the Radius Client Configuration page. Choose the desired
type, Disable, Roaming Out or 802.1x and key in the related data and then click Apply to complete the

Radius Client Conhguration

configurations.

MNo. Type IP Address Segment Secret
1 |Roaming out =] [10.0.0.0 |255.000 (2 x| [1234567g]
2 |Disable =] | | 255.255 265 255 (32 7] |

3 |Disable =] | | 255.255.255.255 y3n =] |

4 |Disable =] | | 255.255.255.255 (33 =] |

5 |Disable =] | | 255.255.255.255 (32 =] |

Radius Roaming Out: When Radius Roaming Out is enabled, local users can login from other domains by
using their original local user accounts.

802.1x Authentication: 802.1x is a security standard for wired and wireless LANSs. It encapsulates EAP
(Extensible Authentication Protocol) processes into Ethernet packets instead of using the protocol's native PPP
(Point-to-Point Protocol) environment, thus reducing some network overhead. It also puts the bulk of the
processing burden upon the client (called a supplicant in 802.1x parlance) and the authentication server (such

as a RADIUS), letting the "authenticator" middleman simply pass the packets back and forth.

4.2.1.2 Authentication Method — POP3

Choose POP3 in the Authentication Method field, the hyperlink next to the drop-down menu will become POP3
Setting.
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Authentication Server - Server 1

Sepvser Name ISENEr 1 s seneer name)
Server Status Disabled
Postfix IPCISIT-I}H *fits postfix name)
Black List | Hlone VI
Authentication Method POP3 'I POP3 Setting
Local User
Paolicy
Radius
Enable VPN Termination LOAR

HTDormain

When POP3, Radius, LDAP or NTDomain is selected from the drop-down memu, the function of Enable VPN
Termination will show up. Check Enable VPN Termination to enable this function. Click the hyperlink of POP3
Setting for further configuration. Enter the related information of the primary server and/or the secondary server (the
secondary server is not required). The blanks with red asterisks are necessary information. These settings will

become effective immediately after clicking the Apply button.

Primary POP3 Server

Server [P I (Domain Name/IF)
Port | *(Drefault: 110}
S58L Setting ™ Enable S5L Connection

Secondary POP3 Server

merver IP I
Fort |
S5L Setting I Enable S5L Connection

e Server IP: Enter the IP address/domain name given by the ISP.
e Port: Enter the Port given by the ISP. The default value is 110.
e Enable SSL Connection: If this function is enabled, the POP3s protocol will be used to encrypt the

authentication.

4.2.1.3 Authentication Method — Radius

Choose Radius in the Authentication Method field, the hyperlink next to the drop-down menu will become to

Radius Setting.
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Authentication Server - Server 3

Server Name Semer 3 F{lts server name)
Server Status Enabled
Postrix Fostiix3 F(lts postiix name)
Black List Mone w
Authentication Method Radius W Fadius Setting
Policy Falicy 1 = Edit Policy Mapping
Enable VPH Termination ]

When POP3, Radius, LDAP or NTDomain is selected from the drop-down memu, the function of Enable VPN
Termination will show up. Check Enable VPN Termination to enable this function. Click the hyperlink of Radius
Setting for further configuration. Enter the related information of the primary server and/or the secondary server (the
secondary server is not required). The blanks with red asterisks are necessary information. These settings will

become effective immediately after clicking the Apply button.

Radius Setting

802 1% Authentication O Enabled & Disabled

Trans Full Mame ) Enahbled @& Disabled
MASID

Primary RADIUS Server

Server 1P :
Authentication Port FiDefault 16123
Accounting Port FiDefault 1813
Secret Key -
Accounting Service &) Enabled O Disabled

Authentication Protocal FAP
Secondary RADIUS Server
Server IP
Authentication Port
Accounting Port
Secret Key

Accounting Senvice (&) Enabled O Disabled

Authentication Protocol CHAP
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802.1X Authentication: When enabling this function, the hyperlink of Radius Client List will appear. Click the
hyperlink to get into the Radius Client Configuration page for further configuration. In the Radius Client
Configuration page, the clients, which are using 802.1X as the authentication method, shall be put into this

table. Edimax AC-M3000 will forward the authentication request from these clients to the configured Radius

Radius Client Configuration

Server.

Mo. Tvpe IP Adiddress Sedqment Secret
1 |Disable =] | | 255.265.265.265 (32) =] |
2 |Disable =] | | 255.255.255.255 (32) =] |
3 |Disable =] | | 255.255.255.255 (32) =] |
4 [Disable =] | | 255.255.255.255 (i32) 7] |
5 |Disable =] | | 255.265.265 265 (132) =] |
6 |Disanle =] | | 255.255.255.255 (32) =] |
7 ||Disanle =] | | 255.255.255.256 (32) =] |
8 [Disanle =] | | 255.255.255.255 (i32) =] |
9 [Disable =] | | 255.255.265.255 (132) =] |
10 |Disable =] | | 255.265.265.265 32) =] |

Trans Full Name: When enabled, both the ID and postfix will be transferred to the RADIUS server for
authentication. When disabled, only the ID will be transferred to RADIUS server for authentication.
NASID: Enter the NASID of the Edimax AC-M3000 for the RADIUS server.

Server IP: Enter the IP address/domain name of the RADIUS server.

Authentication Port: Enter the authentication port of the RADIUS server and the default value is 1812.
Accounting Port: Enter the accounting port of the RADIUS server and the default value is 1813.
Secret Key: Enter the key for encryption and decryption.

Accounting Service: Choose to enable or disable the accounting service for accounting capabilities.
Authentication Protocol: There are two methods, CHAP and PAP, for selection.

Edit Policy Mapping: Click the hyperlink of Edit Policy Mapping to enter the Policy Mapping page. Choose to
enable or disable policy mapping by RADIUS class attributes.
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Policy Mapping - Server 3

O Disable

Remark
Folicy 1w

Folicy 1w

Folicy 1w

Folicy 1w

FPalicy 1w

FPalicy 1w

Folicy 1 »

Folicy 1w

Class Attribute: Class attribute sent from the RADIUS server.

Policy: Select the mapping policy of this class attribute.

Remark: Add some description if needed.

Setting.

4.2.1.4 Authentication Method — LDAP

Server Name

Server Status

Postfix

Black List

Authentication Method

Policy

Enable VPN Termination

Choose LDAP in the Authentication Method field, the hyperlink next to the drop-down menu will become to LDAP

Authentication Server - Server 1

iBENEH "Itz zenrer name)
Dizabled
iF'n:nstﬁm "l postiix name)

iNune 'l
LOAF vl

Local User
IPOF‘S
Fadius
LDAR

LOAP Seftitig

When POP3, Radius, LDAP or NTDomain is selected from the drop-down memu, the function of Enable VPN
Termination will show up. Check Enable VPN Termination to enable this function. Click the hyperlink of LDAP
Setting for further configuration. Enter the related information of the primary server and/or the secondary server (the
secondary server is not required). The blanks with red asterisks are necessary information. These settings will

become effective immediately after clicking the Apply button.
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Primary LDAP Server

Server [P | [Domain Mame/IF)
Paort I—"(D efault: 284)
Base DN | *CN=, de=,de=)
Account Attribute | (Drefault: uid)

Secondary LDAP Server

Sener [P |

Port I

Base DN |

Account Attribute |

e Server IP: Enter the IP address/domain name of the LDAP server.
e Port: Enter the Port of the LDAP server, and the default value is 389.
e Base DN: Enter the base DN defined of the LDAP server.

e Account Attribute: Enter the account attribute of the LDAP server.

4.2.1.5 Authentication Method — NTDomain

Choose NTDomain in the Authentication Method field, the hyperlink next to the drop-down menu will become to

NTDomain Setting.

Authentication Server - Server 1

Server Mame IBewer 1 s server name)
Server Status Dizabled
Postfix !Pnstﬁm [tz postfiz name]
Black List | Bone vl
Authentication Method FTDomain *l MT Domain Setting
. Local Lizer
Policy lrora

Fadius
Enable WPN Termination

When POP3, Radius, LDAP or NTDomain is selected from the drop-down memu, the function of Enable VPN
Termination will show up. Check Enable VPN Termination to enable this function. Click the hyperlink of NT
Domain Setting for further configuration. Enter the related information of the primary server and/or the secondary
server (the secondary server is not required). The blanks with red asterisks are necessary information. These

settings will become effective immediately after clicking the Apply button.
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Domain Controller

Serer [P address =

Transparent Login * Enahle ' Disable

e Server IP address: Enter the server IP address of the domain controller.
e Transparent Login: If the function is enabled, users will log into Edimax AC-M3000 automatically when they log

into the Windows domain and the IP of NT Domain Server should be added into walled garden.

4.2.2 Black List Configuration

The administrator can add, delete, or edit the black list for user access control. Each black list can include 40 users
at most. If a user in the black list wants to log into the system, the user’s access will be denied. The administrator

can use the pull-down menu to select the desired black list to edit adding users into the black list.
Black List Configuration

Select Black List: | 1:Blacklistl

Mame Blacklisti

Ll=ser Femark

(Total:0) First Prev Mext Last

Add User to List

e Select Black List: There are 5 lists that Edimax AC-M3000 supports to select from.
* Name: Set the name of the black list and it will show in the pull-down menu above.
e Add User to List: Click the hyperlink of Add User to List, the Add Users to Blacklist page will appear for

adding users to the selected black list.
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Add Users to Blacklist Blacklist1

No Username Remark

1

2

10

i

After entering the usernames in the Username field and the related information in the Remark field (not

required).

Add Users to Blacklist Blacklist1

Item Username Femark

1 |James

2 |Juni|:|r

10

Click Apply to save the settings.
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Llzer 'dames' has been added!
Llser Junior' has been added!

@ Add Users to Blacklist

Add Users to Blacklist Blacklist1

Item Username Remark

1 | | | |

If the administrator wants to remove a user from the black list, just select the user’s “Delete” check box and

then click the Delete button to remove that user from the black list.

Black List Configuration
Select Black List:
Name |Ella|:kli5t1
i=er Remark
James fraud ]
Junior

(Total:2y Eirst Pres Bext Last

Add User to List

4.2.3 Policy Configuration

Each policy has three profiles, Firewall Profile, Specific Route Profile, and Schedule Profile as well as
Bandwidth settings such as Total Bandwidth, Individual Maximum Bandwidth, and Individual Request

Bandwidth for that policy.
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Policy Configuration
Select Policy:
Firewall Profile Setting
Specific Rowte Profile Setting
Schedule Profile Settin

Total Bandwidth Linlimited s

Individual Maximum Bandwidth | Unlimited s

Indirvidual Request Bandwidth Mone w

g

* Firewall Profile
Click the hyperlink of Setting for Firewall Profile, the Firewall Profile page will appear. Click the numbers of
Filter Rule Item to edit individual rules and click Apply to save the settings. The rule status will show on the list.

Check Active to enable that rule.

Attention: Filter Rule Item 1 is the highest priority, Filter Rule Item 2 is the second priority, and so on.

Profile Name: [Firewall Profile 1

Firewall Profiles

Source
Filter Rule kem  Active Action Mame Protocol MAC
Destination

AR

1 - Block ALL
AR
ALY

2 I Block ALL
AR
AR

a I Block ALL
AR
AR

4 - Block ALL
AR
AR

a I Block ALL
AR
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Edit Filter Rule
Rule ltem: 1
Rule Name:| " Enable this Rule
Action :IE”DCH "’I F’rotocoIlALL "’I
Source MAC Atl{lless:l {For Specific MAC Address Filter)
Interface IP Subnet Mask g;ar? Egﬁ

Source  |ALL = | 255.255.255.255 3z =]| |

Destination |ALL =l | 255.255.255.255 (32) 7] | |

Rule Item: This is the rule selected.

Rule Name: The rule name can be changed here. The rule name can be set to easily identify, for example:
“from file server”, “HTTP request” or “to web”, etc.

Enable this Rule: After checking this function, the rule will be enabled.

Action: There are two options, Block and Pass. Block is to prevent packets from passing and Pass is to permit
packets passing.

Protocol: There are three protocols to select, TCP, UDP and ICMP, or choose ALL to use all three protocols.
Source MAC Address: The MAC address of the source IP address. This is for specific MAC address filter.
Source/Destination Interface: There are four interfaces to choose, ALL, WAN1, WAN2, Controlled Port and
Uncontrolled Port.

Source/Destination IP: Enter the source and destination IP addresses.

Source/Destination Subnet Mask: Enter the source and destination subnet masks.

Source/Destination Start/End Port: Enter the range of source and destination ports.

Specific Route Profile
Click the hyperlink of Setting for Specific Route Profile, the Specific Default Route and Specific Route

Profile page will appear.
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Profile I‘~I*am||a:||:"2'|ifi3r Route 1 |

Specific Default Route

Enable []  Default Gateway: | IF Address vl | |

Destination Gateway
Route Item

IP Address Subnet Netmask IP Address

1 | | | 256.255.266.255 (i32) | | |

2 | | | 255.255.255.255 (32) | | |

3 | | | 255.255.256.255 (i32) | | |

4 | | | |255.256.255.255 (32) v | | |

5 | | | 255.255.256.255 (i32) ~| | |

6 | | | |255.256.255.255 (32) v | | |

7 | | | 255.255.256.255 (i32) ~| | |

8 | | | |255.256.255.255 (32) v | | |

9 | | | 255.255.256.255 (i32) ~| | |

10 | | | |255.256.255.255 (32) v | | |

Specific Default Route

Enable: Click to enable the setting of specific default route.

Default Gateway: There are 3 methods of the default gateway that Specific Default Route supports. Select
WANL1 Default Gateway to set WAN1 as the default gateway. Select WAN2 Default Gateway to set WAN2 as
the default gateway. Select IP Address and enter the IP address of the specific router.

Specific Route Profile

Profile Name: The profile name can be changed here.

Destination IP Address: The destination IP address of the host or the network.

Destination Subnet Netmask: Select a destination subnet netmask of the host or the network.

Gateway IP Address: The IP address of the gateway or the router to the destination.

Schedule Profile

Click the hyperlink of Setting for Schedule Profile to enter the Schedule Profile list. Select Enable to show the
list. This function is used to restrict the time for users to log in. Please enable/disable the desired time slot and
click Apply to save the settings. These settings will become effective immediately after clicking the Apply

button.
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Profile Nﬂlll&:lSChEdU|E1 & Enabled " Disabled

Login Schedule Profile

HOUR SUN MON  TUE  WED THU  FRI  SAT
00:00-00:59 ¥ v v v v v v
01:00~01:58 V I v " v v v
02:00~02:58 ™ W W ] g W ¥
03:00~03:59 W 3 W v ™ W ¥
04:00-~04:58 v v v v i v v
05.00~05:58 ™3 = ™3 i W W W~
06:00~06:58 ™3 g g ¥ g W g
07:00-07:549 v v v v v v v
08:00-08:58 W = ™3 3 W W W~
09:00~09:59 ™ W g ¥ W W 7
10:00~10:59 v I v v v v v
11:00~11:58 V I v " v v v
12:00~12:58 ™ W W ] g W ¥
13:00~13:59 ™3 ) ] v g W W
14:00~14:59 v v v v v v v
15.00~15:59 ™3 = ™3 i W W W~
16:00~16:58 ™3 g g ¥ g W g
17:00~17:59 ¥ v v v v v v
18:00~18:50 v i v v v v v
19:00~13:58 ™3 W g ¥ W W W
20:00~20:59 v I v v v v v
21:00~21:58 v v I v v v W~
22:00-22:58 3 W W ] ) W W
23:00~23:58 ™ ) ) v g W W

Total Bandwidth
Select the bandwidth from the drop-down menu. It's the total bandwidth the users under this particular policy

need to share.

Individual Maximum Bandwidth

Select the bandwidth from the drop-down menu. It's the most bandwidth an individual user can obtain under this
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particular policy, which cannot exceed the value for Total Bandwidth.

* Individual Request Bandwidth
Select the bandwidth from the drop-down menu. It's the requested bandwidth for a user under this particular

policy, which cannot exceed the value for Individual Maximum Bandwidth.

4.2.4 Additional Configuration

Additional Configuration

ldle Timer: |10 minutes  “tRange: 1-14490)

User Control | Multiple Login [¢on-demand and RADIUS authentication do NOT support
multiple login.)

Friendly Logout

Session Timeout: 120 F(Range: 514400
Foaming Ot g ) e .
Timer ldle Timeout: 10 {Range: 1-120)
Interim Update: a5 *Range: 1-120)
Upload File Cetificate  Login Fage Logout Page Login Success Page

Lonin Success Page for On-Demand  Logout Success Page

volurme ) Enable &) Disahle
Credit Reminder

Time O Enable & Dizable

POP3 Message | Edit Mail Messane

Enhance User

Authentication Fermit MAC Address List

e User Control: Functions under this section applies for all general users.
Idle Timer: If a user has been idled with no network activities, the system will automatically kick out the user.
The logout timer can be set in the range of 1~1440 minutes, and the default logout time is 10 minutes.
Multiple Login: When enabled, the same account can be logged in by different clients at the same time. (This
function doesn’t support On-demand users and RADIUS server)
Friendly Logout: When a user logs into the network, a small window will appear to show the user’s information
and there is a logout button for the logout. If enabled. When the users try to close the small window, there will be
a new popup window to confirm the logout in case the users click the logout button by accident.

* Roaming Out Timer
Session Timeout: The time that the user can access the network while roaming. When the time is up, the user
will be kicked out automatically.

Idle Timeout: If a user has been idled with no network activities, the system will automatically kick out the user.
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Interim Update: The system will update the users’ current status and usage according to this time periodically.

Upload File
1. Certificate: The administrator can upload new private key and customer certification. Click the Browse

button to select the file for the certificate upload. Then click Submit to complete the upload process.

Upload Private Key

File Hame

Upload Customer Certificate

File Hame

lze Default Cedificate

Click Use Default Certificate to use the default certificate and key.

You just overwrote the setting with default KEY & default CA file

2. Login Page: The administrator can use the default login page or get the customized login page by setting
the template page, uploading the page or downloading from the specific website. After finishing the setting,
you can click Preview to see the login page.

a. Choose Default Page to use the default login page.

Login Page Selection for Users

& Default Page " Termplate Page
' Uploaded Page ¢ External Fage

Default Page Setting

This is default login page for users.
You could click preview link to preview the default login page.
Thanks.

Preview

b. Choose Template Page to make a customized login page here. Click Select to pick up a color and then

fill in all of the blanks. Click Preview to see the result first.
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Login Page Selection for Users

(O Default Page ® Template Page
O Uploaded Page (O External Page
Template Page Setting

Color for Title BacKkground |:| Select (RGHEvalues in hex mode)

Color for Title Text | |zelect (RGBvalues in hex mode)

Color for Page Backaground I:I Select (RGHEvalues in hex mode)

Color for Page Text | |zelect (RGBvalues in hex mode)

Title \User Login Page |
Welcome lwelcome To User Login Page |
Information |F'Iease Enterour Mame and Fassword to Sign In |
Username |Username |
Password |Pa55wnrd |
Submit |3ubmit |
Clear |Clear |
Remaining |Remaining |
Copyright |Cnpvright ch |

c. Choose Uploaded Page and upload a login page. Click the Browse button to select the file to upload.

Then click Submit to complete the upload process.
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" Default Page
¥ Uploaded Page

File Name |

Existing Image Files:

Total Capacity: 512 K
Now Used: 0 K

Upload Images |

Login Page Selection for Users

" Termplate Page
" External Page

Uploaded Page Setting

Browse... |

Submit |

Upload Image Files

Browse. .. |

Submit |

Previgw

Edimax AC-M3000/AC-M1000
User’'s Manual

After the upload process is completed, the new login page can be previewed by clicking Preview button at

the bottom.

EDIMAX

HETWORKING PEOFLE TOGETHER

User Login Page

Welcome To User Login Page.

Please Enter Your User Name and Password To Sign In .

[ ]
@) User Name: | |

Password: | |

| I (I I

The user-defined login page must include the following HTML codes to provide the necessary fields for

username and password.
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=form action="us erlogin.s htmIl” method="post” name="Enter”=
<input type="text” name="myus ername’>

<input type="password” name="mypassword ">

<input type="submit” name="submit™ value="Enter"-

input type="reset” name="clear” value="Clear”=

</forms=

If the user-defined login page includes an image file, the image file path in the HTML code must be the

image file you will upload.

<img src="images/ xx.jpg" =

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login page, click the

Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload mage Files

Upload images l Browse. .. I
Subrnit I

Atfter the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
and click Delete to delete the file.

Existing Image Files :
1102474548 _732cn.gif [

In Edimax AC-M3000, the end user first gets a login page when she/he opens its web browser right after
associating with an access point. However, in some situations, the hotspot owners or MIS staff may want to
display “terms of use” or announcement information before the login page. Hotspot owners or MIS staff can
design a new disclaimer/announcement page and save the page in their local server. After the agreement
shown on the page is read, users are asked whether they agree or disagree with the disclaimer. By clicking |
agree, users are able to log in. If users choose to decline, they will get a popup window saying they are unable
to log in. The basic design is to have the disclaimer and login function in the same page but with the login
function hidden until users agree with the disclaimer.

For more details about the codes of the disclaimer, please refer to Appendix F.

If the page is successfully loaded, an upload success page will show up.
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Successful!

You just uploaded page:default_login_with_disclaimer.html|
Previgmy

“Preview” can be clicked to see the uploaded page.

We mway collect and store the following personal :J
inforwation: _J
e-mall address, physical contact informatcion,

credit card numbers and transactional inforwmation
based on yvour activities on the Internet service
provided by us.

If the information vou provide cahnot he
verified, we may ask you to send us additional
information [(such as yvour driver license, credit
card statement, and/or a recent utility hill or
other information confirming your address), or to
ahswer additional questions to help verify wyour

inforwation.)
[
(" | agree.
i) | disagree.
et

. - 4

Click here to purchase by Credit Card Online.

If a user checks “I agree” and clicks Next, then he/she is prompted to fill in the login name and

password.

REDIMAX User Login Page

HETWORKING PEOFLE TOGETHER

Welcome To User Login Page.
Please Enter Your User Name and Password To Sign In .

[
&) User Name: ! |

Password: | |

| I I @I

If a user checks “I disagree” and clicks Next, a window will pop up to tell user that he/she cannot log in
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We way collect and store the following personasl
information:

etmail address, physical contact information,
credit card numbers and transactional
information kbased on your activities on the
Internet serwvice provided by us.

L[

If the inforwatcion you provide cannot bhe

Microszoft Internet Explorer

L] E Tou disagree with the disclaimer, therefore wou will NOT be able to log in.
-

& | agree.
=) | disagree.
et

.~ J

d. Choose the External Page selection and get the login page from the specific website. Enter the website

address in the “ External Page Setting” field and then click Apply.

Login Page Selection for Users

(O Default Page O Template Page
O Uploaded Page (¥ External Page

External Page Setting

External URL : |http:/f

P remen

After applying the setting, the new login page can be previewed by clicking Preview button at the bottom
of this page.
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REDIMAX User Login Page

HETWORKING PEOFLE TOGETHER

Welcome To User Login Page.
Please Enter Your User Name and Password To Sign In .

[
&) User Name: ! |

Password: | |

| I I @I

3. Logout Page: The administrator can apply customized logout page here. The process is similar to that of
Login Page.

Upload Logout Page
File Hame | Browsze. .. |
Subimit | Lize Default Fage |

Existing Image Files :

Total Capacity: 512 K
Now Used: 0 K

Upload Image Files

Upload Images I Browsze. . |
Subimit |

P rewi ey

The different part is the HTML code of the user-defined logout interface must include the following HTML
code that the user can enter the username and password. After the upload is completed, the user-defined
login user interface can be previewed by clicking Preview at the bottom of this page. If want to restore the

factory default setting of the logout interface, click the “Use Default Page” button.
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<form action="uzedogout.cshtml” method="po=t" name="E nter">
<input type="text"” name="nyusemamsa">
<input ty pe=""pa ssword™ name="ypasswornd™>

<input ty pe=""submit” name=""submit” value="Logowut™>
<inputtype="resa™ name="clear" value="Clear"»

< form:=

Login Success Page: The administrator can use the default login success page or get the customized login
success page by setting the template page, uploading the page or using the external website. After finishing
the setting, you can click Preview to see the login success page.

a. Choose Default Page to use the default login success page.

Login Success Page Selection for Users

'@'DefaultF'age lC:}Ter’nplate Fage
'C'Uplnaded Fage lC}E}{TernalF'age
Default Page Setting

This is default login success page for users.
You could click preview link to preview the default login success page.
Thanks.

Preniem

b. Choose Template Page to make a customized login success page here. Click Select to pick up a color

and then fill in all of the blanks. You can click Preview to see the result first.
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Login Success Page Selection for Users

O Default Fage @Template Fage
{:}Uplnaded Fage O External Fage
Template Page Setting

Color for Title Background |:| Select (RGH values in hex mode)
Color for Title Text I:I Select (RGHE values in hex mode)

Color for Page Background I:I Select (RGHEvalues in hex mode)

Color for Page Text :IM [RGB values in hex mode)

Title |Lngin Succeed Page |
Welcome | Hello |
Information |F'Iease click this button to |
Logourt |L|:|g|:|ut |
Information2 |Thanl-: wou |
Login Time |Lngin Time |

P revies

c. Choose Uploaded Page and you can get the login success page by uploading. Click the Browse button

to select the file for the login success page upload. Then click Submit to complete the upload process.
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Login Success Page Selection for Users

'C}DefaultF'age {:}Template Fage
@Uplnaded Fage OE}dernalF‘age

Uploaded Page Setting

File Hame

Existing Image Files:

Total Capacity: 512 K

Now Used: 0k
Upload Image Files
Upload mages
Preview

After the upload process is completed, the new login success page can be previewed by clicking Preview
button at the bottom.

If the user-defined login success page includes an image file, the image file path in the HTML code must be
the image file you will upload.

<img src="images/ xx.jpg" =

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login success page,

click the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload mage Files

Upload images l Browse. .. I
Subrnit I

Atfter the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
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and click Delete to delete the file.

Existing Image Files :
1102474548 _732cn.gif [

d. Choose the External Page selection and you can get the login success page e from the specific website.
Enter the website address in the External Page Setting field and then click Apply. After applying the
setting, the new login success page can be previewed by clicking Preview button at the bottom of this

page.
Login Success Page Selection for Users

{:}DefaultF'age C‘Template Fage
{:}Uplnaded Fage '@'E}ﬂernalF‘age

External Page Setting

External URL : |hitp:sr

Preview

Login Success Page for On-Demand: The administrator can use the default login success page for
On-Demand or get the customized login success page for On-Demand by setting the template page,
uploading the page or using the external website. After finishing the setting, you can click Preview to see
the login success page for On-Demand.

a. Choose Default Page to use the default login success page for On-Demand.

Login Success Page Selection for on-demand Users

& Default Page O Ternplate Page
O Uploaded Page ) External Page
Default Page Setting

This is default login success page for on-demand USers.
You could click preview link to preview the default login success page.
Thanks.

Prenigm

b. Choose Template Page to make a customized login success page for On-Demand here. Click Select to

pick up a color and then fill in all of the blanks. You can click Preview to see the result first.
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Login Success Page Selection for on-demand Users

) Default Page
O Uploaded Page

Color for Title Background
Color for Title Text
Color for Page Background

Color for Page Text
Title

Welcome
Information
Logout
Information2
Remaining Usage
Dy

Hour

Min

Sec

Login Time

Redeem

Download from Www.Somanuals.com. All Manuals Search And Download.

® Template Page
(O External Page

Template Page Setting

I:I Select (RGHvalues in hex mode)
I:I Select (RGBvalues in hex mode)
I:I Select (RGHvalues in hex mode)
|:| Select (RGBwalues in hex mode)

|L|:|gin Succeed Page for on-demand

|We|cnme

|F"Iease click this buttan to

|L|:|g|:|ut

|Thankynu

|Hemaining sange

|Day

|H|:||_|r

|Min

|Sec

|L|:|gin Tirme

|Hedeem

Freviesw

to complete the upload process.
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Login Success Page Selection for on-demand Users

{:}DefaultPage 'C'Template Fage
@Uplnaded Fage DE}dernalF‘age

Upload Login Success Page for on-demand
File Name

Existing Image Files:

Total Capacity: 512 K

Now Used: 0 K
Upload Image Files
Upload mages
Freview

After the upload process is completed, the new login success page for On-Demand can be previewed by
clicking Preview button at the bottom.

If the user-defined login success page for On-Demand includes an image file, the image file path in the

HTML code must be the image file you will upload.

<img src="images/ xx.jpg" =

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login success page for

On-Demand, click the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload mage Files

Upload images l Browse. .. I
Subrnit I

Atfter the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
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and click Delete to delete the file.

Existing Image Files :
1102474548 _732cn.gif [

d. Choose the External Page selection and you can get the login success page for On-Demand from the
specific website. Enter the website address in the “ External Page Setting” field and then click Apply.
After applying the setting, the new login success page for On-Demand can be previewed by clicking

Preview button at the bottom of this page.

Login Success Page Selection for on-demand Users

'C}DefaultF'age {:}Template Fage
C}Uplnaded Fage '@'E}dernalF‘age

External Page Setting

External URL : | httpif

Preview

6. Logout Success Page: The administrator can use the default logout success page or get the customized
logout success page by setting the template page, uploading the page or using the external website. After

finishing the setting, you can click Preview to see the logout success page.

a. Choose Default Page to use the default logout success page.

Logout Success Page Selection for Users

lC:-‘}IZilefquItF'age 'C}Template Fage
C‘Uplnaded Fage (O External Fage
Default Page Setting

This is default logout success page for users.
¥ou could click preview link to preview the default logout success page.
Thanks.

P review

b. Choose Template Page to make a customized logout success page here. Click Select to pick up a color

and then fill in all of the blanks. You can click Preview to see the result first.
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Logout Success Page Selection for Users

O Default Fage '@'Template Fage
C‘Uplnaded Fage OE}ﬂernalPage

Template Page Setting
Color for Title Background Select (RGHvalues in hex mode)
Color for Title Text Select (RGHvalues in hex mode)
Color for Page Background Select (RGBvalues in hex mode)
Color for Page Text Select (RGHvalues in hex mode)
Title Logout Succeed Page
Information Logout successiully

P reniem

c. Choose Uploaded Page and you can get the logout success page by uploading. Click the Browse
button to select the file for the logout success page upload. Then click Submit to complete the upload

process.
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Logowt Success Page Selection for Users

C‘DefaultF'age {:}Template Fage
@Upluaded Fage {:}E}dernalPage

Upload Logout Success Page
Fle Name

Existing Image Files:

Total Capacity: 512 K

Now Used: 0K
Upload Image Files
Upload Images
Preview

After the upload process is completed, the new logout success page can be previewed by clicking Preview

button at the bottom.

If the user-defined logout success page includes an image file, the image file path in the HTML code must
be the image file you will upload.

<img src="images/ xx.jpg" =

Then, enter or browse the filename of the images to upload in the Upload Images field on the Upload
Images Files page and then click Submit. The system will show the used space and the maximum size of
the image file of 512K. If the administrator wishes to restore the factory default of the login success page,

click the Use Default Page button to restore it to default.

Total Capacity: 512 K
Now Used: 0 K

Upload mage Files

Upload images I Browse. .. I
Subrnit I
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Atfter the image file is uploaded, the file name will show on the “Existing Image Files” field. Check the file
and click Delete to delete the file.

Existing Image Files :
1102474548 _732cn.gif [

d. Choose the External Page selection and you can get the logout success page from the specific website.
Enter the website address in the “External Page Setting” field and then click Apply. After applying the

setting, the new logout success page can be previewed by clicking Preview button at the bottom of this

page.
Logowut Success Page Selection for Users
(O Default Page (O Template Page
O Uploaded Page (® External Page

External Page Setting

External URL : | httpeif

P remiesn

Credit Reminder: The administrator can enable this function to remind the on-demand users before their credit

run out. There are two kinds of reminder, Volume and Time. The default reminding trigger level for Volume is
1Mbyte and the level for Time is 5 minutes.

Yolurme ™ Enabled € Disable
|1 Minte  *tRange: 1-10; Default: 1)

Tirrne % Enabled ¢ Disahle

|5 minutes  *Range: 1-30; Default: 5

Credit Reminder

POP3 Message: If a user tries to retrieve mail from POP3 mail server before login, the users will receive a

welcome mail from Edimax AC-M3000. The administrator can edit the content of this welcome mail.
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Edit Mail Message

<!DOCTYPE HTML PUELIC "-//W3C//DTD HTHL :J
4.0 Transitional//EN">

<HTML><HEALD>

<METL HTTP-EQUIV="Content-Type"
CONTENT="text/html; charset=us-ascii":>
</HELD>

<BODT>

<DIV>

<DIV>

<FONT face="Times New FRoman'" size=g6>
<STRONG>Weloowe ! </ 3TRONG:

</ FOMNT>

</ DIV

<DIV>

<FONT 2ize=4><STRONG></STRONG:>

</ FCNT> |

Text

* Enhance User Authentication: With this function enabled, only the users with their MAC addresses in this list
can log into Edimax AC-M3000. There will only be 40 users allowed in this MAC address list. User
authentication is still required for these users. Please click the Permit MAC Address List to fill in these MAC

addresses, select Enable, and then click Apply.

MAC Address Control

" Enabled * Disabled

ftem MAC Address ftem MAC Address
1 | ? |
3 | 4 |
] | B |
7 | 3 |
9 | 10 |
11 | 12 |
13 | 14 |
15 | 18 |
17 | 18 |
19 | 20 |

(Total:40) First Prev Mext Last

Caution: The format of the MAC address is: XX:XX:XX:XX:XX:XX OF XX-XX-XX-XX-XX-XX.
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4.3 AP Management

This section includes the following functions: AP List, AP Discovery, Manual Configuration, Template Settings,

Firmware Management and AP Upgrade.

| Configuration | '} SR 4 Configuration | '\

AP Management

- . ]
( AP List .J- AP Management

( AP Discovery The list shows the current AP summary including type, name, P,
AP List MAC and online status. It also provides the operations for each AP
on reboot, enable, disable, delete, apply a new template, and to do

- ]
( FRRERRT S PUIAES BUCHESS further exarmination or detailed configuration.

This discovery function is to detect the unmanaged AP s within LANS

-

Template Setti 1 i ; :
(_ emplate ngs 3 AP Discovery and assign the de_swed IPs _fn:u_rthefutur_e managerment. With the AP
access  information,  administrator  is able to manually  ar
( Firmware Management __‘J. autormatically discover AP on the selected LAMNI(S).
Administrators who are familiar with the new AP can set it up

- - = Manual Configuration  manually by filling in the necessary information. There are three
( RHEHEE J termplates from the drop-down box that can be chosen.
Administrators can edit template settings here. These templates

Template Settings are saved and can bhe used in "Manual Configuration” and "AP
Dizcovery' sections.

This page lets administrators manage firmwares and shows each

EIEmuAceManagemen firrmware's information with operations of download and delete.

This page shows each AP on name, firmware version and the time
previously being upgraded. Administrators can choose a firmware

AP Upgrade version from the drop-down box to upograde APs. Sewveral AP
upgrades can be processed simultaneously by checking the
upgrade boxes,

I t)

4.3.1 AP List

All of the supported APs under the management of Edimax AC-M3000 will be shown in the list. At first the list is
empty; administrators can add APs from AP Discovery page (see 4.3.2. AP Discovery for details) or Manual

Configuration page (see 4.3.3. Manual Configuration for details)
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AP List
IP
Fi AP Type AP Name
MAC
[ Rehoot ][ Enahle ][ Disable ][ Delete ][ Apply Template
(Total: 0 Eirst Prev Mext Last
After adding an AP:
AP List
IP
] AP Type AP Hame
MAC
19216811
] EVvi-7206AP 0 HEWVSDEW-00001

O0:0E:ZE: TG AL TA

[ Rehoot ][ Enahle ][ Disahle ][ Delete ][ Apply Termplate

(Total: 1) First Prev Mext Last

Edimax AC-M3000/AC-M1000

Status

Status

Dnling

(Enahkled)

Check any AP and click the button below to Reboot, Enable, Disable and Delete the checked AP.

AP List
IP
] AP Type AP Hame
MAC
192.168.1.1
EW-T20645P0 HEWDEW-00001

QOB ZE T CANTA

Rehoot ][ Enahle ][ Disable ][ Delete ][ Apply Template

(Total: 1) Eirst Prev Mext Last

Click Apply Template to select one template to apply to the AP.
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TEMPLATE ~ | [Apply ][ Cancel

TEMPLATE1
TEMPLATEZ
TEMPLATEZ Template: TEMPLATE1
SSID default
Channel 11

Transmisstion Rate  Auto

Security Disabled

AP Name
Click AP Name and enter the interface about related settings. There four kinds of settings, General Settings,

LAN Interface Setting, Wireless Interface Setting and Access Control Setting. Click the hyperlink of each

individual setting to have further configurations.

General Settings
HName HEWDEW-00001
Setting Remark Mone

Firmware 1.23

LAN Interface Setting

P 192.168.1.1

-
=

Muoile Static IF

Wireless Interface Setting
SSID | default
Wireless LAN Channel 11

Security Type  Disabled

Access Comtrol Setting
Status | Disabled

Access Conmtrol Maode  Allowed

Humber of MAC
Addresses

» General Setting: Click Setting to enter the General Setting interface. Revise the AP Name, Admin
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Password and Remark here if desired. Firmware information can also be viewed here.
General Settings
Hame [MEWDEN-00001
Admin Password [1234

Remark

Firmware 1.23

» LAN Setting: Click LAN to enter the LAN Setting interface. Input the data of LAN including IP address,
Subnet Mask and Default Gateway of AP.

LAN Settings
IP Address [192.168.2.2 #
Subnet Mask |255.255.255.D i
Default Gateway IEI.EI.IZI.IZI i

» Wireless LAN: Click Wireless LAN to enter the Wireless interface. The data of Properties and Security

need to be filled.
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Wireless

SsID

SSID Broadcast Enahle »

Channel

Transmission Mode || Mixed w

Auto w
(Drefault: Aute; Range: from 1 to 54 Mbps)

— [
= o
jak)
£ =
=

Transmission Rate

Disable
[Drefault: Disable)

2346 |
(Default: 2346; Range: from 255 to 23467

2347 |
(Drefault: 2247; Range: from O to 2347

1100 |
(Drefault: 100; Range: from 20 to 1024 mses)

CTS Protection
Properties

Fragment Threshaold

RTS Threshold

Eeacon Interval (ms)

Long
(Crefault: Long)

Preamble Type

IAPP Enahle
(Drefault: Enable)

Security Type [ 802.1x Authentication

Security
WEP Authentication Type | Both v

Properties

e SSID: The SSID is the unique name shared among all devices in a wireless network. The SSID must be
the same for all devices in the wireless network. It is case sensitive and has a maximum length of 32
bytes.

e SSID Broadcast: Select this option to enable the SSID to broadcast in your network. When configuring
the network, it is suggested to enable this function but disable it when the configuration is complete.
With this enabled, someone could easily obtain the SSID information with the site survey software and
get unauthorized access to a private network. With this disabled, network security is enhanced and can
prevent the SSID from being seen on networked.

¢ Channel: Select the appropriate channel from the list to correspond with the network settings; for
example, 1 to 11 channels are suitable for the North America area.

¢ Transmission Mode: There are 3 modes to select, 802.11b (2.4G, 1~11Mbps), 802.119g (2.4G, 54Mbps)
and Mix mode (b and g).

¢ Transmission Rate: The default is Auto. Available range is from 1 to 54Mbps. The rate of data
transmission should be set depending on the speed of the wireless network. Select from a range of
transmission speed or keep the default setting, Auto, to make the Access Point automatically use the

fastest rate possible.
84
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CTS Protection: The default value is Disable. When select “Enable”, a protection mechanism will
decrease collision probability when many 802.11g devices exist simultaneously. However, performance
of the 802.11g devices may decrease.

Fragment Threshold: Breaking a packet into smaller units when transmitting over a network medium
that cannot support the original size of the packet.

RTS Threshold: Request To Send. A packet sent when a computer has data to transmit. The computer
will wait for a CTS (Clear To Send) message before sending data.

Beacon Interval (ms): Enter a value between 20 and 1000 msec. The default value is 100 milliseconds.
The entered time means how often the beacon signal transmission between the access point and the
wireless network.

Preamble Type: The length of the CRC (Cyclic Redundancy Check) block for communication between
the Access Point and roaming wireless adapters. Select either Short Preamble or Long Preamble.
IAPP: Inter Access-Point Protocol is designed for the enforcement of unique association throughout a
ESS (Extended Service Set) and for secure exchange of station’s security context between current
access point (AP) and new AP during handoff period.

Block Relay: Select whether to enable this function.

Tx Power Level: Choose which Tx power level desired from the drop-down menu.

Security:

Security Type: Choose one security type from the drop-down menu.

WEP: Choose WEP authentication type here.

Security Type |Di551b|E "'I [T 802.1% Authentication

Security
WEP Authentication Type |Both -]
Open System
1 |Shared Key
SecurityType  [Disable ¥ ¥ 802.1xAuthentication
WEP Authentication Type IEIDTh -]
Security Radius Server
IF |
802, 1% Bort I1 =5
Secret [

WEP: WEP uses an encryption key that automatically encrypts outgoing wireless data. On the receiving
side, the same encryption key enables the computer to automatically decrypt the information so it can
be read. Select Authentication Type (Open System, Shared Key or Both), Key Length (64 bits or 128
bits), Key Index (Keyl~Key4) and then input the Key. Check 802.1x Authentication to enable this

function and enter the related data, if necessary.
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Security Type |WEF' "I ¥ 202 1% Authentication

Authentication Type |E|Dth 'I
key Length |E4 hits vI

keyFormat |ASCIH T
Key Index |KEV1 'I
ke |keylil1
Security keyl Ikeyﬂ?

Keya [key03

keyd Ikeyﬂd

Radius Sener
P |

802.1x

Port [1812

Secret |

*  WPA: WPA is Wi-Fi's encryption method that protects unauthorized network access by verifying network

users through a server. Select 802.1x or WPA-PSK security type and enter the related information

below.
Security Type WP x| |wra-psk ~]
Security
WNEA- S Fassphrase/PEkK I
THIP IPassphrase vI
Security Type WP T||aoz1x =]
Fadius Server
Security IF I
i Port [ra1z
Secrat |

*  WPA2: Wi-Fi Protected Access version 2. The follow on security method to WPA for Wi-Fi networks that
provides stronger data protection and network access control. Select 802.1x or WPA-PSK security type

and enter the related information below. WPA2 only can use AES encryption type.

Security Type [ WPAZ || wrapsk ]
Security I

WPA-PSK Passphrase/PSK
|Pa55phraae vI

AES
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Security Type WP A2 i | EIFRERE
Radius Server
Security IF I
Tt Port [ra13
Secret I

e WPA Mixed: If using TKIP and AES encryption type at the same time is desired, choose this security
type. Select 802.1x or WPA-PSK security type and enter the related information below.

Security Type  [WPAZ Mixed x| [wPA-PEK ¥]

Security I
WPA-PSK Fassphrase/PSk
IPasaphraae vI
Security Type WPAZ Mixed ¥||8021x x|
Fadius Server
Security IF I
it Port [ta12
Secret |

» Access Control: In this function, when the status is Enabled, only these clients which MAC addresses are
listed in the list can be allowed to connect Edimax AC-M3000. When Disabled is selected, all clients can
connect Edimax AC-M3000. The default is Disabled.
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11
13
14
17

14

Status

Access Control

Status | Enabled |
Dizabled

Enahled
MAC Address List

|00:00:00:00:00:00

|00:00:00:00:00:00

|00:00°00:00:00:00

00:00:00:00:00:00

00:00:00:00:00:00

| 10

|00:00:00:00:00:00

| 12

\00:00:00:00:00:00

| 14

00:00:00:00:00:00

| 18

\00:00:00:00:00:00

|00:00:00:00:00:00

Edimax AC-M3000/AC-M1000

|00:00:00:00:00:00

|00:00:00:00:00:00

|\ 00:00-00:00:00:00

| 00:00:00:00:00:00

|00:00:00:00:00:00

|00:00:00:00:00:00

|00:00:00:00:00:00

|EIEI:EIEI:EIEI:EIEI:EID:IZIEI

|00:00:00:00:00:00

| 00:00:00:00:00:00

User’'s Manual

After clicking the hyperlink of Status, the basic information of the AP including AP Name, AP Type, LAN MAC,
LAN MAC, Wireless LAN MAC, Up Time, Report Time, SSID, Number of Associated Clients and Remark

will be shown. In the below of the AP Status Detail, there are the related detailed information, System Status,

LAN Status, Wireless LAN Status, Access Control Status and Associated Client Status.

Download from Www.Somanuals.com. All Manuals Search And Download.

88



Edimax AC-M3000/AC-M1000
User’'s Manual

AP Status Suminary
AP Name FEWWDEY-00001
AP Type Evy-T206AP
LAN MAC Q0:0e:2eVoaala
Wireless LAN MAC Q0:0e:2eVoaala
Up Time Oday:14h47me10s
Feport Time 2006-10-2503:00:33
sSsiD default
Number o_f Associated q
Clients
Remark
AP Status Detail
Systemn Status
LAN Status

Wireless | AN Status

Access Control Status

Associated Client Status

System Status: The table shows the information about AP Name, AP Status and Last Reporting Time.

System Information

AP Hame HEWDEY-00002
AP Status Cnline
Last Reporting Time 2006-06-2810:27:37

LAN Status: The table shows the information about IP Address, Subnet Mask and Gateway.

LAN Imterface
IP Address 192.168.2.2
Subnet Mask 255125513550
Gateway n.o.oo
89
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> Wireless LAN Status: The table shows all of the related wireless information.

Wireless Interface

Lp Time
S5iD
Beacon Interval (ms)
RTS Threshold
Channel
Transmission Rate
Preamble Type

IAPP

Oday:1ah:445m:48s
default
100
2347
11
Auto
Long Freamble

Enabled

Securiy

Disable

Edimax AC-M3000/AC-M1000
User’'s Manual

> Access Control Status: The table shows the status of MAC of clients under the control of the AP.

the client.

Status

Status

0o:00:00:00:00:01
00:00:00,00:00:03
00:00:00:00:00:05
Oo:00:00:.00:00:07
00:00:00:00:00:09
00:00:00:00:00:11
00:00:00.00:00:13
00:00:00:00:00:15
00:00:00:00:00:17
00:00:00.00:00:19
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Access Control

Disabled

Access Control

Enatiled

Comntrol List

00:00:00:00:00:02
00:00:00:00:00:04
00:00:00:00:00:06
00:00:00:00:00:02
00:00:00:00:00:10
00:00:00:00:00:12
00:00:00:00:00:14
00:00:00:00:00:16
00:00:00:00:00:18
00:40:96:A1 AF:dd
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Client List
No MAC Iser TXPacket EXPacket Rate F"D'ﬂ_l'&l Expir iITi.OI.I
(1] B3] (s} Saving countdown
1 00:02:8afdazaad  MiA 2 ] 11 Mo 300

4.3.2 AP Discovery

Use this function to detect and manage all the supported APs in the network segments.

AP Discovery
Uncontrolled ] Base IP|192.168.2.1 Pool Size |12
Interface
Controlled (] Base P |192.168.1.1 Pool Size |12

AP Type | EWN-T206APG

IF Address Start P (192.168.2.1

Range

In] admin

Fassuword 1234

Aurto-Discovery Status | Disahled

Discovered AP List
IP Address

AP Type Mame Password Template
MAC Address

(Total: 0y Eirst Prev Mesxt Last

* To discover AP manually, please fill in the required data.
» Interface: Check Uncontrolled or/and Controlled and enter the Base IP and Pool Size (the discovered
APs will be given an IP address among the pool).
» AP Access: Input the IP Address Range of the AP to be discovered, (the default is
192.168.2.1/192.168.2.1), ID (the default is admin) and Password (the default is 1234) of the AP.
Then click the Discover button and the APs that match the given settings will show in the Discovered AP List
below. If any IP address among the IP range assigned for a specific AP is used, there will be a warning message

showing up. Please change the Base IP or Pool Size of the desired Interface to provide available IP addresses
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for APs and then click Discover again. For the desired AP, input the desired name and password, select one
template to apply, select the check box, and click Add to add the AP to the AP List. (About the template, please
see 4.3.4 Template Settings).

AP Discovery
Uncontrolled []  Base P 192.168.2.1 Pool Size |12
Interface : . | |
Controlled (] Base IP|192.168.1.1 Pool Size [12
AP Type  EW.T206APg —
IP Addresg SWMIP [192.168.21
Fange |
AP Acrcess EndIP |[192168.2.1 _

D admin

P assward 1234

Auto-Discovery Stalus  Disabled

Unavailable 1P range. The following 1P addresses have been used. Please change the P
fange on Base [P or Fool Size.

Interface IP Adidress MAC Adidress
Private LAN 182 168.2.1 00:11:6R:30:85:63
AP List
MAC Address Mame IP Address Password Template Add

(Total: 0y First Preyv Mex Last

When the matched AP is discovered, it will be shown in the AP List below and be given a new IP address as set
previously (ex: 192.168.2.2). Check the Add box to add the AP, and it will be listed in the AP List.
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AP Discovery
Uncontrolled T~ Bage P [192.168.2.1 PDDISizeIi_I‘_-
Interface
Controlled M ElzaselF*[WE'.'IEE_E_E F‘WIEizelr
AP Type  EW-T2064Py
P Address StartIP [192168.2.1
Range
AP Access 9 End IF |192.153.2.1 mj

D Jadmin

Password I’I?Ed

Aipro-Discovery Status Disabled Configure |

AP List
MAC Addiess Haiie IP Addiess Password Teinplate Add |
00 16E 308563 ]NEWDEV—D{ID 192.168.2.2 1234 ITEMP‘L&TE1 :_] r

{Total: 1) First Pr

Mend Last

®

Lastdiscovenywas at 2000 June 23, 13:49:40.

Click Configuring to go to the related configuration. For the details, please refer to 4.3.1 AP List.

AP List
IP
O AP Type AP Name Status
MALC
192.168.1.1 online
Ev-T 2064P D HEWDEW-00001 —
N - O0:0E:ZE:TCANTA Enabled

[ Fehboot ][ Enable ][ Disahle ][ Delete ][ Apply Template

(Total: 13 Eirst Prew Mext Last

Auto-Discovery: Click Configure to enter the Auto-Discovery interface and have further configuration.
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AP Discovery
Uncontrolled [ Bage IP|192.168.2.1 Pool size [12
Interface
Controlled [ Base IP|192.168.1.1 Pool Size |12
AP Type  EWW-TZ0BAP(
IF Address Start P [192.168.2.1
AP Access Range | gngip [192.168.241 (D]
I | adrmin
Password 1234
Puto-Discovery Status | Disabled __Cﬂnﬂgure

The Interface and AP Access configuration is the same as the settings mentioned above. Click “Configure”
button for more Auto-Discovery functions. A selection known as “Interval” can be selected from the drop-down
box, and the system will scan periodically according to the its setting (the default value is 10 minutes). If
Auto-Add AP is enabled, a new detected AP will be assigned an available IP address from the IP address range

set in Interface and applied with the selected template.

Ao-Discovery

Uncontrolled [] Base P [192.168.2.1 Fool Size |12
Interface
Controlled [ Base 1P [192.168.1.1 Fool Size |12
AP Type  BEW-TZ06AFPQ
P Address | SHAMIP [182.168.2.1
Ry — Range  engip [192.168.2.1
IO | admin
Fassword 1234
é__@_;Enahle ) Disahle
Interval 10 minutes »
Auto-Discovery Status
Auto-Add AP (O Enable @ Disable
Template TEMPLATET =

4.3.3 Manual Configuration

The supported APs can also be added manually. Enter the related information of the AP and select a Template.
Click ADD and then the AP will be added to the AP List.
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Manual Configuration
AP Type Ewy-T20BAPY
AP Name
Admin Password 1234
AP 1P
AP MAC

Remark

Template TEMFPLATET *

4.3.4 Template Settings
Template is a model that can be copied to every AP without having to configure the each AP individually. There are
three templates provided. Click Edit to go to configuration.

Template Settings

AP Type BEW-T206AFQ

Template Settings | TEMPLATE1 »
T

TEMFLATEZ |
TEMPLATES

Except configuring all the template setting, copy the configuration of an AP to the template by selecting a Source AP

and revise some settings is also acceptable. Please select None if configuring the whole template from the draft is

desired. Enter the Template Name and Template Remark (optional) and click the hyperlink of Template ID to have
further configuration.

Template Edit

Template ID 1

Template Name |TEru1PLATE1

Source AP |N|:|ne ;I

Template Remark |Temp|ate 1
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Template Edit

Template ID 1

Template Name |TEru1PLATE1

Sowrce AP

Mone

afr
Template Remark |[pEWDEV-00001

E

After click the hyperlink of Template ID to enter the Template Edit page, revise the configuration for demand such

as SSID or Channel. About other functions of Wireless section, please refer to 4.3.1 AP List.

Reset |

General
Subnet Mask I255.255.255.D *
Defaul Gateway IIZI.EI.IZI.EI *
Wireless
SSID {apmat
SSID Broadcast Enshle =
Channel

Transmission Mode

Transmission Rate

CTS Protection
Properties

Fragment Threshold

RTS Threshold

Beacon Interval {ims)

Preamble Type

I1APP

Security Type
Security
WEP

Mixed -

Auto b
(Default: Auoto; Range: from 1 to 54 Mbps)

|

]

Disable »
(Default: Disable)

[2348
(Default 2348; Range: from 256 to 23496)

[2347
(Crefault: 2347 ; Range: from O to 2397

{100
(Drefault: 100; Range: from 20 to 1029 meec)

ILung *l

(Drefault: Long)

IEnabIe VI

(Crefault: Enable)

|Di5&lb|E "| [T 802 1% Authentication
Authentication Type IEIDth "l

Access Control function provides to control the clients’ devices that are allowed to associate with the APs applied
with the desired template setting. Choose Disabled or Enabled this function and enter the desired clients’ MAC
addresses in the MAC Address List. There are up to 20 MAC addresses available. When this function is enabled,

please make sure the MAC Address List is not empty.
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MAC Address List
1 IDD:DD:DD:DD:DD:DD 2 IDD:DD:DD:DD:DD:DD
3 IEIEI:DEI:EIEI:EIEI:DEI:EIEI 4 IEID:EIEI:EIEI:EID:EIEI:EIEI
] IDD:DD:EIEI:EID:DD:EID ] IDD:DEI:DEI:DD:DEI:DD
7 IDD:DD:DD:DD:DD:DD g IDD:DD:DD:DD:DD:DD
g IEIEI:DEI:EIEI:EIEI:DEI:EIEI 10 IEID:EIEI:EIEI:EID:EIEI:EIEI
11 IDD:DD:EIEI:EID:DD:EID 12 IDD:DEI:DEI:DD:DEI:DD
13 IDD:DD:DD:DD:DD:DD 14 IDD:DD:DD:DD:DD:DD
15 IDD:DD:EIEI:EID:DD:EID 16 IDD:DEI:DEI:DD:DEI:DD
17 IDD:DD:EIEI:EID:DD:EID 18 IDD:DEI:DEI:DD:DEI:DD
149 IDD:DD:EID:DD:DD:EID 20 IDD:DEI:DD:EID:DEI:DD

4.3.5 Firmware Management

In this function, AP’s firmware can be uploaded. The current firmware can also be downloaded to the local storage.

Firmware Upload

| o)

File Hame !_

Firmware List

File Hame Crowinload

AP Type Version Size

Checksuim [elete
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File Download N x|

Do you want to zave this file?

HName: ad00_firmware, rom

Type: Unknown File Tvpe, 670 KB
From: 10.2.3.112

Save |

harm your cormputer. [f you do not trouzt the source, do not zave this

@ W'hile files from the Internet can be uzeful, zome filez can potentially
file, Wrhat's the risk?

4.3.6 AP Upgrade

Check the APs which need to be upgraded and select the upgrade version of firmware, and click Apply to upgrade

firmware.

AP List

Upgradedd

Hame Tvpe Version Time

Mew Version Upgrade

NEWDEY-00001  BEW-Y2064PY 1.23 RIS MIA
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4.4 Network Configuration

This section includes the following functions: Network Address Translation, Privilege List, Monitor IP List,

Walled Garden List, Proxy Server Properties and Dynamic DNS, IP Mobility and VPN Termination.

—

|" System | : User

| Configuration . Authentication | ' A Configur AT / | /
I —_— P —— _ —_— -'_

MNetwork Configuration

[ = e,

I(etwurk Address Translatlor_lJ Network Configuration

|(' ﬁ;};i,éﬁe'l_'i;t " Network Address AC-M3000 provides 3 types of network address translation: DMZ
> Translation (Demilitarized Zone), Public Accessible Senver and IPIPort Redirect.

| Monitor IP List - S £ System provides Privilege 1P Address List and Privilege MAC

c > Priviiege Lrst Address List. Systern will MOT authenticate those listed devices.

System can manitor up to 40 netwaork devices anline status with an
option to add thermn as public access servers via HTTP ar HTTRS.
Even under MAT mode, after added the devices as public access
zarvers, the devices can be accessed by clicking the hypertext.

IJpto 20 hosts' URL could be defined inWalled Garden List. Clients
may access these URL without authentication.

[ Walled Garden List

' Monitor IP List

;[

_Prl:lxy Serverl IP_roperthi;as

Walled Garden List
Dynamic DHS
AC-M3000 supports up to 10 external proxy servers.

|c IP Mobility j P;:::j;:eﬁrn:ir::r Systermn can redirect traffic to external proxy server into built-in prosxy
[ SErEr.
i c VPH Termination : Dynamic DNS AC-M3000 suppoarts dynamic DRE (DDMS) feature.
IP Maobility System supparts 1P PRP Configuration.
VPN Termination WP tunnels using IPSec can be terminated locally on AC-M3000.

@0

4.4.1 Network Address Translation

There are three parts, DMZ (Demilitarized Zone), Public Accessible Server and Port and Redirect, need to be

set.

Metwork Address Translation

DMZ (Demilitarized Zone}

Public Accessible Server

Port and IP Bedirect

* DMZ (Demilitarized Zone)

In the DMZ functions, the administrator can define mandatory external to internal IP mapping, hence a user on
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WAN side network can access the private machine by accessing the external IP. Choose to enable Automatic
WAN [P Assignment by checking the Enable check box and enter the Internal IP address. When Automatic
WAN IP Address function is enabled, accessing WAN1 will be mapped to access the Internal IP Address. For
Static Assignments, enter Internal and External IP Addresses as a set and choose to use WAN1 or WAN2 for
the External Interface from the drop-down menu. These settings will become effective immediately after

clicking the Apply button.

Automatic WAN IP Assignment

Enahle Internal IP Address External IP Address External Interface
] | | 10.30.1.252 VAN
Static Assignments
Item Internal IP Address External IP Address External Interface

1 | | | | | WANT v

2 | | | | | WANT v

3 | | | | | WANT v

4 | | | | | WANT v

5 | | | | | WANT v

6 | | | | | WANT v

7 | | | | | WANT v

8 | | | | | WANT v

9 | | | | | WANT v

10 | | | | | WANT v

(Total:40) First Prev Mext Last

Public Accessible Server

In this function, the administrator can set 40 virtual servers at most, so that the computers not belonging to the
managed network can access the servers in the managed network via WANL1 port IP of Edimax AC-M3000.
Please enter the External Service Port, Local Server IP Address and Local Server Port. According to the
different services provided, the network service can use the TCP protocol or the UDP protocol. In the Enable
column, check the desired server to enable. These settings will become effective immediately after clicking the

Apply button.
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Public Accessible Server

External Local Server IP

tem SanicaPort Nddrcas Local Server Port Tvpe Enable
o |l | | S| O
2| | | oup | B
s | | | ik
« | | | ome |
5| | | ik
¢ || | | our | O
7 || | | ik
o | | | 5 uor | ©
¢ |l | | o | B
1| | | ::;EE r

(Total:40) First Prev Mext Last

Port and IP Redirect

In this function, the administrator can set up to 40 sets of the IP address ports for redirection purpose. When
users attempt to connect to the port of a Destination IP Address listed here, the connection packet will be
converted and redirected to the port of the Translated to Destination IP Address. Please enter the IP Address
and Port of Destination, and the IP Address and Port of Translated to Destination. According to the different

services provided, choose TCP or UDP protocol. These settings will become effective immediately after clicking

Apply.
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Destination Translated to Destination
ltem Type
IP Address Port IP Address Paort

TCP
LUDP

TCP
LDP
TCF
UDF
TCP
UDP
TCF
UDF
TCP
UDP
TCP
LIDP
TCF
UDF
TCP
LDP

TCF
UDF

& 5e §lle Se §Ee Be Slle Se § Ee S Bille Se § K6 e § o B SR So B D Se

| | | |

(Total:40) Eirst Prew Mext Last

4.4.2 Privilege List

Edimax AC-M3000 provides two privilege lists, Privilege IP Address List and Privilege MAC Address List. In the
Privilege List function, the administrator can add desired IP addresses and MAC addresses in these lists. The IP

addresses and MAC addresses in these lists are allowed to access the network without authentication.
Privilege List

Privilege IP Address List

Privilege MAC Address List

* Privilege IP Address List
If there are some clients belonging to the managed server that need to access the network without
authentication, enter the IP addresses of these clients in this list. The Remark is optional but useful to keep
track. Edimax AC-M3000 provides up to 100 privilege IP addresses. These settings will become effective

immediately after clicking Apply.

102

Download from Www.Somanuals.com. All Manuals Search And Download.



Edimax AC-M3000/AC-M1000

User’'s Manual
Pmnilege IP Address List

ftem Privilege IP Address Remark

1 I |

Warning: Permitting specific IP addresses to have network access rights without going through standard

authentication process at the controlled port may cause security problems.

* Privilege MAC Address List
In addition to the IP addresses, you can also set the clients’ MAC addresses in this list, so authentication is not
required when they use the network. Edimax AC-M3000 allows 100 privilege MAC addresses at most.
If you want to manually create the list, enter the MAC address (the format is xx:xx:xx:xx:xx:xx) as well as the

remark (not necessary). These settings will become effective immediately after clicking Apply.

Privilege MAC Address List

ftem MAC Address Remark

1

Warning: Permitting specific MAC addresses to have network access rights without going through standard

authentication process at the controlled port may cause security problems.

4.4.3 Monitor IP List

Edimax AC-M3000 will send out a packet periodically to monitor the connection status of the IP addresses on the list.
If the monitored IP address does not respond, the system will send an e-mail to notify the administrator that such

destination is not reachable. After entering the related information, click Apply and these settings will become
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When the monitored devices have built-in Web servers and connect to the LAN interfaces operating under NAT

mode, they can be accessed by the hyperlink of theirs IP addresses. To add the monitored IP addresses as

hyperlink accessible mode by clicking Add button in Link column.

Monitor IP List

ftem Protocol IP Address Link Ktem Protocol IP Address Link
[ | 6 2 [ | &
s [l | |« | &
s [l | & s s | &
; s | & s s | &
9 |http | | | [add] 10 |ntp | | | [Add]
11 |htte | | | [add] 12 |ntp | | | [Add]
12 |htte | | | [add] 14 |ntp | | | [Add]
15 |htte s | | [add] 18 |ntp | | | [Add]
17 |htte | | | [add] 12 |ntp | | | [Add]
19 |htte | | | [add] 20 |ntp | | | [Add]

When Monitor button is clicked, Monitor IP Result page will appear. If the entered IP address is unreachable, a red

dot under Result field will appear. A green dot indicates that the IP address is reachable and alive..

Monitor IP result

Mo IP Address
1 192 168.1.200
2 192168.1.100

4.4.4 Walled Garden List

Result

This function provides some free surfing areas that users can access before login and authenticated. Up to 20

addresses or domain names of the websites can be defined in this list. Users without the network access right can

still have a chance to experience the actual network service free of charge. Please enter the IP Address or Domain

Name of the website in the list and these settings will become effective immediately after clicking Apply.
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ftem Addres ftem Addres
1 | 2
R ¢
5 | B |
7 | 5 |
9 | 10 |
11 | 12 |
13 | 14 |
15 | 16 |
17 | 18 |
19 | 20 |

Caution: To use the domain name, the Edimax AC-M3000 has to connect to DNS server first or this function will not

work.

4.4.5 Proxy Server Properties

Edimax AC-M3000 supports External Proxy Server functions and provides a built-in Internal Proxy Server
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External Proxy Server

ftem Server IP Port

1 | |

w | |

Internal Proxy Server

Buiilt-in Proxy Server " Enahle & Disable

External Proxy Server: Under the Edimax AC-M3000 security management, the system will match the proxy
setting of External Proxy Server list to the clients’ proxy setting when clients’ have proxy setting in their
browsers. If there is no matching, the clients will not be able to get the login page and then unable to access the
network. If there is a matching, then the clients will be directed to the system first for authentication. After
successful authentication, the clients’ will be redirected back to the desired proxy servers.

Internal Proxy Server: Edimax AC-M3000 has a built-in proxy server. If this function is enabled, the clients will
be forced to treat Edimax AC-M3000 as the proxy server regardless of the clients’ original proxy settings.

For more details about how to set up the proxy servers, please refer to Appendix D and Appendix E.
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4.4.6 Dynamic DNS

Edimax AC-M3000 provides a convenient DNS function to translate a domain name to the corresponding IP address
of WAN port that helps the administrator memorize and connect to WAN port. If the DHCP is activated at WAN port,
this function will also update the newest IP address regularly to the DNS server. These settings will become effective

immediately after clicking Apply.

[Inmamic DHS
DDNS O Enabled @ Disabled
Provider CoynDmE. orgiDynarmich w
Host name -
Username/E-mail -
PasswordHey g

* DDNS: Choose to enable or disable this function.

* Provider: Select the DNS provider.

* Host name: The IP address/domain name of the WAN port.

e Username/E-mail: The register ID (username or e-mail) for the DNS provider.
* Password/Key: The register password for the DNS provider.

The fields with red asterisks are necessary to fill in.

4.4.7 |P Mobility
Edimax AC-M3000 supports IP PNP function.
IP Mobility

IP PHP ™ Enable

If this function is enabled, a client can use any reasonable IP address to connect to the system. Regardless of what
the IP address at the user end is, the client can still be authenticated through Edimax AC-M3000 and access the

network.

4.4.8 VPN Termination

Virtual Private Network, or VPN, a type of technology designed to increase the security of information transferred

over the Internet. VPN can work with either wired or wireless networks, as well as with dial-up connections over
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POPS. VPN creates a private encrypted tunnel from the end user's computer, through the local wireless network,
through the Internet, all the way to the corporate servers and database.
VPH Termination Setting

Enable VPN Termination 3

VPN Parameters

Encryption " DES @ 3-DES
Integrity & WDs 0 gHA-

Diffie-Hellman @ Groupd O Group 2

VPN has serveral kinds of protocols and Edimax AC-M3000 supports IPSec. IPSec is a technology provided by
Windows 2000 that allows you to create encrypted channels between two servers. IPSec can be used to filter IP
traffic and to authenticate servers. If you need to use this function, check Enable VPN Termination and choose the
desired parameters. Then click Apply to enable VPN Termination.

In Edimax AC-M3000, there are several functions with VPN or IPSec selection. When you enable them, they will

apply the VPN settings you configured here.

For the details of IPSec VPN, please see Appendix C -- IPSec VPN.
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4.5 Utilities

This section provides four utilities to customize and maintain the system including Change Password,

Backup/Restore Settings, Firmware Upgrade and Restart.

| System || User | AP | | Network

. Configuration | '\ Authentication / '\ Management / | Configuration |

=) Utilities

=
' ( cl P d | iliti
hange Passwor Liilities

Eaékuﬁ.ﬁestore S-etti-ngs M

Change Password  Chande the administration passwaord.

Backup/Restore Backup and restore systemn settings. Administratar may also reset

. =
| c Firmware Upgrade — J Settings systern settings to factory default.
- Firmware Upgrade  Update AC-M3000 firrrweare,
( Restart )
Restart Restart the svstem.

@0

4.5.1 Change Password

Edimax AC-M3000 supports three types of account interface. You can log in as admin, manager or operator. The
default usernames and passwords are as follow:
Admin: The administrator can access all configuration pages of the Edimax AC-M3000.
User Name: admin
Password: 1234
Manager: The manager can only access the configuration pages under User Authentication to manage the user
accounts, but has no permission to change the settings of the profiles for Firewall, Specific Route and Schedule.
User Name: manager
Password: manager
Operator: The operator can only access the configuration page of Create On-demand User to create and print out
the new on-demand user accounts.
User Name: operator

Password: operator

The administrator can change the passwords here. Please enter all the required fields with red asterisks if changing

the password is desired. Click Apply to activate this new password.
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Change Admin Passworid

Ol Password | Ix
Mew Passworid | Ix
Verify Passwor | Ix

m@

Change Manadger Password

MNew Passwaorid | }(

Verify Passworid | }(

Change Operator Password

Mew Password | }(

Verify Passworid | }(

Caution: If the administrator’s password is lost, the administrator’s password still can be changed through the text

mode management interface on the serial port, console/printer port.

4.5.2 Backup/Restore Settings

This function is used to backup/restore the settings of Edimax AC-M3000. Also, Edimax AC-M3000 can be reset to

the factory default settings here.
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Backup current system settings

Restore system settings

File Name |

Reset to the factory-default settings

e Backup current system settings: Click Backup to create a .db database backup file and save it on disk.

File Download L x|

Do you want to open or zave this file?

{b] Mame: 20050303.db

Type: Data Base File
From; 10.2.3.70

Open Save | Cancel I

W Always ask before opening this twpe of fils

harm your computer. [f pou da not truzst the source, do not apen ar

@ YWhile files from the Internet can be uzeful, some files can potentially
zave thig file, What's the risk?

* Restore system settings: Click Browse to search for a .db database backup file created by Edimax AC-M3000
and click Restore to restore to the same settings at the time the backup file was created.

* Reset to the factory-default settings: Click Reset to load the factory default settings of Edimax AC-M3000.

4.5.3 Firmware Upgrade

The administrator can download the latest firmware from website and upgrade the system here. Click Browse to
search for the firmware file and click Apply to go on with the firmware upgrade process. It might take a few minutes
before the upgrade process completes and the system needs to be restarted afterwards to make the new firmware

effective.
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Hote: For maintenance issues, we strongly reconmend you backup system settings hefore
upgrading fitmware.

Firmware Upgrade

Current Version 1.00.81

File Hame Browsze... I

Warning: 1. Firmware upgrade may cause the loss of some of the data. Please refer to the release notes for the
limitation before upgrading the firmware. 2. Please restart the system after upgrading the firmware. Do
not power on/off the system during the upgrade or the restart process. It may damage the system and

cause it to malfunction.

4.5.4 Restart

This function allows the administrator to safely restart Edimax AC-M3000 and the process should take about 100
seconds. Click YES to restart Edimax AC-M3000; click NO to go back to the previous screen. Please don’'t power off

the system until this restart process has finished.

Do you want to Restart AC-M30007

Caution: The connection of all online users of the system will be disconnected when system is in the process of

restarting.
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4.6 Status

This section includes System Status, Interface Status, Current Users, Traffic History, and Notification

Configuration to provide system status information and online user status.

System nir User | AP Hetwork '

| Configuration | | Authentication | Management l Configuration |

Eie) Status
( System Status J Status

c Interface Status ] System Status Display current system settings.

( S — : Iiterface Statis Eti:tp;l:w WAk 1 AR 2 Controlled, Uncontrolled configurations and

- Display online user information including: Username, IF, MALC,
( Traffic History ] current Users packet count, byte count and idle tirne. Administrator may also kick
out any on-line user from here.

(Hnﬁﬁcaﬁﬂn Configuration _j Display detail usage information by day. & minimurm of 3 days of

e history can he logged inthe system walatile memaory.
There are three email accounts available to be set for receiving
Motification Manitar [P repart, Traffic History, On-demand User Log, and AP
Configuration status change.

External S¥SLOG server can he configured here.

@0

4.6.1 System Status

This section provides an overview of the system for the administrator.
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System Status
Current Firmware Yersion 1.00.41
System Hame AC-mM3000
Home Page brttg it 2l T, Cor
Syslog server-Traffic Histony [RILECN Y
Syslog server-On demand User log [RILECN Y
Proxy Server Disahled
Friendhy Logout Enabled
Warning of Internet Disconnection Disahled
VAN Failowver Disabled
Remote Management IP 0.0.0.0/000.0
Management
SHMP Cizahled
Retained Days I days
History M
Email To P,
B,
Retained Days 3 days
History M
Email To [,
FiA,
HNTP Server (tock.usno nawy.mil
Time
Date Time 2006M 0024 08:36:36 +0100
Idle Timer 10 Mings)
User
Multiple Login Disahled
Preferred DNS Server 10.2.3.203
DHNS
Alternate DNS Server 168.951.1
The description of the table is as follows:
ltem Description

Current Firmware Version

The present firmware version of Edimax AC-M3000

System Name The system name. The default is Edimax AC-M3000
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The page to which the users are directed after initial login

Home Page
success.

o The IP address and port number of the external Syslog
Syslog server-Traffic History o ]
Server. N/A means that it is not configured.

The IP address and port number of the external Syslog
Syslog server-On demand User log o ]
Server. N/A means that it is not configured.

Enabled/disabled stands for that the system is currently
Proxy Server .
using the proxy server or not.

Enabled/disabled stands for the setting of
Friendly Logout hiding/displaying an extra confirmation window when

users try to close the login successful window .

Enabled/Disabled stands for the connection at WAN is
Warning of Internet Disconnection |[normal or abnormal and all online users are

allowed/disallowed to log in the network.

The IP or IPs that is allowed for accessing the
Remote Management IP )
management interface.
Management
SNMP Enabled/disabled stands for the current status of the
SNMP management function.
) The maximum number of days for the system to retain the
Retained Days . )
) users’ information.
History
The email address that the traffic history information will
Email To
be sent to.
NTP Server The network time server that the system is set to align.
Time
Date Time The system time is shown as the local time.
_ The number of minutes allowed for the users to be
Idle Timer ] .
inactive.
User : -
_ _ Enabled/disabled stands for the current setting to
Multiple Login ) ) )
allow/disallow multiple logins form the same account.
Preferred DNS Server [IP address of the preferred DNS Server.
DNS
Alternate DNS Server |IP address of the alternate DNS Server.

4.6.2 Interface Status

This section provides an overview of the interface for the administrator including WAN1, WAN2, Controlled Port

and Uncontrolled Port.
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WAN1

WAN2

Controlled

Comtrolled
DHCP Server

Uncontrolled

Uncontrolled
DHCP Server

Interface Status

MAC Adiress

IP Address

Subnet Mask

MAC Address

IP Address

Subnet Mask

Maode

MAC Address

IP Address

Subnet Mask

Status

WINS IP Address

Start IP Address

End IP Address

Lease Time

Maodle

MAC Address

IP Address

Subnet Mask

Status

WINS IP Address

Start IP Address

End IP Adidress

Edimax AC-M3000/AC-M1000
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00:06: 7 8:A%BRICE
10.2.3.127
2652552550
Ol0E7EAABRCD
10.0.2.2
28525500
AT
OooETaAMNBRICT
192168.10.254
285 25852550
Enabled
A
192.168.10.1
192.168.10.100
1440 Mings)
MAT
Ol0E:7EAMBRCC
192.168.2.254
2652552550
Enahled
[0
192.168.2.1

192168.2.100

Lease Time 1440 Mings)
The description of the table is as follows.
ltem Description
MAC Address The MAC address of the WANL1 port.
WAN1 IP Address The IP address of the WANL1 port.

Subnet Mask

The Subnet Mask of the WANL1 port.
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MAC Address The MAC address of the WAN2 port.
WAN2 IP Address The IP address of the WAN2 port.
Subnet Mask The Subnet Mask of the WAN2 port.
Mode The mode of the controlled port.
MAC Address The MAC address of the controlled port.
Controlled
IP Address The IP address of the controlled port.
Subnet Mask The Subnet Mask of the controlled port.
Enable/disable stands for status of the DHCP server on
Status
the controlled port.
WINS IP Address  [The WINS server IP. N/A means that it is not configured.
Controlled
DHCP Server Start IP Address  |The start IP address of the DHCP IP range.

End IP address

The end IP address of the DHCP IP range.

Lease Time Minutes of the lease time of the IP address.
Mode The mode of the uncontrolled port.
MAC Address The MAC address of the uncontrolled port.
Uncontrolled
IP Address The IP address of the uncontrolled port.

Subnet Mask

The Subnet Mask of the uncontrolled port.

Uncontrolled
DHCP Server

Status

Enable/disable stands for status of the DHCP server on

the uncontrolled port

WINS IP Address

The WINS server IP. N/A means that it is not configured.

Start IP Address

The start IP address of the DHCP IP range.

End IP address

The end IP Address of the DHCP IP range.

Lease Time

Minutes of the lease time of the IP address.

4.6.3 Current Users

In this function, each online user’s information including Username, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes
Out, Idle, Source AP and Kick Out can be obtained. Administrator can use this function to force a specific online

user to log out. Just click the hyperlink of Kick Out next to the online user’s name to logout that particular user. Click

Refresh to renew the current users list.
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Current LIsers List

Lsername Pkts In Bytes In Source AP
tem ldle
P MAC Pkis Out Bytes Out Kick Ourt

4.6.4 Traffic History

This function is used to check the history of Edimax AC-M3000. The history of each day will be saved separately in
the DRAM for 3 days.

Traffic History

Date Size (Byte)
2007-01-05 laLd]

On-demand User Log

Date Size (BAyte)
2007-01-05 234
Roaming Out Traffic History
Date Size (Byte)
2007-01-05 106

Roaming In Traffic History

Date Eize (Byte)
2007-01-05 12

Caution: Since the history is saved in the DRAM, if you need to restart the system and also keep the history, then

please manually copy and save the information before restarting.

If the History Email has been entered under the Notify Configuration page, then the system will automatically
send out the history information to that email address.
* Traffic History

As shown in the following figure, each line is a traffic history record consisting of 9 fields, Date, Type, Name, IP,

MAC, Pkts In, Bytes In, Pkts Out, and Bytes Out, of user activities.
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Traffic History 200503-22

Date Type Name I MAC Phis In Bytes In Pkts Out Bytes Out

2005-03-22 19:12:21 +0800 LOGIN userl@®local.tw 192.168.1.143 00:D0O:C9:42:37:20 1] 1]
2005-03-22 19:12:24 +0800 LOGOUT userl®local.tw 192 .168.1.143 00:D0:C9:42:37:20 252 252
2005-03-22 19:12:29 +0800 LOGIN user2@local.tw 192.168.1.143 00:D0O:C9:42:37:20 1] 1]
2005-03-22 19:12:32 +0800 LOGOUT user2®local.tw 192.168.1.143 00:D0:C9:42:37:20
2005-03-22 19:13:51 +0800 LOGIN userl@local.tw 192 .168.1.1 00:D0:C9:60:01:01

252
1]

252
1]

oW oW o
=N R

* On-demand User Log
As shown in the following figure, each line is a on-demand user log record consisting of 13 fields, Date, System
Name, Type, Name, IP, MAC, Pkts In, Bytes In, Pkts Out, Bytes Out, Expiretime, Validtime and Remark, of

user activities.

On-demand User Log 2005-03-22

Systemn Phkts Bytes Pkis Bytes

Date Marme Type Mame P hAC n n | og | o Expiretime Validtime Remark
igzgénggzz ggrvice Create OD_UssrP4SP 0.0.0.000:00:00:00:00:000 ] ] ] fg?gg?gg% Hone iiggs b
%25503522 Y io. Create_OD_Useré2H6 0.0.0.000:00:00:00:00:000 O 0o 200520325 Weme: 2, RE= 0
EEEEEDSER Y ioe Create_OD_User886D 0.0.0.000:00:00:00:00:000 O 0 o 200503228 lheme: BP0

* Roaming Out Traffic History
As shown in the following figure, each line is a roaming out traffic history record consisting of 14 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, SessionID, SessionTime, Bytes in, Bytes Out, Pkts In,
Pkts Out and Message, of user activities.

Roaming Out Traffic History 2005-03-22
Date Type Name NASID NASIP NASPort UsertdAC sessionll sessionTime Bytes In Bytes Out Pkis In Pkis Qut Message

. Roaming In Traffic History
As shown in the following figure, each line is a roaming in traffic history record consisting of 15 fields, Date,
Type, Name, NSID, NASIP, NASPort, UserMAC, UserlP, SessionID, SessionTime, Bytes in, Bytes Out,
Pkts In, Pkts Out and Message, of user activities.

Roaming In Traffic History 2005-03-22
Date Type Name NASID MASIF NASPort UsertAC UserlP SessionlD SessionTime Bytes In Bytes Out Pkis In Pkts Out WMessage

4.6.5 Notification Configuration

The Edimax AC-M3000 will save the traffic history into the internal DRAM. If the administrator wants the system to

automatically send out the history to a particular email address, please enter the related information in these fields.

119

Download from Www.Somanuals.com. All Manuals Search And Download.



Edimax AC-M3000/AC-M1000
User's Manual

E-mail Netification Configuration

Seni o kP | e | Cate | e
O] O O O]
O] O O O]
4 . ] 4
Interval 1 Hour % |1 Hour % | [1Hour s PIA,
Send Test Email [Eend ] [Eend ] [Send ]
Send From
SMTP
Auth Method [one w
Syslog Configuration
Traffic History IF: Fort:
On-temand User Log | Fort:

. Send To: The e-mail address of the person whom the history email is for. This will be the receiver’s e-mail.
Check which type of report to be sent—Monitor IP Report, Traffic History, On-demand User Log, and AP
Status.

. Interval: The time interval to send the e-mail report. Choose a proper number from the drop-down box.

. Send Test Email: To test the settings correct or not.

. Send From: The e-mail address of the administrator in charge of the monitoring. This will show up as the
sender’s e-mail.

. SMTP Server: The IP address of the SMTP server.

. Auth Method: The system provides four authentication methods, Plain, Login, CRAM-MD5 and NTLMv1, or
“None” to use none of the above. Depending on which authentication method you select, you have to enter
the Account Name, Password and Domain.
NTLMv1 is not currently available for general use.
Plain and CRAM-MD?5 are standardized authentication mechanisms while Login and NTLMv1 are Microsoft
proprietary mechanisms. Only Plain and Login can use the UNIX login password. Netscape uses Plain.
Outlook and Outlook express uses Login as default, although they can be set to use NTLMv1.
Pegasus uses CRAM-MD5 or Login but can not be configured which method to use.

Syslog Configuration: There are 2 parts: Traffic History and On-demand User Log. Enter the IP address and Port

to specify which and from where the report should be sent. .
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4.7 Help

On the screen, the Help button is on the upper right corner.

Click Help to the Online Help window and then click the hyperlink of the items to get the information.

Online Help

Overview
System Configuration
System Information
WAN1 Configuration
WANZ & Failover
LAN Port Roles
Controlled Configuration
Uncontrolled Configuration
User Authentication
Authentication Configuration
Authentication Server Configuration
Local User Setting
POP3 Configuration
RADIUS Configuration
LDAP Configuration
NT Domain Configuration
On-demand llser Server Canfinuratinn
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5. Appendix A — Console Interface

Via this port to enter the console interface for the administrator to handle the problems and situations occurred

during operation.

1. To connect the console port of Edimax AC-M3000, you 21
need a console, modem cable and a terminal Part Settings |

simulation program, such as the Hyper Terminal.

2. If you use Hyper Terminal, please set the parameters

Bitz per secaond: IEIEEIEI _:j
as 9600,8,n,1.
gmamw|a :j
Parity: lNone Li
Stap bis .

L

Flows contral: INDne

Rezstore Defaults |

] I Cancel | Apply |

Caution: the main console is a menu-driven text interface with dialog boxes. Please use arrow keys on the

keyboard to browse the menu and press the Enter key to make selection or confirm what you enter.

3. Once the console port of Edimax AC-M3000 is connected properly, the console main screen will appear
automatically. If the screen does not appear in the terminal simulation program automatically, please try to press
the arrow keys, so that the terminal simulation program will send some messages to the system and the
welcome screen or the main menu should appear. If you are still unable to see the welcome screen or the main
menu of the console, please check the connection of the cables and the settings of the terminal simulation

program.

AC-M3000 Basic Configuration
Fleasze =zelect functions:

Tcilitie=s for network debugging
Change admin password

Feload factory default

Bestart AC-M3000
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Utilities for network debugging

The console interface provides several utilities to assist the Administrator to check the system conditions

and to debug any problems. The utilities are described as follow:

AC-M3000 Configuration Utility
FPlease select utility:

FPing host (IF)

Trace routing path

Display interface settings
Display routing takble
Display ARF table

Display system up time

Check serwvice status

Jet device into 'safe mode!
Synchronizse clock with NTP serwver
Print the kernel ring bhuffer
Main menu

YV V VYV V

>

Ping host (IP): By sending ICMP echo request to a specified host and wait for the response to test
the network status.

Trace routing path: Trace and inquire the routing path to a specific target.

Display interface settings: It displays the information of each network interface setting including the
MAC address, IP address, and netmask.

Display the routing table: The internal routing table of the system is displayed, which may help to
confirm the Static Route settings.

Display ARP table: The internal ARP table of the system is displayed.

Display system up time: The system live time (time for system being turn on) is displayed.

Check service status: Check and display the status of the system.

Set device into “safe mode”: If administrator is unable to use Web Management Interface via the
browser for the system failed inexplicitly. Administrator can choose this utility and set Edimax
AC-M3000 into safe mode, then administrator can management this device with browser again.
Synchronize clock with NTP server: Immediately synchronize the clock through the NTP protocol
and the specified network time server. Since this interface does not support manual setup for its
internal clock, therefore we must reset the internal clock through the NTP.

Print the kernel ring buffer: It is used to examine or control the kernel ring buffer. The program helps
users to print out their bootup messages instead of copying the messages by hand.

Main menu: Go back to the main menu.

Change admin password

Besides supporting the use of console management interface through the connection of null modem, the
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system also supports the SSH online connection for the setup. When using a null modem to connect to
the system console, we do not need to enter administrator’s password to enter the console management

interface. But connecting the system by SSH, we have to enter the username and password.

The username is “admin” and the default password is also “admin”, which is the same as for the web
management interface. You can use this option to change the administrator’s password. Even if you
forgot the password and are unable to log in the management interface from the web or the remote end of
the SSH, you can still use the null modem to connect the console management interface and set the

administrator’s password again.

Caution: Although it does not require a username and password for the connection via the serial port, the same
management interface can be accessed via SSH. Therefore, we recommend you to immediately change the Edimax

AC-M3000 Admin username and password after logging in the system for the first time.

. Reload factory default

Choosing this option will reset the system configuration to the factory defaults.
. Restart Cipherium Edimax AC-M3000

Choosing this option will restart Edimax AC-M3000.
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After Edimax AC-M3000 is installed, the following configurations must be set up on the PC: Internet Connection

Setup and TCP/IP Network Setup.

Internet Connection Setup

If the Internet Connection of this client PC has been configured as use local area network already, you can skip

this setup.

¢ Windows XP

1. Choose Start > Control Panel > Internet Option. |elhitkal

EEX
File Edt View Favorkes Took  Help -','
(€] D P O [l | [
address | [ Control Panel v|Bee

ﬂ‘ Control Panel % G’ '§ E
Accessibilty  AddHardware  Add or
@ Switch ta Category Yiew Options Rema, ..

See Also § ‘_\1"‘] -—‘j

Display  Folder Options  Fonits
& Windows Lpdate

@) Help and Support %% *
& O @
Keyboard Mouse Network

Connections

e @ 2

Printers and  Regional and  Scanners and

Faxes Language ... Cameras
& % @R
Speech Syskem Taskbar and

Controllers

b

Phone and  Power Options
Modem ...

2 9

Schieduled Sounds and

Tasks Audio Devices
User Accounts WMware Tools v

2. Choose the “Connections” label, and then click  RLIELGIEREEET

Setup.

: To set up an Internet connection, click
| Setup.

Dial-up and “irtual Private Hetwork, settings

| General || Security || Privacy || Content | Connections | Programs | Advanced

Choose Settings if vou need to configure a proxy
server for a connection.

Mever dial a connection

Alwapz dial my default connection

Local Area Metwork, [LAMN] zettings

LAMN Settings do not apply to dial-up connections,
Choose Settings above For dial-up settings.

Dial whenewver a netwark. connection iz not prezent

Add...
Remowve

Settings...

Set Default

[ Ok ] [ Cancel Apply
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3. Click Next when Welcome to the New

Connection Wizard screen appears.

4. Choose “Connect to the Internet” and then
click Next.

5. Choose “Set up my connection manually” and
then click Next.
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New Connection Wizard

)

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect to the Intemet.

* Connect to a private network, such ag pour workplace
nietwark.

* Setup ahome or small office netwark.

To continue, click Nest.

Mewt > | D Cancel

New Connection Wizard

Metwork Connection Type
‘wihat do you want to do?

ou ca browse the Web and read email

() Connect to the network at my workplace

Connect to a buginess network [uzing dial-up or YPN] 20 you can work, from home,
a field office, or another location.

() Set up a home or small office network
Connect to an existing home or small office netwark or set up a new one.

() 5et up an advanced connection

Connect directly to another computer uzsing your senal. parallel. or infrared part, or
zet up this computer 3o that other computers can connect to it,

P —
[ <Eac( ” MNext » ID Cancel
—

New Connection Wizard

Getting Ready
The wizard is preparing to set up vour Intermet connection.

&)

How do you want to connect to the Intermet?

() Choose

ternet service providers [I5Ps]

Wil need your account name, password, and a
phone number for your ISF' For a broadband account, you won't need a phone
nurmber.

() Use the CD | got from an ISP

D Cancel

P ——
[ <Eac:|( ” Mext > ]
—
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6. Choose “Connect using a broadband
connection that is always on” and then click

Next.

7. Finally, click Finish to exit the Connection

Wizard. Now, you have completed the setup.
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New Connection Wizard

quires a user name and

Internet Connection
Haw do you want ta connect ta the Intermet?

() Connect using a dial-up modem
Thiz type of conhection uzes a modem and a regular or ISDN phane line.

dhand

that

(Z) Connect uging a b
password

This iz a high-speed connection uzsing either a DSL or cable madem. Your ISP may
refer ta this type of connection as PPPoE.

15 1= =

= B
connection. |t is always active, and doesn't require pou to sigh in.

A
[ < Back (H Mext » ]) Cancel
—

New Connection Wizard

Completing the New
Connection Wizard

“Your broadband connection should already be configured
and ready ta uze. IF your connection i nat working
properly, click the following link.

Leamn more about f

To cloge this wizard, click Finish.

[ < Back H Finish l) Cancel
V
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TCP/IP Network Setup

In the default configuration, Edimax AC-M3000 will assign an appropriate IP address to a client PC which uses
DHCP to obtain IP address automatically. Windows 95/98/2000/XP configures IP setup to “Obtain an IP
address automatically” in default settings.

If you want to check the TCP/IP setup or use a static IP to connect to Edimax AC-M3000 LAN port, please follow

the following steps:

B Control Panel

File Edt Wew Favorites Tools Help a'

Lj; pSearch |{ s Folders v

& X D

€ Check the TCP/IP Setup of Window XP

(€] )
1. Select Start > Control Panel > Network

address | Control Panel

V‘GD

W P .

Connection.

ﬂ/ Control Panel 2

Accessibility  Add Hardware: Add or Administrative Date and Time
B Switch ta Category Yiew Options Remow... Tools
E = :‘_/J A & .-a
See Also : L }
Display  Folder Options Fants Game Internst
“ windows Lpdate Cantrallers Options
(7} Help and Suppart !r:—> @ q _t;
Keyhoard Mouse Phone and  Power Options
Modem ...
. @ 5 @
e v = 2
Printers and  Regional and  Scanners and  Scheduled Sounds and
Faxes Language ... Cameras Tasks Audia Devices
g © 4 a8
Speech System Taskbar and  User Accounts YMware Toals v
- q =)
* Network Connections |._”E”Z|
Fle Edt Wow Favorites Toos Advonced  Help ar

@Eatk - \_J Lﬁ pSearth W Folders v

Address e’ Network Connactions

v‘Gu

2. Click the right button of the mouse on the “Local

Area Connection” icon and select “Properties”

Select “General” label and choose “Internet
Protocol (TCP/IP)” and then click Properties.
Now, you can choose to use DHCP or specific IP

address, please proceed to the following steps.
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Network Tasks

#| LAN ot High-5peed Internet

Create anew

connection
) Set up a fome o smal
= office network
&% Disable this network.
device
&, Repair this connection
Em Rename this connection
&) View status of this
connection

hange settings of this B
cannection

»)

Other Places

[ contral Panel
& My Network Places
() My Doacuments

Disable
Status
Repair

Bridge Comnections

Create Shortout

General | authentication | Advanced |

-4 lLocal Area Connection Properties

Connect using:

| EE AMD PCNET Family POl Ethernet Adapter |

Thiz connection uses the following iterms:

g Client for Microsoft Mebworks

g Filz and Printer Sharing for Microsoft Mebworks
Oes Daclc

Install...

D ezcription
Tranzmission Control Protocol/ntermet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwaork s,

Uninstall

[ Shaw icon in natification area when connected

[ Fuoosies D
el i L Lo L

Ok ] [ Cancel ]
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1-2. Using DHCP: If want to use DHCP, please

Internet Protocol (TCPfIP) Properties

2-2.

choose “Obtain an IP address automatically”
and click OK. This is also the default setting of
Windows. Then, reboot the PC to make sure an

IP address is obtained from Edimax AC-M3000.

Using Specific IP Address: If want to use

specific IP address, you have to ask the network

administrator for the information of the Edimax

AC-M3000: IP address, Subnet Mask, New

gateway and DNS server address.

¢ Please choose “Use the following IP
address” and enter the information given
from the network administrator in “1P
address”, “Subnet mask” and the “DNS

address(es)” and then click OK.
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General | Alternate Configuration

You can get I[P settings assigned automatically if pour network supports
thiz capability. Othemwize, you need to ask your network, administrator for
the appropriate IF zettings.

Obtain an IP address automaticall
(1 Use t;e Tolaweg T aEE}ess:

() Obtain DMS server address automatically

() Use the following DMS server addresses:
I |
I |

ok JI

Cancel

]

Internet Protocol (TCPfIP) Properties

Gereral |

“rou can get [P settings assigned automatically if pour network, supports
this capability. Othenwize, vou need to ask pour netwaork. administrator for
the appropriate IP gettings.

() Obtaj
(&) Uze the following 1P address:
1P address: | g ; 5 |

b atically

Subnet mazk: | s " . |
[

Liefault gatewaw:

() Use the following DMS server @
Preferred =R ! . . . |

Alternate DMS zerver:

Lo ]I

Cancel

]
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7. Appendix C — IPSec VPN

Edimax AC-M3000 has equipped with IPSec VPN feature starts from release version v1.00. To fully utilize the nature

supported IPSec VPN by Microsoft Windows XP SP2(with patch) and Windows 2000 operating systems, Edimax

AC-M3000 implement IPSec VPN tunneling technology between client’'s windows devices and Edimax AC-M3000

itself, no matter of through wired or wireless network.

By pushing down ActiveX to the client’'s Windows device from Edimax AC-M3000, no extra client software to be

installed except ActiveX, in which a so-called “clientless” IPSec VPN setting is configured automatically. At the end

of this setup, a build-in IPSec VPN feature was enabled to be ready to serve once it is called to be setup.

The design goal is to eliminate the configuration difficulty from IPSec VPN users. At the client side, the IPSec VPN
implementation of Edimax AC-M3000 is based on ActiveX and the built-in IPSec VPN client of Windows OS.

1. ActiveX component

The ActiveX is a software component running inside Internet Explorer. The ActiveX component can be checked

by the following windows.

| e

| Gémréi___ Security | Privacy | Content | Con.n.ecﬁons_ Programs | dudwanced)

Internet programs

= ‘fou can specify which program Windows automatically uses For

I:} each Internet service,
SR /6 AR

HTML editor:

E-mail: Micoosaft Cutlock
MNewsgroups: | M.Lcmsaﬂ Ouﬂook
Internet Call: | HetMecting
Calendar: Micosaft Outlock
Contact List: | M.l.cmsc\ﬂ Outlmk

Default web browser

e

Internet Explorer is the default web
browser,

~

[1Tell me if Internet Explarer is nok the default web browser,

Manage add-ons

Enable or disable browser add-ons
inskalled in vour sysken.

((®me | =&

Manage add-ons

Manage Add-ons

Add-onz are programs that extend the capabilities of your web brawser. Some add-ons can interfere
with the operation of your browser. *fou can dizable, enable, or delete add-ons. Dizabling or deleting
an add-on might prevent some webpages from working.

Shw: | &dd-onz currently loaded in Intemet Explarer |
Mame Publisher Stats Type Fl: 4|
&= Doifo com Bearch Enabled Browser Helper Object  Inte32.
= Intermet Explorer_Service Enabled Browsr Helper Object  Helpexd
@ Wew WebController Class Enabled Browser Helper Object  Win3C
@ Fouter Video 40 (Mot verified) Eouter Video  Enabled Browser Helper Object  ned(.d]
@ Shockwave Flash Object  Macromedia, Ine. Enabled AetiveX Control Flashf:
= S8VHelper Class (Wot verified) Sun Microsy...  Enabled Browser Helper Object  ssv dll
[ 5o Tava 4TS (Mot verified) Svn Microsy.. Enabled  Browser Extension sy dll
VPN Clisntipsec (Mot verified) cipherinm Enabled AetiveX Control TENC1
@ Windows Mesenger Enabled Browser Extension
[ £ML DOM Document Microsoft Corporation Enabled ActiveX Control szl
@ Tahoo! Mesenger (Mot verified) Yahoo! Ine. Enabled Browser Extension TAH
= 2= Enshled  Browser Extension 3

< | >

Select an add-on from the list above to perform the following actions:

Settings Deleta
To disable an add-on, click it and ~ : ;
then click Disable. To delete an (2) Enable Click here to delete this :
A i ) i Delete Activer
ActiveX contral, click it and then Y Dicsble El

click Delete Activer.

Download new add-ons for Internmet Explorer
Learn more sbout add-ons

From Windows Internet Explorer, click “Manage add-ons” button inside “Programs” page under “Tools” to show

the add-ons programs list.

You can see VPNClient.ipsec was enabled.
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During the first-time login to Edimax AC-M3000, Internet Explorer will ask user to download the ActiveX
component of IPSec VPN. This ActiveX component once downloaded will be running paralleled with the “Login
Success Page” after the page being brought up successfully. The ActiveX component helps to setup the IPSec
VPN tunnel between client’s device and the NAC Edimax AC-M3000 controller, and to check the validity of the
IPSec VPN tunnel between them. If the connection is down, the ActiveX component will detect the broken link
and decompose the IPSec tunnel. Once the IPSec VPN tunnel was built, any packet sent will be encrypted.
Without connecting to the original IPSec VPN tunnel, user or client device has no alternative to gain network
connection beyond this. The design of Edimax AC-M3000'’s IPSec VPN feature directly solves possible data
security leak problem between client and the controller via either wireless or wired connection without extra

hardware or client software installed.

= https:/igw. privatefloginpages/vpn_main.shtml?uip=10.30.1.918gw_ip=10.30.1.254Genc=3DESRintegrit - Microsoft Internet Explorer|

File Edit Wiew Favorites Tools Help

["‘ Back = ? ] |ﬂ Igl “;‘! ]‘/.._\‘Search ‘:f'\'_;."Favorites @'Media @I v ‘_”_\ "] | @ ‘:x‘i

Address .@J httpsiffgw.private/loginpagesfvpn_main, shtml?uip=10,30,1.918&gw_ip=10.30, 1, 254&enc=3DES&dntegrity=5HA1 tdh=18psk=0x0752fe3f6a5407 6 a44bcS6F 4 3662

Hi, jim.hsiao,

You have successfully logged in.
1 You will be secured by IPSec VPN.

Click this button o

Do not close this window:

2. Limitations

The limitation of the client side due to ActiveX and Windows OS includes:

a. Internet Connection Firewall of Windows XP or Windows XP SP1 is not compatible with IPSec protocol. It
shall be turned off to allow IPSec packets to pass through.

b. Without patch, ICMP (Ping) and PORT command of FTP can not work in Windows XP SP2.

c. The Forced termination (through CTRL+ALT+DEL, Task Manager) of the Internet Explorer will stop the
running of ActiveX. It causes IPSec tunnel can't be cleared properly at client’s device. A reboot of client’s
device is needed to clear the IPSec tunnel.

d. The crash of Windows Internet Explorer may cause the same result.

3. Internet Connection Firewall
In Windows XP and Windows XP SP1, the Internet Connection Firewall is not compatible with IPSec. Internet

Connection Firewall will drop packets from tunneling of IPSec VPN.
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AT byt R ||“|’ '] - Ethernet Properties
General | Support
Connection
Statusz: Connected
Duration: 5 days 04:53:39
Speed: 100.0 Mbps
Activity "|
Sent E;::_b Received
Packets: 45 17E578
|
| [ Properties ] ’ Dizable ]

o=

Edimax AC-M3000/AC-M1000

| General | Aﬁfﬁentiﬁati@__: Advanced

Intermet Connection Firewall

[] Protect my computer and netwoark. by limiting or preventing
access to this computer from the Internet

Learn more about Internet Connection Firewall

Internet Connection Sharing

[ Allaw other network. users to connect thraugh thiz
computer's Internet connection

Leam more about |ntermet Connection Sharing.

User’'s Manual

(]S ] I Cancel

Suggestion: Please TURN OFF Internet Connection Firewall feature or upgrade the Windows OS into Windows XP

SP2.

4. |ICMP and Active Mode FTP

On Windows XP SP2 without patching by KB889527, it will drop ICMP packets from IPSec tunnel. This problem

can be fixed by upgrading patch KB889527. Before enabling IPSec VPN function on client device, please

access the patch from Microsoft's web at http://support.microsoft.com/default.aspx?scid=kb;en-us;889527.

This patch also fixes the problem of supporting active mode FTP inside IPSec VPN tunnel of Windows XP SP2.

Suggestion: Please UPDATE client’'s Windows XP SP2 with this patch.

5. The Termination of ActiveX

The ActiveX component for IPSec VPN is running paralleled with the web page of “Login Success”. Unless user

decides to close the session and to disconnect with NAC Edimax AC-M3000, the following conditions or

behaviors of using browser shall be avoided in order to maintain the built IPSec VPN tunnel always alive.
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2 hit ps:flgw.privatefloginpages/vpn_main.shtml7uip=10.30.1.91&gw_ip=10.30.1.254&enc-3DES&integrit - Microsoft Internet Explorer

File  Edit ‘Wiew Favorites Tools  Help

[@ Back - \_) |ﬂ @ _h ]/._-] Search /Favorltes eMedla ‘} :_:':v :_:; g;_?‘ _] @ ﬁ

Address @ https:jigw. privatefloginpages vpn_main.shtml?uip=10.30.1.91&0w_ip=10.30.1.254&enc=3DES&integrity=5HA 1 &dh=12psk=0x9752fe3f6a54076 a44brSEf 4 3662

Hi, jim.hsiao,

A You have successfully logged in.
| You will be secured by IPSec VPN.

Click this button to

|

Do not close this window. |

|

Reasons may cause the Internet Explorer to stop the ActiveX unexpectedly as followings:

a. The crash of Internet Explorer on running ActiveX

Suggestion: Please reboot client’'s computer, once Windows service is resumed, go through the login process
again.

b. Terminate the Internet Explorer Task from Windows Task Manager

Suggestion: Don'’t terminate this VPN task of Internet Explorer.

Ed Windows Task Manager

File ©Options Yiew “Windows Help

Applications i-PrDcesses | Performance Il Networlﬂng|
Task Skatus
H urikitled - Paink Running
g floginpagesi«pn_main.sht. .. Running
EC 'I,WINDOWS'I,SystemSZ'I,cmd exe Running
£ | >
[ End Task ] Switch To ] [ Mew Task. .. ]

Processes; 47 CPU Usage; 0% Commit Charge: Z95468K [ 64151
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c. There are some cases of Windows messages by which Edimax AC-M3000 will hint current user to:

1)
()
®3)
(4)
(5)

Close the Windows Internet Explorer,

Click “logout” button on “login success” page,

Click “back” or “refresh” of the same Internet Explorer,
Enter new URL in the same Internet Explorer,

Open a URL from the other application (e.g. email of Outlook) that occupies this existing Internet

Hi, jim.hsiao,

Explorer.

You have successfully logged in.
T You will be secured by IPSec VPN.

Microsoft Internet Explorer x|
"j Are you sure you wank o navigate away from this page?
Are vou sure you wank to log out?

Press OK to continue, or Cancel ta stay on the current page.

\ o || o '_/-'

That shall all cause the termination of IPSec VPN tunneling if user chooses to click “Yes”. The user has

to log in again to regain the network access.

Suggestion: Click “Cancel” if you do not intend to stop the IPSec VPN connection yet.

6. Non-supported OS and Browser

In current version, Windows Internet Explorer is the only browser supported by Edimax AC-M3000.Windows XP

and Windows 2000 are the only two supported OS along with this release.
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8. Appendix D —Proxy Setting for Hotspot

HotSpot is a place such as a coffee shop, hotel, or a public area where provides Wi-Fi service for mobile and
temporary users. HotSpot is usually implemented without complicated network architecture and using some proxy

servers provided by Internet Service Providers.

h"‘;

&
IEP Pronor Server

Acoess Point

g Client Computer

In Hotspots, users usually enable their proxy setting of the browsers such as IE and Firefox. Therefore, so we need

to set some proxy configuration in the Gateway need to be set. Please follow the steps to complete the proxy
configuration :

1. Login Gateway by using “admin”.

2. Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.
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System User
| Configuration | | Authentication ; '\  Management

Liilities | Status

Network Configuration

E&twurk Address Translatimﬂ

Metwork Configuration
( Privilege List J Hetwork Address AC-M3000 provides 3 types of netwark address translation: DE
Translation (Demilitarized Zone), Public Accessible Server and IP/Port Redirect.
Monitor 1P List Privilege List System p_rn:wides Privi!ege IP Addre_ss List and Privile_ge MAC
Address List. Systerm will MOT authenticate those listed devices.
. Systern can maonitar up to 40 netwark devices onling status with an
g edcudentit ) Monitor | List | "Plian to add them as public access servers via HTTP or HTTPS.
Even under MAT mode, after added the devices as public access
(_ Proxy Server Properties J servers, the devices can be accessed by clicking the hypertext.
. IJpto 20 hosts' URL could be defined inWalled Garden List. Clients
( ynamic DHS J Walled Garden List may access these LIRL without authentication.

Proxy Server AC-MA000 supports up to 10 external proxy Serers.

( IP Mobility ] Properties gzi::n can redirect traffic to external prosy senver into built-in prosy

(_ VPN Termination J Dymamic DHNS AC-M3000 supports dynamic DME (DDMNS) feature.

IP Mohility System supports IP PRP Configuration.

WYPH Termination WM tunnels using IPSec can be terminated locally on AC-wM3000.

3. Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

appear.
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External Proxy Server

ltem Server IP Port

1

2

10

Internal Proxy Server

Built-in Proxy Server ) Enabled & Disabled

4. Add the ISP’s proxy Server IP and Port into External Proxy Server Setting.
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External Proxy Server

ltem Server IP Port

1 [ 110.2.3.203

2

10

|
|
|
|
Z |
|
|
|
|

Internal Proxy Server
Built-in Proxy Server ) Enabled ® Disabled

5. Enable Built-in Proxy Server in Internal Proxy Server Setting.
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External Proxy Server

ftem Server IP Port

1 10.2.3.203

2

10

|
|
|
|
Z |
|
|
|
|

Internal Proxy Server

( Built-in Proxy Server ® Enabled O Disabled ]

6. Click Apply to save the settings.
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9. Appendix E —Proxy Setting for Enterprise

Enterprises usually isolate their intranet and internet by using more elaborated network architecture. Many

enterprises have their own proxy server which is usually at intranet or DMZ under the firewall protection.

Router

R r
ore Switch Firewall

(E) ((5)

Access Point Access Point

L7~

Notebook Notebook .
Proxy Server Web Server Mail Server

DMZ

In enterprises, network managers or MIS staff may often ask their users to enable their proxy setting of the browsers
such as |IE and Firefox to reduce the internet access loading. Therefore some proxy configurations in the Gateway

need to be set.

Caution : Some enterprises will automatically redirect packets to proxy server by using core switch or Layer 7
devices. By the way, the clients don’t need to enable their browsers’ proxy settings, and administrators don’t need to

set any proxy configuration in the Gateway.

Please follow the steps to complete the proxy configuration :

B Gateway setting

1. Login Gateway by using “admin”.
2. Click the Network Configuration from top menu and the homepage of the Network Configuration will

appear.
140

Download from Www.Somanuals.com. All Manuals Search And Download.




Edimax AC-M3000/AC-M1000
User’'s Manual

System nh User b [ AP
| Configuration | | Authentication / | Management |

Liilities | Status

Network Configuration

E&twurk Address Translatimﬂ

Metwork Configuration
( Privilege List J Hetwork Address AC-M3000 provides 3 types of netwark address translation: DE
Translation (Demilitarized Zone), Public Accessible Server and IP/Port Redirect.
Monitor 1P List Privilege List System p_rn:wides Privi!ege IP Addre_ss List and Privile_ge MAC
Address List. Systerm will MOT authenticate those listed devices.
. Systern can maonitar up to 40 netwark devices onling status with an
g edcudentit ) Monitor | List | "Plian to add them as public access servers via HTTP or HTTPS.
Even under MAT mode, after added the devices as public access
(_ Proxy Server Properties J servers, the devices can be accessed by clicking the hypertext.
. IJpto 20 hosts' URL could be defined inWalled Garden List. Clients
( ynamic DHS J Walled Garden List may access these LIRL without authentication.

Proxy Server AC-MA000 supports up to 10 external proxy Serers.

( IP Mobility ] Properties gzi::n can redirect traffic to external prosy senver into built-in prosy

(_ VPN Termination J Dymamic DHNS AC-M3000 supports dynamic DME (DDMNS) feature.

IP Mohility System supports IP PRP Configuration.

WYPH Termination WM tunnels using IPSec can be terminated locally on AC-wM3000.

3. Click the Proxy Server Properties from left menu and the homepage of the Proxy Server Properties will

External Proxy Server

ltem Server IP Port

appear.

0| | | |

Internal Proxy Server

Built-in Proxy Server ) Enabled & Disabled
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4.  Add your proxy Server IP and Port into External Proxy Server Setting.

External Proxy Server

ltem Server IP Port

1 [ 110.2.3.203

2

|
|
|
|
Z |
|
|
|
|

10

Internal Proxy Server
Built-in Proxy Server ) Enabled ® Disabled

5. Disable Built-in Proxy Server in Internal Proxy Server Setting.
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External Proxy Server

ltem Server IP Port

1 110.2.3.203 | 5538 |

0| | | |

Internal Proxy Server

[ Built-in Proxy Server ) Enabled & Disabled ]

6. Click Apply to save the settings.

Warning : If your proxy server is disabled, it will make the user authentication operation abnormal. When users open
the browser, the login page won't appear because the proxy server is down. Please make sure your proxy server is

always available.

B Client setting

It is necessary for clients to add default gateway IP address into proxy exception information so the user login
successful page can show up normally.

1. Use command “ipconfig” to get Default Gateway IP Address.
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BED

Open browser to add default gateway IP address (e.g. 192.168.1.254) and logout page IP address

“1.1.1.1" into proxy exception information.
® ForlE

Servers
A Type Procey address o use Port
Q=
HTTF: 102521 588
Secure:
ETF:
Socks:

Use the same proxy server For all prokocols

Exceptions
A Do nok use proxy server for addresses beginning with:
Q=

192.168.1.2554,1.1.1.9]

Use semicolons { ; ) to separate entries,

e J|

Cancel

For firefox
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Confignre Proxies to Access the Intemet

() Direct conmection to the Intemnet

(" Anto-detect proxor settings for this network
(%) Manual prozor configoration:

Edimax AC-M3000/AC-M1000

HTTE Proscy: |1n.2.3.2|33 | Part: |6588 |

Usze this proeny server for all protocols

X

No Proxy for: | 192.168.1.254,1.1.1 ]

Example: mozilla.org, netnsg, 192 1681 0524
(7 Antomatic proxy configration TRL:

0K ][ Cancel ][ Help
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10. Appendix F -Disclaimer for On-Demand Users

In Edimax AC-M3000, the end user first gets a login page when she/he opens its web browser right after
associating with an access point. However, in some situations, the hotspot owners or MIS staff may want
to display “terms of use” or announcement information before the login page. Hotspot owners or MIS staff
can design a new disclaimer/announcement page and save the page in their local server. After the
agreement shown on the page is read, users are asked whether they agree or disagree with the
disclaimer. By clicking “I agree,” users are able to log in. If users choose to decline, they will get a popup
window saying they are unable to log in. The basic design is to have the disclaimer and login function in

the same page but with the login function hidden until users agree with the disclaimer.

Here the codes are supplied. Please note that the blue part is for the login feature, the red part is the
disclaimer, and the green part can be modified freely by administrators to suit the situation better. Now
the default is set to “I disagree” with the disclaimer. Administrators can change the purple part to set
“agree” as the default or set no default. These codes should be saved in local storage with a name

followed by .html, such as login_with_disclaimer.html.

<html>

<head>

<META HTTP-EQUIV="Pragma" CONTENT="no-cache">

<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<META HTTP-EQUIV="Cache-Control" CONTENT="no-cache">
<link href="../include/style.css" rel="stylesheet" type="text/css">

<title>Login</title>

<script language="javascript1.2">
var pham = document.cookie;

var disableButton=false;

function getCookie(name)
{
name +="="; /[ append '=' to name string
var i = 0; // index of first name=value pair
while (i < pham.length) {
var offset = i + name.length; // end of section to compare name string
if (pham.substring(i, offset) == name) { // if string matches
var endstr = pham.indexOf(";", offset); //end of name=value pair

if (endstr == -1) endstr = pham.length;
146

Download from Www.Somanuals.com. All Manuals Search And Download.



return unescape(pham.substring(offset, endstr));

/I return cookie value section

}

i = pham.indexOf(

, ) +1; // move i to next name=value pair

if (i == 0) break; // no more values in cookie string

}

return null; // cookie not found

function CodeCookie(str)

{

var strRtn="";

for (var i=str.length-1;i>=0;i--)

{
strRtn+=str.charCodeAt(i);
if (i) strRtn+="a";

}

return strRtn;

}

function DecodeCookie(str)

{

var strArr;

var strRtn="";

strArr=str.split("a");

for(var i=strArr.length-1;i>=0;i--)

strRtn+=String.fromCharCode(eval(strArr[i]));

return strRtn;

function MM_swaplmgRestore() { //v3.0

Edimax AC-M3000/AC-M1000
User’'s Manual

var i,x,a=document.MM_sr; for(i=0;a&&i<a.length&&(x=a[i])&&x.0Src;i++) X.Src=x.0Src;

}

function MM_preloadimages() { //v3.0

var d=document; if(d.images){ if(!d.MM_p) d.MM_p=new Array();
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var i,j=d.MM_p.length,a=MM_ preloadimages.arguments; for(i=0; i<a.length; i++)
if (a[i].indexOf("#")!=0){ d.MM_p[jl=new Image; d.MM_pl[j++].src=ali];}}
}

function MM_findObj(n, d) { //v4.01

var p,i,x; if('d) d=document; if((p=n.indexOf("?"))>0&&parent.frames.length) {
d=parent.frames[n.substring(p+1)].document; n=n.substring(0,p);}
if(!(x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.forms[i][n];
for(i=0;!x&&d.layers&&i<d.layers.length;i++) x=MM_findObj(n,d.layers[i].document);
if(Ix && d.getElementByld) x=d.getElementByld(n); return x;

}

function MM_swaplmage() { //v3.0

var i,j=0,x,a=MM_swaplmage.arguments; document.MM_sr=new Array; for(i=0;i<(a.length-2);i+=3)
if (x=MM_findObj(a[i]))!=null){document.MM_sr[j++]=x; if(!x.0Src) x.0Src=x.src; x.src=a[i+2];}

}

function init(form)

{

id = getCookie("username");
if(id!="" && id!=null)
{

form.myusername.value = id;

disclaimer.style.display=",

login.style.display="none’;

}

function Before_Submit(form)

{

if(form.myusername.value =="")

{

alert("Please enter username.");
form.myusername.focus();
form.myusername.select();

disableButton=false;

return false;
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if(form.mypassword.value =="")

{

alert("Please enter password.");
form.mypassword.focus();
form.mypassword.select();

disableButton=false;

return false;

if(disableButton==true)

{
alert("The system is now logging you in, please wait a moment.");
return false;
}
else
{
disableButton=true;
return true;
}
return true;
}
function reminder_onclick(form)
{
Reminder.myusername.value = form.myusername.value;
Reminder.mypassword.value = form.mypassword.value;
Reminder.submit();
}
function cancel_onclick(form)
{
form.reset();
}

function check_agree(form)

{

if(form.selection[1].checked == true)

{

alert("You disagree with the disclaimer, therefore you will NOT be able to log in.");

return false;
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disclaimer.style.display="none’;

login.style.display=",

return true;

</script>

</head>
<body style="font-family: Arial" bgcolor="#FFFFFF"
onload="init(Enter);MM_preloadimages('../images/submit0.gif',"../images/clear0.gif',"../images/remaining0.gif')">
<ilayer width=&{marquee_width}; height=&{marquee_height}; name="cmarquee01">
<layer name="cmarquee02" width=&{marquee_width}; height=&{marquee_height};></layer>

<lilayer>

<form action="userlogin.shtml" method="post" name="Enter">

<table name="disclaimer" id="disclaimer" width="460" height="430" border="0" align="center"
background="../images/agreement.gif">
<tr>
<td height="50" align="center" valign="middle"><div align="center" class="style5">Service
Disclaimer</div></td>
</tr>
<tr>
<td height="260" align="center" valign="middle"><table width="370" height="260" border="0" align="center">
<tr>
<td>
<textarea hame="textarea" cols="50" rows="15" align="center" readonly>
We may collect and store the following personal information:
e-mail address, physical contact information, credit card numbers and transactional information based on your

activities on the Internet service provided by us.

If the information you provide cannot be verified, we may ask you to send us additional information (such as your
driver license, credit card statement, and/or a recent utility bill or other information confirming your address), or to

answer additional questions to help verify your information.)

Our primary purpose in collecting personal information is to provide you with a safe, smooth, efficient, and
customized experience. You agree that we may use your personal information to: provide the services and customer

support you request; resolve disputes, collect fees, and troubleshoot problems; prevent potentially prohibited or
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illegal activities; customize, measure, and improve our services and the site's content and layout; compare

information for accuracy, and verify it with third parties.

We may disclose personal information to respond to legal requirements, enforce our policies, respond to claims that

an activity violates the rights of others, or protect anyone's rights, property, or safety.

We may also share your personal information with:

members of our corporate family to help detect and prevent potentially illegal acts; service providers under contract
who help with our business operations; (such as fraud investigations and bill collection) other third parties to whom
you explicitly ask us to send your information; (or about whom you are otherwise explicitly notified and consent to
when using a specific service) law enforcement or other governmental officials, in response to a verified request
relating to a criminal investigation or alleged illegal activity; (In such events we will disclose name, city, state,

telephone number, email address, User ID history, and fraud complaints)

XXXXX participants under confidentiality agreement, as we in our sole discretion believe necessary or appropriate in
connection with an investigation of fraud, intellectual property infringement, piracy, or other unlawful activity; (In such
events we will disclose name, street address, city, state, zip code, country, phone number, email, and company
name.) and other business entities, should we plan to merge with, or be acquired by that business entity. (Should
such a combination occur, we will require that the new combined entity follow this privacy policy with respect to your

personal information. If your personal information will be used contrary to this policy, you will receive prior notice.)

Without limiting the above, in an effort to respect your privacy and our ability to keep the community free from bad
actors, we will not otherwise disclose your personal information to law enforcement, other government officials, or
other third parties without a subpoena, court order or substantially similar legal procedure, except when we believe
in good faith that the disclosure of information is necessary to prevent imminent physical harm or financial loss or to

report suspected illegal activity.

Your password is the key to your account. Do not disclose your password to anyone. Your information is stored on
our servers. We treat data as an asset that must be protected and use lots of tools (encryption, passwords, physical
security, etc.) to protect your personal information against unauthorized access and disclosure. However, as you
probably know, third parties may unlawfully intercept or access transmissions or private communications, and other
users may abuse or misuse your personal information that they collect from the site. Therefore, although we work
very hard to protect your privacy, we do not promise, and you should not expect, that your personal information or

private communications will always remain private.

By agreeing above, | hereby authorize xxxxx to process my service charge(s) by way of my credit card.
</textarea>
</td>
</tr>

</table></td>
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</tr>
<tr>

<td height="40"><table width="170" height="20" border="0" align="center" cellpadding="2">

<tr>
<td align="left"><input name="selection" value="1" type="radio"></td>
<td><span class="style4">| agree.</span></td>
</tr>
<tr>
<td align="left"><input name="selection" value="2" checked type="radio"></td>
<td><span class="style4">| disagree.</span></td>
</tr>
</table></td>
</tr>
<tr>
<td height="30"><table width="110" height="20" border="0" align="center" cellpadding="2">
<tr>
<td width="45" align="center" valign="middle"><input name="next_button" type="button" value="Next"
onclick="javascript:check_agree(Enter)"></td>
</tr>
</table></td>
</tr>
<tr>
<td height="20">&nbsp;</td>
</tr>

</table>

<div align="center">
<table name="login" id="login" width="497" height="328" border="0" align="center" cellpadding="2" cellspacing="0"
background="../images/userlogin.gif'>
<tr>
<td height="146" colspan="2">&nbsp;</td>
</tr>
<tr>
<td width="43%" height="53">&nbsp;</td>
<td><input type="text" name="myusername" size="20"></td>
</tr>
<tr>
<td height="42">&nbsp;</td>

<td><input type="password" name="mypassword" size="20"></td>
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</tr>
<tr>
<td colspan="2">
<div align="center">
<a onclick="javascript:if(Before_Submit(Enter)){Enter.submit();}" onMouseOut="MM_swaplmgRestore()"
onMouseOver="MM_swaplmage('Image3',","../images/submit0.gif',1)">
<img src="../images/submit.gif" name="Image3" width="124" height="38" border="0" >
<la>
<a onclick="cancel_onclick(Enter)" onMouseOut="MM_swaplimgRestore()"
onMouseOver="MM_swaplmage('Image5',","../images/clear0.gif',1)">
<img src="../images/clearl.gif" name="Image5" width="124" height="38" border="0">
<la>
<a onclick="javascript:if(Before_Submit(Enter)){reminder_onclick(Enter);}"
onMouseOut="MM_swaplmgRestore()" onMouseOver="MM_swaplmage('Image4',","../images/remaining0.gif',1)">
<img src="../images/remaining.gif' name="Image4" width="124" height="38" border="0">
<la>
</div>
</td>
</tr>

</table>

<table>
<tr>
<td width="100%">
<font color="#808080" size="2"><script language="JavaScript">if( creditcardenable == "Enabled" )
document.write("<a href=\"../loginpages/credit_agree.shtml\">Click here to purchase by Credit Card
Online.<a>");</script></font>
</td>
</tr>

</table>

</div>

</form>

<form action="reminder.shtml" method="post" name="Reminder">
<input type=hidden name=myusername value="">

<input type=hidden name=mypassword value="">

</form>

<br>

<div align="center">

<table>
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<tr>
<td width="100%">

<font color="#808080" size="2"><script language="JavaScript">document.write(copyright);</script></font></td>

</tr>
</table>
</div>
</body>
</htm|>
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11. Appendix G—DHCP Relay

AC-M3000 supports DHCP Relay defined according to RFC 3046 . For scaling reasons, it is advantageous to set up
an external DHCP server other than having the internal DHCP server implemented in AC-M3000 to assign an IP.
When forwarding client-originated DHCP packets to a DHCP server, a new option called the “Relay Agent
Information option” is inserted by the DHCP relay agent. External DHCP servers that recognize the Relay Agent
Information option may use the information to implement IP address or other parameter assignment policies. The
external DHCP server then echoes the option back to the relay agent in server-to-client replies, and the relay agent

strips the option before forwarding the reply to the client.

A graphic example of connecting 2 gateways with an external DHCP server:

10.1.1.100 10.1.1.200 10.1.1.254
Router Gateway |
*»__h_h_ﬁ
192.168.1.254 192.168.2.254
172.16.3.254
DHCP Server
172.16.3.100
L]
/ H‘\ Gateway 2
10.10.10.254 123.100.1.254

Please note that the Router and Gateway 1 connected to the DHCP Server have to be under the same network

segment as DHCP Server.

When a client requests IP address from Gateway 1 Public LAN through the build-in DHCP relay agent of AC-M3000,
the DHCP server will receive a DHCP REQUEST packet with Option 82 (a code defined in RFC 3046). Also a Circuit
ID will be sent by AC-M3000 when DHCP relay is enabled to define where the packet is sent from, and this Circuit ID
should have a format of MAC_IP, such as 00:E0:22:DF:AC:DF_192.168.1.254. Therefore, when the external DHCP

server gets the request packet, it knows where to reply to and which IP to assign.
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Here is an example of configuration file of the DHCP server:

nt.ocircuit=—id = :07:60:91 192.168.1.254";

match if option : nt.ocircuit-id =

"gi public lan'™ |

match if option : nt.ocircuit-id = "O0:12:453:AD :F2 10.10.10.254";

nt.ocircuit—id = "00:12 z I s - L

subnet 0.0.0.0 netmask 0.0.0.0

pool

pool

From the file, client that connects to AC-M3000 sends out a DHCP request. DHCP relay function in AC-M3000 is
enabled and sending a Circuit ID 00:90:0B:07:60:91_192.168.1.254 to the external DHCP server. When DHCP
server gets the Circuit ID, it recognizes that the request is sent from g1_public_lan and thus assigns the client a DNS
server of 169.95.1.1, an IP that can be in the range of 192.168.1.30 and 192.168.1.50, a default gateway of
192.168.1.254, and a subnet-mask of 255.255.255.0.

P/N: V10020061108
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