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License Agreement

NOTICE TO USER: THIS SOFTWARE PACKAGE IS A CONTRACT. BY INSTALLING THE
SOFTWARE YOU ACCEPT ALL THE TERMS AND CONDITIONS OF THIS AGREEMENT.

1. Use of the Software. You may install and use the software only for the purpose intended.

2. Copyright. You may not duplicate or copy the software or documentation, except that
you may make one backup copy of the software. All copies must bear copyright notices
contained in the original copy.

3. Limited Warranty. Axxess ldentification warrants that the software will perform
substantially in accordance with the printed documentation when correctly installed on a
properly configured computer for which it is intended. Axxess Identification warrants the
compact disc upon which this product is recorded to be free from defects in materials and
workmanship under normal use for a period of five years from the date of purchase.
During the warranty period Axxess Identification will replace compact discs, which prove
to be defective.

4. Axxess ldentification does not warrant and cannot warrant the performance or results you
obtain by using the software or documentation. In no event will Axxess Identification be
liable to you for any consequential, incidental or special damages. For further warranty
information, please contact Axxess ldentification.
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AX200 Installation

This Installation Guide details the initial setup and steps to get the AX200 software operational.
For further information and additional features please refer to the AX200 software manual.

Complete software installation and TCP/IP configuration must be performed whilst logged into
Windows with full Windows Administration rights.

AX200 Software Setup

1.

Install the AX200 software. Insert the CD, if auto run is disabled then click Start and
select Run. Enter d:\setup.exe in the text box and click OK. (Note substitute the CD-ROM
drive letter in place of d) Follow the on screen instructions to complete the installation.

Ensure that the PC is
connected to the network and
the AX200’s are connected to
the network but powered off.

Computer Name:AIDSUPP

Ensure that the PC has a

fixed IP_address. AX200
Access Control System

Start the AX200 software and
enter the user name and
password to login. The
default user name is “1” and
the default password is “1”.
Allow the software to
initialise. o=

Click on the Access point
button located near the
bottom left on the screen.

Click on the last Tab Sheet
labelled as Device Manager.

Wait for approximately 10
seconds and the device
manager will seek all of the
AX200’s connected to the
network that are powered on.
New AX200’s will be
displayed in red; previously
configured AX200’s will be
displayed grey. (AX200’s
previously configured but not online will be displayed as Grey with a red cross) Double
click on the Red AX200.

5

Online[ 0] OifLine[ 2]  Not Configued 7] otz

Frimy fels in yelow must have data
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9. Click on the ? at the end of

the Servel' IP addl‘eSS The Access Point Configuration

Server IP address will fill in. = I |

On local area networks (LAN)

the Device IP address and

the Server IP address will : I

: subhask s 255,255 . 0

match for the first 3 numbers R

(Segment address) and the

last number will be unique to

the AX200.

Ontine[ 0] ofLine[ ] Ne
Msat| | A E B || 16200 sotwre setupdo. | ¢ Man Sereen | 48c0sss Foint Configurat.|[ < Tepip Settings | B DEE rarem

10. Enter a name for the AX200 and an IP address for the device. To ensure that this IP

address is not already assigned click on the ? next to the device IP address. Do not use

an IP address that is already assigned as this will cause the system not to operate

correctly. Enter the subnet mask and if advised by the network administration manager,

enter the gateway IP address for this device.
11. Click on the download button

and Conflrm by CIICkIng yes Access Point Configuration

After approximately 5 1

seconds the AX100 add

wizard will appear. :

Msat| | A E B || E1xe00 softwre .| coMainSevesn | ct/Aocess Poin Co..| ¢ Topip Settings_ |[New Device wiz... | T30 752pM
AX200 Installation & User Guide — July 2007 9
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12. Click Add. Select the type of
reader (with or without PIN)
then click next. Enter a
suitable name for the door
location being added. Then
click OK. After a brief period
of time the add wizard will be
completed. Access point
specific settings such as lock
times, IN/Out configuration
may be set under Access
point / Access point. When a
new AX100 is added the
access point screen will be
displayed. Note if two
AX100’s are connected to the

Access Point Configuration

.,
AX200 after 15 SeCOﬂdS the Msat| | A E B ||| E1xa00 softwre .| ¢o/MainSevesn | ct/Aocess Poin Co..| ¢ Topip Settings_ |[New Device wiz... | ENFL0e 757pM
Add wizard will appear again for Device two to be added.

13. Close the TCP/IP settings screen and close the device manager screen or access point
screen.

14. From the main screen click on the cardholder button and add a card(s) When the
cardholder screen is exited the information will be downloaded to the relevant controllers
and the door will lock.

15. Power up the next AX200 to be added and repeat steps 6 — 13 until all controllers are
configured.

TCP/IP Configuration (Fixed IP Address)

Refer to this section if the PC does not have a fixed IP address or for additional IP address
information.

Network [2]]

To specify a fixed IP address S ——

The folloving netwark components are instalect

Click the Windows Start button then select setting and select control
panel. Double Click on the Network icon. In the components box scroll
down to TCP/IP Network card name and click on it. (On Windows XP

the control panel may be displayed directly 7 oo | rugenes |
e e from the Windows Start button) Click on [t st ek =
Properties Button. 4|
€ Obkain an IP address automaticaly
& Spesily an P addhess D_Klﬂl
Select the IP Address Tab
Ensure that the system is set to specify an IP Address and that a valid
IP address is in the IP address box. (Note — most organisations allow
| fixed IP address ranges, and a suitable IP number is normally obtained
from the network administration manager) Enter a valid subnet mask
AX200 Installation & User Guide — July 2007 10

Download from Www.Somanuals.com. All Manuals Search And Download.



www.axxessid.com

AXxxess

Identification

Installation & User Guide

address. Typically this is set to 255.255.255.0

Click OK or Apply.
Click OK to exit the network setup and close the system control panel window. If prompted to
reboot or to insert the Windows installation disk please follow the on-screen prompts.

|P Definitions Applicable to the AX200

IP Address

An IP address is a unique identifier for each controller, PC or other Ethernet device.

The IP address range is fro 0 to 255, where 0 is null, 1 to 254 are valid numbers and 255 is a
broadcast number. (Example — 10.1.1.25) Note — Consult with the Network Administrator before
using any IP address to avoid duplicate numbers

Subnet Mask

This is the mask or range of address that the device is allowed to talk to, typically the broadcast
number is used (Example 255.255.255.0 in this example permission is granted to talk to all
devices on the network)

LAN
Local Area Network refers to structured Ethernet cabling within a local area such as a single
building.

WAN
Wide Area Network, refers to a group of LAN’s connected together such as a group of buildings.

VPN
Virtual Private Network, refers to a separate IP numbering system applied on WAN’s that allows
different equipment in various locations to communicate as a LAN

Gateway
The Gateway is the device used to channel IP traffic between LAN’s over a WAN.

IP Port number
The IP port number is the number assigned for the communications over TCP to that specific IP
address. The AX200 uses Port numbers 4848 for the controller and 1818 for the AX200 software.

Firewall

A firewall may comprise of a physical device or software on a PC and it is designed to stop
malicious attacks by computer hackers or virus. Note Firewalls may also stop communication
between the AX200 and the software unless the specified IP port numbers are listed in both the
TCP and UDP protocol safe list on the firewall.

LAN Configuration

When working on a local area network (LAN) all devices that are configured to operate with fixed
IP address such as the AX200 controller, will require the same segment address. So if the Server
(PC) IP address is 10.1.1.15 then the AX200 will require an IP address with the same segment
such as 10.1.1.52. When building a private network (if there is not already one there) it is
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recommended that the segment address is 10.1.1.x Use the subnet mask as 255.255.255.0 and
the gateway IP address should be 0.0.0.0

WAN Configuration

When working on a wide area network (WAN) all devices that are configured to operate with fixed
IP address such as the AX200 controller, will probably have a different segment address. So if
the Server (PC) IP address is 10.1.1.15 then the AX200 will require an IP address with the
appropriate segment such as 10.1.2.52. Use the subnet mask as 255.255.255.0 and the gateway
IP address must be configured (Please consult the Network Administrator for all IP Settings)

VPN Configuration
Generally configure Virtual Private networks as per the LAN Configuration setup. (Please consult
the Network Administrator for all IP Settings)

Example IP Address Table

. . Gateway Subnet Mask

Device Name Location IP Address Address Address
File & Printer Server London 10.1.1.10 10.1.1.1 255.255.255.0
Sales PC London DHCP DHCP DHCP
AX200 PC London 10.1.1.35 10.1.1.1 255.255.255.0
AX200 Controller London 10.1.1.36 0.0.0.0 255.255.255.0
AX200 Controller London 10.1.1.37 0.0.0.0 255.255.255.0
File & Printer Server New York 10.1.2.10 10.1.2.1 255.255.255.0
Sales PC New York DHCP DHCP DHCP
AX200 Controller New York 10.1.2.55 10.1.2.1 255.255.255.0
AX200 Controller New York 10.1.2.56 10.1.2.1 255.255.255.0

AX200 & i-BOX Connections

9 Way i-BOX I/0 Connection

Table below describes the 9 way connector on the i-BOX and states the functionality of each pin.

9 WAY D | DESCRIPTION NOTES COLOUR

1 Not connected

2 Breakglass 2 (switched) + 12v (pin 3) Blue
3 + 12vD.C Red
4 Relay 2 Output goes low when active | Purple
5 * Ground White
6 Fire Input (switched) + 12v (pin 3) Orange
7 Breakglass 1 (switched) + 12v (pin 3) Green
8 Relay 3 Output goes low when active | Yellow
9 Relay 1 Output goes low when active| Black

AX200 Installation & User Guide — July 2007 12
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H2/ZRC comman
+ 1200 Mormally closed switched

+12WIC Hoermally open switiched
1]}

Red

o

Relay Drive LED

ff Wkt Feee Contact |5 Required Remove Conections
To Conneetor Blocks Pin 7 and 8

0 Pin Ground on 3 way connectar, black lead

AXxxess

Identification

()
i relay FoU LEw 'S'E + 120 link Red lead and to pin 3 on 9 way
= O | E |00 Pin 5 on 9 way comector, white lead —————
N < .
conmectar lock o [+ 12 link: Red lead
pin numbers
—
Qivay
b
[-BOK

Sounder /Beacon for i-BOX (IC-ASB)

The sounder /Beacon for the i-BOX connects directly to the i-BOX and will sound the alarm and
flash the strobe for a pre-programmed period of time when an alarm condition occurs on the i-

BOX.

Connect the 9 way D connector to the i-BOX.
To configure the duration select the environment button in the software.

Click on the I-box in the tree menu.

Adjust the alarm sounder period time to the desired length of time and click Save.

AX200 Installation & User Guide — July 2007
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B

(B0 | deritity: | Batch-Senal nio: | |

IBOX Mamne: |2|:||:| -3

Firreare Yersion: | Hardware Yersiorn: |

Application Yersian: | Location: |I|:n:ati|:|n'|

Host Online Timeout: |20 :I feC Handshake Period: |5 :I TEC
Force tie update: |300 :I SEC Shunt Delay: |‘|5 :I FEC
&larm Strobe Period: [ _| S Alarm Sounder Period: |1 0 _| SR

Tranzaction Beporting

Mirimurn Timeout: |5 :I seC b awirnum Timeout: IED—:I sec

Accumulation Period: [ :I gec

Settings
IP Address: | MAL Address: |
Submask: | Gateway: |

£e10001): | Le10002): |

AX200 Expander Board Connections

Expander Board connections are located at the top-right corner of the AX200 board. Output 4
(associated with door 1) & output 5 (associated with door 2) are activated once the “Door
forced/held open alarm’ is triggered on the appropriate controller and will stay active until the
alarm is cleared either by using a valid card or by using the clear alarm button on the main
screen.

Note: the alarm is cleared only when the “Door forced/held open alarm cleared” transaction
appears on the main screen.

Expander BEoard

+12DC Out
Chutput 4 ey, —

Cutput & =100 s, : )

hp R1 R2
- Powar O
Expander Board |R1 R2
12 VDC Out PIN 6 |PIN 6
Output 4 PIN 5 |-
Output 5 - PIN 5
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Door forced / held open alarm settings can be accessed through Main Screen ¢ Access Point ¢
(Enable) Door Contact.

Door Contact Settings
[v Door Contact  [v Duoor Forced Alarm Local Doar Held Open Alarm|5 ilae.;_

I RelayReset W Soundss [ FReadsr Off When Open Door Held Open Alamiq5  Sec.

For more information about these settings please refer to Access Point Configuration  Access
Point Settings on this manual.

Note: Relay No.3 generates a 1 second pulse through the Access Granted connection block,

located at the top of AX200 board. The connection is normally closed and the pulse is generated
once the access is granted through either door.

Diagrams on the following pages illustrate the connections between the AX200 components.
Please note that if you are installing a brand new unit, the Fire Alarm, Break glass & PSU
Monitoring links will not be activated until the first time they are used.

Break glass Wiring AX200

Breakglass Wiring AX200 AX200

NG
PSU
Monitoring

Double Pole [ s
AX100 Breakglass for monitoring of
: breakglass
¢ g | ___Powerin !]
g +12vDC’
NC b 2
3
to lock « Terminal Function Terminal n
< 1 Normally Open 1A g
-‘é 2 Common 2A ?:’;
(7} 3 Normally Closed 3A (X}
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Break glass wiring AX50/AX100

AX50/ AX100
Double Pole
kgl
AX50 / AX100 _ Breakglass
c g _Power In »']
:F' +12vDC
3
to lock — Terminal Function Terminal 3
< 1 Normally Open 1A s
o 5
-‘é 2 Common 2A c
7 3 Normally Closed  3A 3
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AX200 Software

The AX200 software is where all the programming data and cardholder information is entered.
It consists of the following:

Cardholder
Access Point
System Settings
Format & Statistics
Security

Reports
Environment

The PC is where all the system configuration and data management is stored. The optional data
transfer unit (DTU) enables the data that has been entered at the PC to be downloaded to the
controller without the need of a physical PC connection.

The AX200 system supports a wide variety of card technologies, including proximity, magnetic
stripe (AX Series), Wiegand and Wiegand compatible card types.

Operating Systems

The AX series supports a wide range of operating systems and can run on Windows NT
Workstation, NT Server, 2000 Professional and Advanced, ME, XP and Vista without the need for
different CD’s or drivers. A number of checks are implemented within the software to ensure that
the correct files for the operating system are present. The installation process automatically
detects the operating system and installs the correct files and drivers.

If you are using windows Vista please note:

e The recommended screen resolution for running the AX200 software
on Windows Vista is 1024 X 768. - j

¢ If you receive a message at the start-up saying that the “User does not ‘ =
have write access to the database”, right click on the AX200 icon and

select “Run as Administrator”. After doing so, this icon £ might appear
in front of the AX200 icon.

Windowé Vista

Software Installation

Put the AX200 CD in your CD drive. If the CD doesn’t run automatically, click on the Start button
and select Run. Type in x:\setup.exe on the command line (replace x with the letter of your CD-
ROM drive).

Click Next > to continue with the AX200 Setup Wizard.

AX200 Installation & User Guide — July 2007 19

Download from Www.Somanuals.com. All Manuals Search And Download.



www.axxessid.com

AXxxess

Identification

Installation & User Guide

72 AX200 - Setup Wizard 3

Welcome to the Setup Wizard for AX200

The Setup Wizard will allaws wou to modify, repair, or remove
X200, To continue, click Mext,

I Mext = ] [ Cancel ]

i AX200 - Setup Wizard

LjSé-nse Agreement

o
I « Please read the Following license agreement carefully, L@ i.':".!:'?.“;
AX200 Software »

Copyright (£) 2001 Axxess ldentification Ltd.
WANYY hittpMAeenee axxessid.com
Email: supporti@@axxessid.com —

License Agreement

1. Use of the Software.

Yo maw inetall and nes the enfhirare anbe for the fnrnnee intendad s

()1 accept the terms in the license agreement

%)1 do nat accept the terms in the license agresment

The default directory where program files are installed is C:\Program Files\AX200\ If required,
click on Change to choose a different folder. Click on Next > to accept the default, or when
you've entered a different destination folder.
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f& AX200 - Setup Wizard

-

gestinatiun Folder

Click Mesxt boinstall to this Folder, or click Change to install to a different Folder, T 0 Teemiiess "

B

G Install 4200 to:
C\Program FilesiAxz00h

[ « Back ” Mexk = ] ’ Cancel

The AX200 program files will now be installed.

i AX200 - Setup Wizard

' Installing Ax200

n « The program Features you selected are being installed, L lI':‘--:-m-!-s‘i-
Please wait while the Setup ‘Wizard installs A%200, This may kake several
minukes,
Status:

Copying new Files

Cancel

The AX200 installation is now complete. Select Finish to exit the setup wizard.
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i@ AX200 - Setup Wizard |

Setup Wizard Completed

The Setup ‘Wizard has successfully installed Axz00, Click Finish
ko exit the wizard,

< Back, Cancel

Some operating systems also require Microsoft Data Access Components to support SQL. This
is automatically installed if required. Please follow the on-screen instructions.

Starting the AX200 Software

Connect your AX200 controller to the PC using the communication cable supplied.
Go to Start * All Programs, left click on AX200 Access Control System and it will launch the
AX200 software, alternatively double click the AX200 logo from the Windows desktop.

User Name:

Password:

I_i" i o

Cancel

=
" Windows Classic Hi.
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The AX200’s default user name is 1 and the default password is 1. The user names and
passwords are not case sensitive. Enter the default user name and password and select OK.

Language Selection

Installation and operation of the software can be selected in different h
languages. Changing the language can be done from the login screen as well
as within the program on the main screen, without the need to restart the Axxess

Identitication

software or the computer.
fEngin =]
0Ok

O

Cancel

Password Reminder

A password reminder box displaying the factory default reminds the user to
change the default password. This reminder box disappears automatically when the default
password has been changed.

Default logon user name and password:

User Hame:1
Pazsword:1

Pleaze change default pazsword.

Windows™ Classic or Graphic Style (XP) Screen

Users can select the type of interface on the main login screen. Windows™ Classic is most
suitable for older PC and laptops with only 64MB of RAM and 800 x 600 video resolution.
Graphic Style (XP) has been optimised for the Windows™ XP operating system. The graphical
user interface makes it easy to use and operate. The specification of the PC is automatically
checked and will only allow installation or selection of the user interface if sufficient resources are
available.

e
" Windows Classzic HT_ * Graphic Style [XP)] E
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nnnnn

AX200
Access Control System

BOE
=
& iy
lar old »IlneEIs:Pmllﬁysﬁm I Format & || Secumy II lﬁmt Ianlmnmen
ettings | Statistics

X200 January 22/01/2007 11:53:10

OnLi User 1 -
I Line: ser: Exit Prngram

Backup & Restore

The AX software has a built-in backup utility. Backups can be done automatically at preset times
and days, or manually with network backup support. Backups from older software versions are
automatically converted avoiding the need for multiple steps to restore the software.

A backup can be restored in one single step. Automatic backups are numbered using the date
and time the backup took place. If you wish to delete older backups, highlight the appropriate file
by clicking on it and press delete, confirmation of this action is requested. It is useful to create a
complete system backup as soon as all the system settings have been entered. Create a backup
as normal, go to restore, highlight the newly created file and right click with the mouse and select
rename — rename the file e.g. Master settings. This backup will allow you to restore the system
back to its original programmed settings, if required. To restore an existing database go to the
File menu ¢ Database Restore.

When exiting the software, if any data has changed, the application will automatically perform the
database backup. There is no need to close the program or cardholder screen for the automatic
backup to execute. Partial backups can also be selected for database or history files only.
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) Backup Time Settings g|
Set Automatic Backup Day and Time: [atabase
Wwihich Day what Time W Main Database
Z3Ea00 = [+ Zip Compression
TR ~ =l
W Tuesday 235300 —— - :I
v wednesday 235300 -
¥ Log & Events
[ Thursday 23.53.00 = v Zip Compression
v Friday 238900 == r :I
el |2 4
W Saturday 235300 -
WV Sunday 235300 = % Email Backup
Settingz
Backup Mow Close
Backup Path|E:\Program Filez\Ax 2000 backup Select

| ain Databaze | Log
Database Backup-tonday 22 Januwary 2007 11-22-11.mdb || History Log-Monday 22 January 2007 11-22-11.mdb A~
Database Backup-tonday 22 January 2007 10-30-39.mdb Hiztory Log-tonday 22 January 2007 10-30-39.mdb
Database Backup-tonday 22 January 2007 09-40-09.mdb Hizstary Log-tonday 22 J anuary 2007 09-40-09.mdb
[atabase Backup-Thursday 18 January 2007 23-59-03.21F History Log-Thursday 18 January 2007 23-53-03.mdb
Databaze Backup-Thursday 18 January 2007 23-53-03.mdb Hizgtory Log-wednesday 17 January 2007 23-53-03.mdb
Database BackupwWednesday 17 January 2007 23-59-03.21P History Log-wednesday 17 January 2007 13-59-11.mdb
Database Backupwednesday 17 January 2007 23-53-03.mdb Hiztory Log-wednesdap 17 January 2007 11-30-00.mdb
Database Backupiwednesday 17 January 2007 13-53-11.mdb % | History Log-Tuesday 16 January 2007 09-47-21.mdb v
Mo of database files: 20 Size: 234.88 MB Mo af log files: 18 Size: 40 45 MB Total fles: 38 Size: 27533 MB

Backup time settings window can be reached through the File menu. The default day and time for
automatic backup is displayed on the left side of the window. By default, the application will take a
backup of your database at 23:59:00 every night.

Settings on the right hand side give you more options on how to manage your backup files.
Normally the backup process saves both, the Main Database and Log & Events; however you
can exclude either of them from the backup process simply by removing the tick in the check box.

You can also set the application to automatically delete the backup files after a specific number of
days or once they exceed a certain size (in MB).

D atabaze
[w Main Databaze

[v Zip Compression

[w Auto delete after 20 :I days

W Auta delete exceeding size 10 :I ME

Once the Zip Compression is enabled, the software will automatically compress the backup file
into a zip file. Since the .mdb file cannot get through the fire wall, zip compression is very helpful
when you wish to email the backup settings.

Email Backup Settings
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@ Email backup g@@

1] Time Zone Attachment Send to groups Oniort Transaction

00512 |.ﬂ|wa_l,ls hooess j |Database Backup ﬂ |Database Backup ﬂ [v Database has been backed-up.

Email settings Group settings

Email timezone areen

SMTP Server |MSExchange local "
Fecipient Mame |M.F|eza Kabir

Recipient Email [k abir1 365@yahoo.com

Sender Mame |M.F|eza K.ahir

; o Email |mrk1385@hotmail.com
Sender Email |Heza@axxessu:l.com

Bco: Email | stuart@axsessid com

Options

[ Max emails per mir: Email timezone blue

Pricrity Marmal  « Recipient Name |Stuart Perman

& MIME(default Recipient Email |mik1365@hatmail. com
" UUEncade o Email |stuart@axxessid. com
[ Huml ) Bec: Email |kabir1 365@yahoo.com
[~ Receipt request Ulsmsnies

[~ Lagin

[~ POP Login Passwaord:

Cancel | Ok |

Email settings could be sent to a specific group of people via Email. You need to specify the time
period during which you would like the email to be sent out (Time Zone), the information you want
to include (Attachments) and the name of the recipients (Groups).

Enter the name and email address of the sender on the left. If you're using a local server enter
the name of your local SNMP server for email.

Group settings on the right include the name and email address of the people who will receive the
email. These settings are divided into to blocks. The people on the top section will only receive
the email if the backup has taken place during a green time zone and the people in the bottom
section will receive the email if the database has been backed up during a blue time zone
(exception monitoring).

A number of optional settings are also included in this screen. You can set priorities for your
emails and choose the maximum email messages sent in a minute. There are also a number of
different options for email format. MIME is the default.

MIME (default): Multipurpose Internet Mail Extensions (MIME) is an Internet Standard that
extends the format of e-mail to support text in character sets other than US-ASCII, non-text
attachments, multi-part message bodies, and header information in non-ASCII character sets

UU Encode: UUencoding is a form of binary to text encoding that originated in the Unix program
uuencode, for encoding binary data for transmission over the UUCP mail system. The name
"UUencoding" is derived from "Unix-to-Unix encoding".

Standard Query Language (SQL)

The database structure is based on Microsoft SQL. This ensures stability and a high data
throughput with easy interfacing to other applications. The database handles up to 65,525
cardholder records with over 60 fields per cardholder. Card numbering is up to 10 digits allowing
support for a wide variety of formats e.g. existing cards or multi-purpose cards (vending machines
etc.)
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Database Integrity Check

A mains failure or system crash with an open database normally requires running a separate
application to repair the data. All data in the AX200 database is automatically checked on start up
and repaired if necessary.

At the start-up, the software automatically checks the database version. If the database is too old
and not supported by the new version of software the following transaction will appear on the
screen asking you to check the version of the database.

You can view the version of your database in the Performance Analyzer screen; under Tools ®
Enable Optional Software. This problem usually occurs when you manually copy a new database
over the old database in the AX200 folder. That’s why we strongly recommend that you use
the restore function only!

Communication between the AX200 Software and Controller

A benefit of the AX200 software is its plug and play ability to detect new devices when they are
installed. The New Device Wizard will automatically detect the controller and its unique device
ID. Follow the on-screen prompt by selecting Add.

Mew Device Wizard I
' New Device Add/Replace Wizard - i

Syztem found new device with parameters:

Device ID: O020BC

Device Group: Controller

Device Tupe: fkK02

Please select 'Add' to add a new device or select 'Replace' ta replace an existing

ane.

Heplase Lancel

The following screen will ask whether you are using PIN codes only, a card reader and a PIN
code or a card reader only. Please select the appropriate radio button for your installation,
followed by Next.
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Mew Device Wizard I

” "1
New Device Add/Replace Wizard

Do vou intend to use PIN codes?

ez PIM anly or Card + FIN

* Mo Card Reader Only

Hext Lancel

Provide a name for the access point i.e. the location and select OK.

"
Mew Device Add/Replace Wizard

.-‘

Pleaze type in a name for this access paint.

IFront Drood

For detailz, pleaze go to Access Point configuration screen.

Add | FReplace I Lancel

Plug & Play Devices

The PC communication port is automatically setup and new devices connected will be
automatically detected and can be added (or replaced) using the new device wizard, which allows
setting up a new controller in seconds. When enabled under system settings, Plug & Play is
active at all times and does not require a restart of the application or computer. This allows
addition of new controllers on the fly. AX readers are also entirely Plug & Play being automatically
identified with the relevant information displayed under access points. COM ports 1 to 16 and
TCP/IP (TCP/IP AX200 only) addresses can also be set up manually if required. Error correction,
speed, bit length, parity etc are all automatically set up for the optimum performance of the
system. Once the controllers are in the system, the new device wizard also allows auto-replace.
This feature allows replacement of controller data with the press of a single button.

All the Plug & Play devices have a unique identity number so no jumpers or switches have to be
set on either controllers or readers.
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Mew Device Wizard I
: N@.’w Device Add/Replace Wizard . 1

Syztem found new device with parameters:

Device ID: O020BC
Device Group: Controller
Device Tupe: fkK02

Please select 'Add' to add a new device or select 'Replace' ta replace an existing
ohe.

Heplase | Lancel

Controller

Status & Control

AXxxess

Identification

Devices connected are highlighted and display the door status in real-time on the main screen.

Doors can be controlled directly from the main screen. Commands can
only be given to controllers online and functionality is greyed out if the
controller is not available online to avoid any uncertainty.

Door open

Normal mode

Door unlocked
High security mode

Deadlock

Clear alarm

High Security Mode (HSM)

This feature allows individual doors to be enabled where standard cards
no longer have access. Only cardholders with the high security mode set
(HSM) have access whilst this feature is enabled. The HSM feature can
be switched on by using a card which has the “set high security” enabled,
four times consecutively at the reader. To change back to the normal
mode use a card with the HSM feature four times consecutively.

Opens the door for a set time e.g. 5 seconds
Standard mode

Door permanently unlocked

Only cardholders with high security mode valid
will have access

Locks door for all cardholders, request to exit is
still active. Please exercise care when using the
feature.

Door reset, door forced, door held open alarm
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Door Unlock Mode

or cards with the “set unlock” feature
enabled. Using a card with this feature
twice consecutively at the reader will
permanently unlock the door. To return to
the normal mode, use the card again
twice consecutively. Typical applications
include reception doors during normal
office hours or for goods inward
deliveries.

Customize Regional Options

| Murbers H Currencyl Tirne | Date |

Sample )
Time sample: | 15:17:23 .

Time formnat:

Hn

Time separator [HH:mm = T
Ak gpmbol: hemnmess
P symbal: P4 i

Date and Time

The date and time formats are obtained
by default from the operating system and
therefore no user intervention is required.
The 12 hour time format is NOT
supported by this application. If you are
using the 12h time format you need to go
to Control Panel » Regional and
Language Options * Regional Options
Customize... * Time and choose the 24
hour (H) time format. You also need to
make sure that your PC is set to UK time format which is (dd/MM/yyyy).

Time: format notation
h=how m=minute s=second t=amarpm

h =12 haur
H = 24 hour

hh, mm. z& = leading zero
h. m. 5 = no leading zero

You can change the date settings in the same window under the Date tab.

Shart date
Short date sample: |23;m 42007 |

Short date format;

v
Date separator;
Long date
Long date sample: |23Janual_l,l 2007 |
Long date format; |I:II:I P bl b bl g - |

On & Offline Operation

The AX software enables the use of on and offline controllers from within the same software
simultaneously. The AX100 controller can also be updated using a portable data transfer unit
(DTU). This allows the use of remote doors or doors not requiring online information to be used
at the same time as doors with real-time online information. This reduces costs substantially with
full control from a single software package.
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Force Download & Clear Controller

Clear controller deletes the database that has been stored in the
controller. Once the controller is cleared, the door becomes
permanently unlocked. At this time if a card is presented to the
reader, a transaction will appear on the screen saying “Door is
unlocked” followed by the cardholder’'s name, card number and the
door’s name. To clear a controller highlight the appropriate access
point on the current controller list (on the right) and select Clear
Controller from the Tools menu.

If for whatever reason the automatic download doesn'’t take place,
you can always select individual controllers and click on the Force
Download on the tools menu or choose Force Download All
instead and have the database downloaded on all the controllers.
You can find out which controller(s) needs a download by double

AXxxess

Identification

eEN Report Help

Test \Wizard
Erveironrnent

Clear Conkraller
Skakus
Faorce Download

Faorce Download Al

Security
Format and Statiskics
Enable Optional Saftware  »

clicking on the Download Required icon at the bottom of the main screen.

‘ Download Req'd ‘

Performance Analyzer

One of the optional features in AX200 software. Performance analyzer is a collection of the
features that demonstrate the performance of the system. These features are scattered in the
software and can be found in different parts of the application. Performance analyzer could be

accessed through Tools ¢ Enable Optional Software.
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2} Performance Analyser. g@@
Server PC Link &live Rety Times (4 Syztem Monitor ) T ee— )
Device Mame D-Counter |l-Host I-Link alive  |l-Courter | D-lir # R 59 36 Z =
200 13 RaM % |21 z
0
20014 3 20 5 HDD%[56  CPUMemHD
20015 20 5 Operating System |W’indows =P
200 16 3 20 a 4 -
20019 0 z Service Pack |Service Pack 2
20019 20 5 ‘ideo Resolution | 1024 « 768 Fant |16
-7 e s DPI Setting |38
200 -5 20 5 N Lol i |32 bits
< 5 olour Quality
Test Settings
Device Selected Delay |5 Packets |50
Server PC Device
Send —[emmmmmmmmmessssea 500 Send Frm 5a0 i
On Line
0 [+0 Baa eE O @ e
O ie? g + %X %
— = Corn Port % |0 Checksurmn |0
100
an Trangaction Rate/Min
&0 Environmental Transachon | 244
& I-Link &live |0
20 General Transaction |24
1} Device Link Alive |24
Last 48313 Average 77131 Minimum 39.083 Tatal (292
b awirnium 100,000 Duration 1:40
5 d
[Colar [ Scale | Counter [ Instance | Parent | Object | Computer | | seends |5 Fresze Server
1.000 % Proce.. _Total Proces... “WDEWSD |
Claze

The list on the top shows all the units that have been configured on your PC at some point. This
can also be found in Access Point * Device Manager. You can also test the connection between
the online units and the PC by pressing the Test Connection button.

The graph on the bottom, demonstrates the performance of different elements of your system
such as the CPU, hard disk and ..... To add a new graph click on the “+” button and select the
appropriate object from the menu.

Transaction Screen

All system transactions are displayed on the main screen with time and date stamp. A detailed
description is given for each transaction e.g. No access, invalid PIN code.

For diagnostic and security purposes, the transaction screen can be cleared, by clicking on the

blue button under the window. The transaction pause buttonﬂwill temporarily freeze the
screen without losing any data. Transactions will continue to be registered in the log file. The stop
button will block the new transactions; however they are still stored in the log file.

The date and time column can be shortened or extended by clicking on the column header. If a
large number of transactions are logged, the date field can be hidden to extend the length of the
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field. All system transactions are colour-coded, valid entries are displayed in green, access
denied transactions etc in red and system messages in yellow.

The number of transactions kept in memory for quick overview on the main screen can be set
under “System Settings”. The larger the number, the more memory will be required. Transactions
are always stored and can be viewed or printed under “Reports”.

. Unknown 290 Car Park North
Reader iz present. Car Park North
Invalid card. Access denied. Unknown 289 Car Park North
Invalid card. Access denied. Unknown 4699 Car Park North
i Pt Start automatic download.... Car Park Morth

Automatic download finished. Car Park Morth
Access granted. Prizcilla Tims 290 Car Park Horth
Access granted. William Reez 289 Car Park North
Access granted. Clare Renald 291 Car Park North
Access granted. Peter Simons 4699 Car Park Morth

M Invalid card. Access denied. Unknown 124 Car Park Horth

Who'’s In/Out List

E In order to use the who’s in/out list, you need to have at least one reader configured as In

Reader and one reader configured as Out Reader on your PC. To do this, go to the
Access Point screen. Select the appropriate reader from the list on the right. Change the settings
to In or Out Reader and click Save. Once you’ve done this the in/out list becomes active. If
someone opens the door with a valid card his/her name will appear on the who’s in list, along with
the card number, department name, time of entrance and the last door which he/she passed
through. This list could be printed by clicking on the printer icon.

In Time in D epartrment Card Mo, Lazt Dioar ~

Harrl:sgn:nn Fard

Search Sumame | =l &l na S ~ v

The number of people inside the building is displayed on the bottom. You also have the ability to
search people by their surname.

It is also possible to book people infout manually if necessary. Click on icons for Manual
Book In/Out. Select the appropriate people and the appropriate doors from the lists and press
Book In/Out.

Clicking on i would open the who’s out list which basically shows the list of the people who
are not in the building. When a person presents his card to the out reader his name will be
removed from the in list and appear on the out list.

The total number of hours that an individual or a group of people have spent in the building can
be calculated in Reports » Work spell.
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Note: in order to program the software to print out the who’s in list when the fire alarm goes off go
to Display Filters » Printer ® Setup and enable the Auto print on fire alarm.

Display Filters

(] Display Filters @
Display Fiters | Photo Display | Email| Printer | SHMP | sM5 | FTP | Sound | Activex| Serial Port| Client | PDA | Webserver |

Show Transaction
[¥ Erception Access
I ficcess granted)
¥ &ccess Denied (Card Mot Found)
[ Doar held open alam.
¥ Door forced open alam,
v Dead Lock
¥ Unknavn PIN
¥ Incoarect PIN
¥ Door Latched
¥ REX
¥ Mode Change
¥ Access Denied (No Privilegs)
¥ Download Message
¥ UDP Enor Message

I Show All

This screen includes 13 different tabs, however only 4of them are included in the AX200
software. The other 9 features are only available in the AX500 software.

The Display Filters tab contains a list of 14 different types of transactions that appear on the main
screen. Please note that these are not individual messages. Each one is a type of transaction
which may include several messages that are similar to each other. For instance; “Access
granted” type includes access granted with card, PIN & card + PIN. If you don’'t wish to see any of
these transaction types just remove the tick from the check box.

Photo Display

You can decide weather or not you would like the cardholder’s photo to be displayed on the main
screen once a valid card is presented at a particular door. If you decide not to display the
cardholder’s photo, company’s logo will be displayed instead along with the card number,
cardholder’'s name, department and the name of the access point.

Email

The AX200 application could be programmed to create an email message to be sent to a single
or a group of users once a particular transaction appears on the main screen.
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E3

@ Display Filters

Display Filters | Photo Display  Email | printer | sume | sms | FTp | Sound | Activex| SeriatPort| ciient | Ppa | webserver |
System T Access Control T Environtmenit T Fire T Misc
[[=] Time Zone Attachment Send to groups On/0ff Transaction -
[o0307 | J | J ‘ J ™ Cardis not in PC database. Access ranted - Exception. Download required
om0 | || || |I” Cardis notin PC datsbase. Access denied - Time zone not active. Download required
et | || || I PiNis not in PC database. Accsss oranted - Exception. Download requied
s | || || | T PIN iz ok in P database: Access deried - Time zone not active. Download required
joozz2 | J | J ‘ J ™ PIN i hot in PC database. Access denied - Card has been deactivated. Dawnload required.
00451 | J | J ‘ J ™ PIM is not in PC database. Access granted.
[om7s | || || |I” Cardis notin PC database. Access ganted. Download required
fozs4s | || =l <] Poweredup
fizcz | =l = <] OifLine L
|ooz0z2 | J | J ‘ J ™ OnLine.
joos12 | J | J ‘ J ™ Database has been backed-up.
7 | || || |1 Datsbass backup tims has been changed
e | E || = ]I Record has besn deleted
fooee7 | || = T Record has been modiied
[oo7zs | J | J ‘ J ™ A new record has been added
n07s0 | J | J ‘ J ™ A new type of card status has been added.
mat | || = T Anewtype of emplopment status has been added
720 | I || =l <] 1™ Mew devics has been added ta database =
Setup Group Mo of emails in outbox

C RC HC =)

Aftachment  Save Cancel  Close

Select the appropriate transaction simply by ticking the check box next to it. From the time zone
column select the time zone during which you would like the email to be sent out. Selecting
“Always Access” would send the email at any time. The attachment menu gives you the ability to
specify what information you would like to be included in the email. To add a new attachment
click on the Attachment button on the bottom of the screen.

Cardholder Selected Figlds in Attachment Attachments

pattern - access_paint_name cardholder al
pﬁwlol\ p b;:th_day D atabase Backup
phota_file phone
FIN phota
pin_dorada

pozt_code b
Door

dhu_engaged ~
entry_area_id
ext_area_id 3
faultflag
firmwsare_wer <
force_DIL e

Spstem

Fio
main_db

NN

Erveironment

3B b

Attachment Name |Allachmenl3 Add | Delete | Save ‘ Cance|| QK |

To create a new attachment press “Add” and enter an appropriate name. from the four lists on the
left hand side select the information that you would like to appear in the email and move them
over to the middle list by clicking on the > button. Once you’ve completed the selection of your
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fields click Save & OK and go back to the email tab. Now you can select the attachment that you
just made from the drop-down list.

The next drop-down list includes the person or the group of users whom the email will be sent to.
To add a new group click Group on the bottom of the screen.

EEX

Ermail timezone green

Recipient Hame M Reza Kabi
Recipient Email |Feza@arsessid.com

test group

Ce: Email | 5uat@axsessid. com

Bee: Email |Suman@a>::<essid.com

Email tirmezone blue

Recipient Hame |F|eza@a>::<essid.cnm

Recipient Email |

Ce: Email |

Bee: Email |

Group Mame |A:<>:essID Add | Cancel | ok |

To create a new group click on “Add” and enter an appropriate name. Enter the name and the
email address of the recipient. When you’re finished click Save & OK.

You have not completed the email configuration. For instance in this case, if the “Powered up”
transaction appears on the screen during the time zone “Always Access”, an email message
containing the information included in “Attachment 3” will be created and sent to the people
listed in the “Axxess ID” group.

‘ 2543 |.-i'-.lwa_l,ls Access j |.-i‘-.ttan:hment3 j |.-’-'-.:-::-cess 0 ﬂ v Powered up

Save on Exit

Preferences selected are automatically saved. Under General Settings, a factory default button
restores all the important system settings. If any system or card changes have been made, the
system will automatically backup the data when exiting the program.

Test Wizard

The test wizard can be selected from the Tools drop-down list on the top menu bar.
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File Configuration BEEEN Report  Help

Erwironment

Clear Controller

Status

Forcs Download ey

Force Download all ion Computer Hame:DEY5H

Security
Format and Skatistics
Enable Optional Software ¥

On Line PC 200 -14

The test wizard will guide you through automatic setup of the card formats and a complete
hardware and software test.

On the Test Wizard screen type in the card number of one of the cards which you would like to
test and select Next.

@ Test Wizard I

a ﬁesl Wizard !}
A

Please twpe in the card number in the box below,

Card Mumber |1 o

D Pleasze go to the next step.

Mext I LCancel

|ofiLine | |

Ensure your AX200 controller is still connected to the PC — the Test Wizard will now check and
communicate with the controller. If the controller is communicating correctly a green acceptance
tick is displayed.

The Test Wizard now requests that a card is swiped or presented to the reader.
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@ Test Wizard I

qesl Wizard !J
r A

@ PFlease present your test card to the reader.

‘Wwiaiting for card data........

| On Line | Device name: Main entrance |

AXxxess

Identification

The Test Wizard will now check and verify the card format, facility code and card number. Select

Next to continue.

@ Test Wizard

qesl Wizard !J
r A

Flease present your test card to the reader.

The card infarmation is:

Format: 50 Bit &0 EM

Card Mumber; 10 :
Facility Cade: 15 (1]

Pleaze go to the nest step.

Back LCancel

| On Line | Device name: Main entrance |

The Test Wizard will now configure the card format, cardholder, and access point and download

the data to the controller. Select Next to continue.
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@ Test Wizard

'vT est Wizard
A

Mow the system will build the configuration for this card and
download the databaze to the contraller automatically.
Please wait

Configure card lype.
Configure cardhalder
Configure access pol
@[ atabase download

Back

I ezt I

[Eance]

|Dn Line

| Device name: Main entrance

Now the Test Wizard will complete a number of hardware tests — please follow the on-screen

I Instruction: o i

@ Test Wizard

4
Test Wizard

-~

ard to the re

Dizable high
security mode

Return ta nomal

cards will have
ACCess,

Controller should be in high gecurity mode.

e Al wvalid

Skip Lgait ezt

; ain 4 times.

0k

T

| Device name: Main entrance

prompts.
4
o
mod
|Dn Line
[ ]

LED should stay on green for 5 seconds

Unlock Door — presenting your card to the reader once will unlock the door, the controller

High Security Mode — presenting your card to the reader 4 times will test the high security

mode, the controller LED will flash 4 times red every 5 seconds

Normal Mode — presenting your card to the reader again 4 times will put the system back

to normal mode, the controller LED flashes green every 5 seconds

controller LED will

controller LED flas

AX200 Installation & User Guide — July 2007

flash green twice every 5 seconds

hes green every 5 seconds.
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Door Latched Open — presenting your card to the reader twice will latch the door open, the

Door Locked — presenting your card to the reader twice again will lock the door, the
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Select Next to continue.

@ Test Wizard I

([Iesl Wizard !J

A

Cornmands Test
Click on the test buttons 1 -- 5.

1 Remate REX Button |
2 Door Unlocked |
3 Set High Security Mode |
4 Dead Lack |
3 Set Nomal Mode |
Skip | ezt
| Or Line | Device name: Main entrance |
@ Test Wizard I
([Iesl Wizard !J
A

Test Results

Local Reader Test
Open Door | Set High Security | Set Mormal Mode | Set Door Unlocked

PC Command Test

Remote HE><| Set High Security|Set Mormal Mode| Set Door |Dead Lock,
Unlocked

Frint Report I Delete Test Card |

| On Line | Device name: Main entrance |

Test Wizard %] I

The gpztem has been successiully gt up and tested,

'ou can now add user cards from the 'Cardholder’ icon or set-up additional features
of the controller using the ‘Access Pont' icon.

Once completed, additional cardholders can be added by selecting the cardholder icon or through
the cardholder configuration screen. Optional features can be set through the access point
configuration.
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Cardholder

Cardholder configuration consists of five elements

Main Settings
Other Info
Mode Settings
Personal Info
Vehicle Info

Adding new cardholders can be done from the main settings screen. The other tabs are for extra
features and additional database fields.

Main Settings

B Cardholder Configuration

ile Wizards Tools

Cardholder Configuration

e >
Main Settings Other Info Mode Settings Personal Info Wehicle Info

 Main Setting:

Card Mumber| 2259 Imprint| 2259 Hickname | Supergirl
First Name |Karen Middle Mame |Julia Sumame |Hixon
Iritisls KN Ernplayrent [Part time -l

Department [Maintenance Job Titls [Deputy

Acosss Group Al x| Cad TypsfecdESSID FC-15 |
=

Time Zone [TZ741 -~ ﬁ Template | General

Card Status |Active - S8
B W o @
PIN Code 8745 Phato Add Wwizard Replace WwWizard Diagnostic

CordMumber | Fist Mame | Middle Hame | Sumame | Cord Stas &
Ashley Leno Bctive
Jaseph Sinalra Active
Marlon Kay Active
Saman Tavana Active
i

3 Prieit current card details

Pritnary fields in pellow must have data |

Card Number
Unique card number — maximum 10 digit number. This number excludes the facility and site
code number which is defined in card type.

If you change the card number to 0 (= no card), data can be left on the database in case the
person requires a card again or, if all the data is entered first and cards are issued at a later
stage. This feature is specifically useful for frequent visitors and contractors.
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Imprint Number

If the number on the card is not the ‘true’ number in the card, then this printed number can be
entered here. Alternatively this field can be used for other data e.g. membership numbers etc.

Employment

To indicate the type of cardholder, fields can be selected from the drop-down box or entered
manually. When entered manually it will ask for confirmation when you save the record and can
be selected the next time from the drop-down box.

Department
Select a department from the pop-up window, departments can be added or deleted as required.

Access Group

An access group is a collection of doors. When a group is selected, the cardholder will have
access to the doors assigned in the access group. Two groups are fixed and cannot be deleted —
All and None. The group All automatically includes all the doors including those added by the
device wizard. If the group None is selected, the cardholder will not have access to any of the
doors.

Card Type

The card type is by default greyed out. If under System Settings, General Settings the Multiple
Card Format is enabled, then this field can be used if you require cards from other system to work
as well.

A card type is the name given to the card format and facility code combined. It is recommended
that you use the card format wizard if you wish to add new card types.

Card Status

This field overrides all settings, if the card is set to: Destroyed, Inactive, Lost, Stolen or
Suspended. The card will not have access unless set to Active.

It is recommended that you use this field if a card is for instance stolen instead of deleting the
whole cardholder record. By using this method, you can always see at a later stage why the card
was inactive.

Pin Code

1 to 6 numbers — the default setting is 4.

This field is required if PIN Settings (found on the Access Point screen) is enabled and a keypad
or reader with keypad is used. If a reader with PIN is selected, the card is presented to the
reader first followed by entry of the PIN code.

Time Zone

An important part of the AX200 software; this feature allows you to determine exactly when a card
holder is allowed to have access through a particular door. To open the time zone window click

on the £3 icon.

This page contains a time table which includes eight columns representing seven days of the
week plus an extra column for holidays.

To create a new time zone press add and enter an appropriate name for the time zone. You can
program up to 256 different time zones. Any record after the 256" time zone will not be
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downloaded onto the controller. Every day of the week has been divided into the periods of 15
minutes. Red zone is when the card holder will not gain access through the door. If the
cardholder presents his/her card during this period the message on the screen will say that the
time zone is not active and therefore access will be denied. To grant access to a cardholder
during a specific period of time, click on the start time, hold the left click down and drag the
mouse to the end time. The selected period will be displayed in green. Alternatively you can give
exception access to the cardholder by selecting the “Exception Monitoring” and follow the same
procedure. In this case the selected area is displayed in blue. So when the cardholder presents
his/her card to the reader the transaction on the main screen will be of “Access granted —
Exception” type.

Access granted — Exception <Cardholder’s Name> <Card No.> <Door’s Name>

Once you've finished programming your time zone press Save. Use the %] button to scroll
through the existing time zones. The first 9 records including No Access, Always Access, Always
Exception and TZ1 » TZ6 are the defaults and included in the blank database.

@ Time Zone El

Time Settings

mow [ TuE [ weo [ THU [ FR | saT | sUN [ Holiday | oo & No acoess

= 01:00 || I Access
— 0200 B E:ception manitaring
£

@

Edit Holiday

Time Zone Mame
TZ5

@O
g—n-

hdd Delele

Access on holidays could be programmed separately. To change the holiday settings press “Edit
Holiday”. Mark the holidays in the calendar simply by clicking on them. Once you’ve highlighted a
date, it is added to the selected holidays list on the right. If you need to take a day off the list click
on it once more. Some holidays are not fixed and move every year. Tick the check box next to the
regular holidays (like Christmas) so you won't have to program them again next year. You can
enter a brief description for each holiday by pressing the “Edit Description” button. Click save and
close the screen when you're finished.
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n Holiday Settings
System Holidays 2007
January February March
Sun Mon Tue Wed Thu Fri Sat |Sun hfon Tue Wed Thu Fri Sat |Sun hon Tue Wied Thu Fri Sat
34l s 1z 3 1
¥y & 9 1w 1 o122 1[4 5 & 7 & 9 104 &5 6 7 8
14 15 18 17 18 18 20 |11 12 13 14 15 18 17 [ 11 12 13 14 18
21 12 23 24 25 26 27 |18 19 0 21 22 12 24 (18 19 20 m 22
2 10 330 N % 26 27 28 6 26 27 W 20
Apiil May June
sun hion Tue Wied Thu Fri  Sat |Sun hion Tue Wied Thu Fri  Sat |Sun hion Tue Wied Thu Fri  Sat
1 2 3 4 5 6 7 1 2 3 4 1
& 8 10 11 12 13 14|86 7 @& @ W M 2|3 4 5 & 7 8 9
15 16 17 18 19 20 21 |13 14 15 16 17 18 190 |10 11 12 13 14 1§ 16
22033 24 25 26 27 28 |20 2 22 23 24 26 17 13 19 2 21 12 2B
9 a0 b R T < 4 36 I ;| 19 30
July ALigust September
Sun Mon Tue Wed Thu Fri Sat (Sun Mon Tue Wed Thu Fri Sat |Sun Mon Tue Wed Thu Fri Sat
1z 3 4 & & 7 2 1
8 @ 1w 1 12 12 5 & 7 8 9 WM 1" 2 3 4 5 6 7 8
116 17 18 18 20 2 |12 13 14 15 16 17 1 |9 0 11 12 13 14 18
3033 24 35 0 ¥ W |19 W 1 3@ 1 24 16 17 18 18 m 11 22
9 30 AN 6 37 28 20 3 31 23 24 25 6/ 37 13 2
30
October November December
Sun Mon Tue Wed Thu Fri Sat |Sun héon Tue Wied Thu Fri Sat |Sun hon Tue Wed Thu Fri Sat
1 2 2 4 & ] z 3 1
7 8 9 10 11 12 13[4 65 & 7 2 @ 110|2 2 78
1415 18 17 18 1@ |11 12 13 14 15 16 17 [ 8 10 418
2112 23 34 25 26 12 19 0 M 22 23 M |18 7 M2z
@ 18 30 A 8 36 2 3 1 30 3 4 2% 28
30 3
13/02/07 I 26/12/07

Selected Holidays

Date Description
Holiday
O02401/2007 | Haliday
[017/03/2007 | Holiday
[021/03/2007 | Holiday
[024/03/2007 | Holiday
[05/05/2007 | Haliday
O2605/2007 | Haliday
[002/06/2007 | Holiday
[014/07/2007 | Haliday
[04/08/2007 | Haliday
[025/m08/2007 | Holiday
[027/10/2007 | Holiday
[A25/12/2007 | Christmas
0251122007 | Holiday

Edit Description —
Save Cancel —]

Tick Checkbax to set regular haliday.

Photo

A digital photo can be added in the following formats — JPEG, GIF and BMP. To add
a cardholder photograph, click on the Photo button and select the file using the
browser. If the controller is used on-line then every time a cardholder presents a
card, the transaction including the photo will show on the Main Screen.

Photo ID
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To access the Photo ID window click on the “Photo” button under the “Main Settings” tab in the
Cardholder screen.
Photo ID window is where you can add a picture or change the template on your card.

8 Photo ID
File Phata

Department
Maintenance
Karen
Mizzon
080552005

Deputy

WY BX XSSl com

2259

PICTURE CREATOR

[~ Frint Reverse

& Land:cape
€ Porlrait

Add a Photo

There are two ways of adding a new photo to your card. You can either import a photo from a file
or use a camera.

Capture Picture from Camera

If there is a camera connected to your PC you can have live picture on your screen. Just click on
the Start button in the Picture Creator section on the right hand side. A new window will be
opened where you can capture an image from the live picture. The captured picture will then
appear in the picture creator window. After selecting the appropriate part of the picture click
“Accept”. Your picture will now be printed on the card.
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Which pictures do you want to capture?

Click the Capture buttor to create a picture fron the video. Then select one or more thumbnails
and click Get Pictures to bring them into your application,

@ :

Plzaze wait, reading picture information. .

[ Get Fictures ] [ Cancel

Import Picture from File

You can also import a photo from a jpg, gif or a bmp file on your PC. Just click on the import
button, select the file on your hard disc then click open.

Templates

To create a new template click Add. By default the company’s logo would be displayed instead of
the cardholder’s photo unless you import a picture either from a camera or a file on your PC. The
text fields displayed on the right hand side could be moved simply by clicking and dragging. Click
Save once you're finished. To edit an existing template press the Edit button.

Add New Card Wizard

It is a simple way to add a single or a block of cards at once. Start field definitely needs to be field
in. the value in the start field will be the first card number. If you're planning to add a block of
cards you need to fill in the End field as well. The number in the second field will be the last card
number.

Card R ange

Start |1 End |20

Any other information entered in the other sections will be applied to all new cards. If the high
security and door unlocked feature are selected then these will be for all the doors in the access

group.

Individual settings per door can also be made using Mode Settings.
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First Marne |I'v1ike

Surname |Mckay

PIM Mumber | 2546

Department | Technical

Card Status |ﬁ.u:tive

Card Seftings

Accessz Group |,.-:.,||

Time Zone |r-‘«|ways Arcess

j |zzue Date

[v High security card
[v Allow o zet door unlocked

[+ Allow to zet high security mode

[v Extended door open time

{02/01/2007 |

Card Replacement Wizard

Card replacement wizard will substitute the current card with a new one. You can specify which

card status you want the current card to change to.

éﬂld Hépllacement Wizard

b A

Card Replacement Wizard

Current Card Mumber; 4444

Frevious Card Number; |598?4E||:||:|, Lozt

Change Card Status to; ||_03[

Hest | LCancel

After clicking Next the current card will be deactivated. All you have to do now is to enter a new

card number.
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f

Card Replacement Wizard

€ald Hé|;lacement Wizard

|

Mew Card Mumber: 28787

Imprint Number; [Dptional)

Previous |

Hext | LCancel

Card Diagnostics

AXxxess

Identification

Card diagnostics gives you a summary of the current cardholder setting details. If a card does not

have access to a door, then the diagnostic button is a quick and easy way to see why.

Card Diagnostics

b A

Card AccessfMo Access Diagnostics

Main Entrance

Control Foom
IT Room
problem reader
Access Point 5

Please select an access point from the list then click NEXT.

Hext Cloze

After selecting the appropriate door click Next.
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Card Diagnostics

y /o
T N

Card Access/Mo Access Diagnostlics

o |

Thiz cardholder setting Details:

Card Mumber: ....235684
Access Level: LAl

Facility Code: .15

Site Code: ......... Mok set
lssue Mumber: ...Mat set
PIM Code: ........ 1234
Card Status: ......Active

Time Zone: ... ) CAlways Access

Aszzociated Access point settings:

|dentity:. 0011594
Mame:... ...Main Ertrance
Mode Settings:...Card Only
Start mode:........ Mormal mode:

Card Type: ........ AxESSID FC=15
Card Format: .....50 Bit A<10 EM

Diagnostic Summary:

All the zettings are fine. Thiz card will get access if it
iz downloaded successfully to the relevant access
point.

Back

AXxxess

Identification

The information on the left is a brief summary of cardholder setting details and the associated
access point settings which can also be found under cardholder Configuration ¢ Main Settings &
Access Point Configuration ¢ Access Point.

Diagnostic summary on the right explains weather or not the current card holder will get access

through the selected door.

Search

Searches can be performed on the cardholder record by clicking with the mouse on the field

label. The mouse pointer changes to a magnifying glass on field labels which are searchable.

Main Settings T

DOther Info

T Muode Settings T Personal Info T

Wehicle Info

-~ Main ing:

Card Humber [77

Imprir’\tl

HNickname

First Mamg |Huberl

Middle Name [James

Surname |G

Initials [FuJM
Depatment[tccounts

AocessGroup [Al |
Card Status|Active
FINCodefi2 |

22 Michael

a0 Susan
7 Robert
79 Rupert

Card Number First Hame

80 Rebecca

Cardholder

Search Field |

Rebecca
Susan
Michael
Amanda

Granger
Green
Gibbons
Gable

You can specify certain criteria when performing a search for example on the card number field

>5 will produce a result of all cards greater than 5
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<5 will produce a result of all cards less than 5
1-5 will produce a range of cards from 1 to 5

From the search list you can either select the required record or press Escape key (Esc.) to exit.

The search facility also allows partial searches e.g. by clicking on the surname field label you can
enter the first letter (or more) of the surname and the results will automatically be displayed on
screen. By clicking in the search list will display the appropriate cardholder record.

Card 0 Function

Cardholder details remain on the system without deleting the information. This feature is
especially useful for frequent visitors or contractors. Simply change the card number to 0 when
the person leaves, upon their return simply change the card number from 0 to the actual card
number issued.

) Cardholder Configuration

Fie Wiads Tooks

Cardholder Configuration

idde Name[Tare

E

=] Cou TP e

&)

AddWigard_| Replace Wizard| _ Diat

P Piint cunent card details

Print Current Card Details

On the cardholder screen, there is a printer icon, which allows the user to print the
current cardholder record without going to the report menu. This feature is especially
useful if the cardholder has to sign for the card issued to them and a hard copy is kept.

® Frirt curent card details

Database Fields per Cardholder

A card number and access group are the minimum fields required to activate a card. All the
other database fields are optional and are grouped over a number of easy to navigate tabs.

Main Settings Tab
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Card number
Imprint number
First name
Middle name
Last name
Nickname
Initials
Employment type
Department
Job title
Access group
Card type

Card status

PIN code
Photo

Other Info

AXxxess

Identification

up to 10 digits

20 characters — usually the number printed on the card

30 characters maximum

30 characters maximum

30 characters maximum

30 characters maximum

10 characters maximum

e.g. contractor, visitor, part-time - unlimited number of characters
50 characters e.g. Administration, Sales

20 characters maximum

50 characters - which doors the cardholder has access

each card can be a different format or facility code, allowing use
of a variety of existing cards within the same technology

active, lost, stolen, suspended, destroyed, inactive

from 1 to 6 digits (individual per user)

graphic file e.g. BMP, JPEG, GIF

Mam __S___g!!ip_g;ﬁ I Other Infa T Mode Settings T Personal Infa T “Wehicle Info
i~ b ain Setting:
Card Nuthr|1D238235 Impnnll Mickname
First NameIHachaI Middle NameIAnn Surnarne | T einton
Iritials IF\AT Employment 'I

DepartmentlAccounts j Job Title IEIelk
Access Group IAII j Card Type IAXP Standard j

Card SlatusIActive -

A [ 2
PIN Code|1234 Phato Add Wizard Replace Wizard Diagnostic

Includes a few more details about the cardholder and the employer.

Previous card(s)
lost

Total number of cards

Issue date
Employer
contractors
Report to
Employment date
Contract duration
Phone number
Extension number
Fax number

AX200 Installation & User Guide — July 2007

previously issued card numbers and reasons for cancellation e.qg.

total number of cards issued to this person
records the date the card is entered onto the system
multi-company support for shared entrances etc or site

manager’s name

use drop down calendar or type in date
enter number of months

30 characters maximum

50 characters maximum

30 characters maximum
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Wehicle Info

tain Settings | Dther Info I Mode Settings I Personal Info I

— Other Infarmatiorn

Previous Card(s) |5438?2,Inactive A Total Number of Calds|2

lssue Date | 21/01/2003 'l

Employsr IHegal Secience Lab LI
Repoit tofkrs Lever Employment Date | 5 / 2 /38 'I Contract Duration|53 (manths)
Phone Mo.|01 234 567830 Extenzion | 3182 Fax Ho.| 9876

Employer
To add a new employer click on the drop down menu. Once the employer list has been opened
click Add.

Option

%]

Select one itern and click OF.

Aemess [dentification, Lid
Ancestral Collection Ltd
Metwark, Fail

Cannon's Health Club

sdd | Edt | ok | cancel |

You must enter an Employer Name in the Employer Configuration window. Once you’re finished
click save and exit. You can edit an existing employer by clicking on the Edit button.
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Employer Configuration

£

Emplayer 1D 5

Emplayer Mame |AHHBSS |dentifization Ltd

Address |

City |

County

Post Code

Country |

wieb Site |

Phaone M.
Contact Mame

Far Mo.
Contact Title

Notes

Record 1 of 4
| |

Save LCancel

Mode Settings

Individual setting per door and per user for High Security and Latch function

authorised to set Latch function

authorised to set High Security mode
access granted in High Security mode
extended door open time on valid card use

Mode settings tab is an important section of cardholder configuration. It allows you to
programme a card to have a specific effect when presented to each reader. The access
point column includes the list of all the readers configured on your PC.

d ain 5 ettings Other Info Mode Settings Perzonal Info Wehicle Info
Mode Settings
Access Point HiSec Eut'd Doar SetHiSec Set Latch Tirme Loke
Main Entrance ‘e Ma Yes Mo Always Access
B |Control Roam Ma e Ma e Alwmays Access |.i'qlways Access j

IT Rioom ez Mo Tes Mo Always Acoess Mo Access ¥
Always Hooess
TZ9
TZ8
127
TZE
25
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High Security (Hi Sec)

If a door is set on high security mode, you need to have a high security card to unlock it.
Mode settings section is the place to create a high security card. By default no card has
the permission to open a high security door. However you can grant this permission
simply by changing the text NO to Yes (by clicking on it) under the Hi Sec column.

Extended Door Open Time (Ext’d Door)

Activates the Extended Door Release Time function. To change the Ext’d door release
time please refer to Access Point configuration ® Access Point.

Set High Security Mode (Set Hi Sec)

There are to ways to set a door on high security mode. You can use the High Security
button located on the right hand side of the main screen under the list of controllers or
you can use a card. Once the “Set Hi Sec” is activated; if you present your card to the
appropriate reader, 4 times within eight seconds, the reader will automatically go on the
high security mode. To restore the normal mode repeat the same procedure. Activating
“set high security” mode also activates the “high security” option.

Set Latch

Once the set latch is activated; if you present the card to the appropriate reader twice
within four seconds, the door will be unlocked and it will remain open until it is put back
to normal mode, either by using the same card twice or by pressing the normal mode
button on the main screen.

Time Zone

Allows you to choose a different time zone for every door.

Personal Info

Includes additional information about the cardholder such as: date of birth, address, e-mail and ...

Date of birth use drop down calendar or type in date

Age automatically calculated using the date of birth field
Sex male, female, other

Address maximum 101 characters over 28 lines

City text field maximum 30 characters

County text field maximum 30 characters

Country text field maximum 20 characters

Postcode text field maximum 20 characters
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Home phone
Mobile

Email address
Home page

text field maximum 30 characters
text field maximum 30 characters
text field maximum 50 characters
text field maximum 50 characters

National Insurance No text field maximum 20 characters

Payroll
Notes

text field maximum 20 characters
text field maximum 255 characters

FPerzonal Information

Drate of Birth |22.-"|:|5.-"'| 950

| Age | 56

Sex |Male -

Address |23, Greenwond D

e

City |I3 lazgow

County |S|:|:|tlanu:|

Country ||_|K

Past Code |MJ3 3MH

Hame Phone |DEE?43521 Gh4

b obile |I3854I3352'I E5

Email Addresz |EIEI?@_|,-ahu:un.|:Dm

Home page |www.reza.k.cnm

M ation al |NMEII3529E| Motes |Alernative Murmber:
Insurance Mo E374563215646535
Payrall |
Vehicle info

Contains information about the person’s vehicle. You can choose your car make and
model from the appropriate list. Press Add (in the car make/model list) if you need to
add a new car or press Edit if you need to change the details of an existing model.

First Car

Car make
Car model
Car colour

Registration number
Parking space

Second Car
Car make
Car model
Car colour

Registration number
Parking space

AX200 Installation & User Guide — July 2007

Download from

select from drop down list

select from drop down list

select from drop down list, pre-defined with car shown in
selected colour

text field 30 characters maximum

text field 50 characters maximum

select from drop down list

select from drop down list

select from drop down list, pre-defined with car shown in
selected colour

text field 30 characters maximum

text field 50 characters maximum
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tain Settings T Other Info T Mode Settings T Perzonal Info T Yehicle Info

YWehicle [nformation
First Car

Car Make |Furu:|

j ﬂ Car D:ulnur|
=

[~

Green

Car Madel |Probe Riegistration No. |5 54654

Parking Space |P3

Second Car

Car Make |Peugent

j ﬂ Car Colour Black -
=

Car Model 405 Riegistration No. [k 115431

Parking Space |1 M

Access Point Configuration

Access Point Settings

Aocess Point Settings

Aocezs Paint (D |

2 Access |dentity (007009

Accesz Paoint Hame |.£‘-.u:u:ess Paint 1

Eu:umment$|

* Mormal " |n Reader " Out Beader

— Time Settings

[v Door Schedule

[ CCTY |

Access ldentity

Every device has a unique “Access ldentity” and is given a distinctive “Access Point ID” when
connected to the PC. Each controller has a serial number and this is used to communicate with
the PC. If the identity has been entered manually during a system setup or where controllers are
connected using a DTU, then the replace function should be used when the controllers are
operational.

Access Point Name

Access Point Name is specified by the user and could be changed at any time. The extended
length of the field allows up to 50 characters e.g. Building 1 Section West Door 28 Admin. The
first 20 characters are displayed on the current controller information.
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Door Comments

This memo field can store additional details regarding the location or any other use e.g.
temporarily out of use due to building work

Every reader can be programmed as Normal, In Reader and Out Reader.

If a reader is set to operate as an In Reader, the card number and the person’s name would
appear on the “who’s in list” when the card is presented to it.

If a reader is programmed to be an Out Reader, the card number and the person’s name would
be removed from the “who’s in list” and appear on the “who’s out list” when the card is presented
to the reader.

If a reader is set on Normal mode, access will be granted to the person holding a valid card.
However it doesn’t affect the who’s in/out list. In other words it doesn’t influence the count of the
people inside the building.

Time settings button becomes active by ticking the Door schedule box and clicking on the save
button.

You can schedule a door to be open during a specific period of time by clicking on the “Time
Settings” button. The door can be programmed simply by clicking and dragging the mouse. The
green zone is the time period during which the door will be unlocked.

Note: Please note that the door status selected in the main screen overrides the door schedule.
This means that once the door has been unlocked by using the controller buttons on the main
screen, it will remain open even thought it has been scheduled to be closed.

CCTV: opens the CCTV configuration window. You will then have to either enter the IP address
of the PC running the I-Catcher software or enter address of the web page containing the
camera.

. CCTV Configuration

CCTY Name |Test

" i -Catcher IP Addrezz of PC running i-Catcher. eg.192.168.0 42

P shing IF string [including http: /4]
e.0. httpe /4192 168.0.42 findex. him

e.0. http:Adusmm: peewrdie] 32,1680, 42 index. htm

where “'uzrnm' ig the login uger name and "pszwrd" iz the
pazsword for the page.

hitkp: & e, reken, physik, uni-muenchen. dedmeszomikoog sta

Testttw| Ear‘u:el| oK, |
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Door Release Time

Door Releaze Time

Standard|5 ilSeu:. Extended |10 ilSeu:. Fequest ta Exit |5 ilge.g_

Standard door release time is the amount of time it takes for the door to be locked again, after
being opened by a valid card. (Range: 1¢255s)

If the “Extended door open time” option has been activated in the mode settings of a card; then
the door will remain open for the amount of time entered in the Extended field. (Range: 1¢255s).
It allows individual cardholders to have the door open for a longer period of time e.g. disabled or
elderly people.

Request to Exit This time can be individually set and is often set longer when the REX is used at
the reception allowing visitors a slightly longer entry time. When the REX Button is used, the
reader fitted outside can be set to sound twice to indicate the door has been released for visitors.
This feature is particularly useful when used with magnet locks since their operation is totally
silent.

Start-up Mode Settings

Start-up Mode Settings
" High Security Mode " Door Unlocked

i+ Momal Mode " Last Known Mode

The start-up mode settings enable you to determine how the door operates in case of total power
failure, including exhaustion of the battery back-up. All the data is stored permanently in the
controller for up to 100 years without the need for any power and upon power-up will continue to
operate without the need for a database download.

High security mode Only cardholders with the high security mode
enabled will have access.

Normal mode Returns to normal mode from whatever the
status was prior to power failure.

Door unlocked The door unlocks permanently until a valid card

with the unlock feature is used twice, or the
door is changed to normal mode from the PC.
Last known mode This will return to the status the door was set to
prior to power failure.
Group(s) contain this point displays the list of the access groups which the current access point
is assigned to.

Door Contact Settings
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Dioor Contact Settings
[v Door Contact v Door Forced Alam Local Door Held Open Alam|5 ilae.g_

W RelayReset v Sounder  [v Peader Dffwhen Open D oorHeldUpenAlamiqg Sec.

Door contact settings are enabled by ticking the Door Contact box.

Door Forced Alarm: generates an alarm immediately after the door has been opened by using
force. The alarm is cleared automatically as soon as the door has been closed. However the
sounder remains active until you select the appropriate reader from the menu on the right hand
side of the main screen and press “Clear Alarm”, or present a valid card.

Relay Reset: De-activates the relay timer instantly when the door is opened. By choosing this
option only one person gets access after presenting a valid card and the possibility of tailgating is
reduced.

Reader off When Open: the reader will be disabled (not the REX) if the door contact is open.
This feature can be used for alarm systems e.g. the alarm is on so the door cannot be opened,
Parking application - there is no car on the presence loop, so the barrier cannot be activated by a
pedestrian or for air locks, one of the two doors is open so the second remains closed.

Door Held Open Alarm: the length of time after the relay expires the door is allowed to be open
before an alarm is generated.

Local door held open: This is a local alarm activating the sounder in the reader but does not
send an alarm to the PC (if online).This feature is normally used in conjunction with door held
open alarm and warns people local to the door to close the door or a full alarm will be raised.
This feature is particularly useful with online systems where security guards are called out a
number of times whilst people are talking in the doorway.

PIN Settings

FIM Settings
& Card Only — ¥ High Security Mode Activates Card + PIN

T PIM Orly (" Card + PIN Flr TimenutlE ilSeu:.

Card Only: PIN pad is deactivated when the Card Only mode is selected. Access is granted only
when a valid card is presented.

PIN Only: A Personal Identification Number (PIN) only is required to open the door. This can be
an individual number per user or a number for a group of users. The system supports 2,000 PIN
only or 2,000 card and PIN users. In this mode, if different PIN lengths are used per person, less
than the maximum PIN length set under “general settings” the number requires # to complete the
entry. If the maximum length is set to four then only four digits have to be entered.

Card + PIN: First a valid card must be presented to the reader followed by the individual PIN of
the cardholder. In this mode the controller will know from the card what the PIN length will be and
no # will be required
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PIN Timeout: Indicates in seconds, the time required to enter the PIN number before clearing the
buffer or sending the data as invalid or incomplete. A longer time might be required for elderly,
disabled or specific locations i.e. car parks.

High Security activates PIN: The system normally operates in card only mode and changes to
card + PIN when a High Security card is used four times at the reader. This is normally used at
the end of the day to increase security after normal office hours.

Device Parameters

Device name & Identity are displayed on the top left of the screen. Device name could be
specified in the Access Point Settings section under the Access Point tab. Do not attempt to
change the Identity manually; it may no longer be recognized by the application.

Every device is given a specific name when connected to the PC. Device Name could be
changed in the Device Manager tab.

2 Access Point Configuration

Access Point Configuration

DR e R PR

Device Parameters

Device name: Access Point 1 Identity:0071009 | Access Point B

Device Group [Cortiler

Device Type |A><an+

Fleadsr Type |A><P FReader

|
|
|
Harduware Version [+ Memon Size (KE)[ES_ |

Firmware Yersion

Application [2

Batch Mumber Desvice name: |200 14

Serial Mumber in Batch Device IP Addiess [192168.16.173

Pimany fields in yellow must have data

Device Group
This specifies the type of device connected.

Device Type
Within the device group the type of unit

Hardware Version
Hardware revision number
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Firmware Version
Firmware revision number in AX100 PCB

Batch Number
Production identity number

Serial Number in Batch
Serial number to be used with batch number

Database Stamp

This number is automatically generated and ensures the correct data is automatically
downloaded. If another PC is connected, this number is different and a forced download is
required since the data held on the PC and the AX100 controller are different.

Access Groups

Access groups give you the possibility to gain access through more than one door by using a
single card. Once the access group is assigned to a card (in the card holder section) you can
open all the doors listed in the access group.

The menu on the right hand side of the screen contains all the access groups created in the
software. All & None are the defaults. The first group in the list is automatically highlighted when
you open the Access groups tab.

All
Mone

Access group tab contains two separate lists: Controller(s) available & Selected Controller(s)
in Group. The first list contains all the access points that have not yet been assigned to the
highlighted access group. Therefore if group “All” was highlighted the “Controller(s) available” list
would be blank. The access group ‘All’ gives access automatically to all AX200 controllers
including new ones added at a later date and cannot be deleted or altered.

The Fixed sign in the Group Configuration section means you cannot change any information
displayed on the screen.
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Creating a new access group

Making a new access group is very easy and quick. All you have to do is to click on the “Add”
button and transfer the appropriate doors from the “Controller(s) available” list over to “Controllers
in group” list. In order to move an access point across; you can either double click on it or
highlight it and press the > button. Clicking on the >> button would transfer all the access points
at once.

Controller(z] Awvailable Selected Contrallenz] in Group

- Control Boom
— 1 |IT Room

When finished, type in a name for your group and click “Save”.

Group Mame |Test

After saving, the software will automatically give your group and ID number.

Group D 3

Device Manager

Device manager displays all the devices that are or have been connected to the local network at
some point.

The PC server icon on the top opens the Server IP Configuration window where you can
configure the network settings of your PC. If the icon becomes red it means there is something

wrong with the network settings of the PC. This usually happens when the IP address of the
server is incorrect.
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PC Server

So if the PC server icon is red open the server configuration window by double clicking on the
icon.

2} Server co nfiguration

Metwark setting far PC: dewh

2 |P addrezs Subnet mask DHCP enabled  Adapter name Adapter description
1592 168.16.25 | 256 255 266,00 [Yes |Ethemet adapter |Realtek RTLE133 Family PCI Fast Ethernet MIC - Pack

Server IP 3 ) : *7

v LA [ Wi
Auto zet-up for device Port rumbers
Local Remote
Stataddress g _ o | 0 0 7 Port no. Type Fartno. Tppe
Subnetmask 755 255 285 0 8434 Broadcast UDP[&ccess control] | 8484 Broadeast LDP(R abbit)
: 1818 UDP[Access contral) 4848 UDP[Rabbit)
Gateway |O . 0 , 0 .0 50000 LIDP(Environment.] S0000 UDP(lbax]
Mext available address | g 0 0 0 161 UDP[SMMP agent) 162 UDP[SHMP manager)
4782/4783 TCP [Client, OCx)
21 FTP
Firmnware Settings ‘ General Settings ‘ PerformanceAnaIyser| Set Password [ Cancel oK

If the Server IP field is blank or contains a number which is different from the IP address of your
PC click on the «? Button. The software will automatically obtain the correct IP address of your
PC. When you're done click OK. The PC server icon should now be blue.

PC Server = 3

Automatic IP Setup

The IP address of the server stored in the database
is automatically checked against the IP address of

the PC every time the application is restarted. If the
IP address has not been set, the software will notify

the user by displaying a message box asking if
they want to obtain the correct IP address.

Server IP address iz not set. Do pou wish to zet it now?
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After pressing Yes, the correct IP address is

automatically detected and displayed. This IP
address will be recorded in the database as the Server [P address iz not set. Do pou wish to zet it now?

server |P.
Ma

Server [P zet to 192.168.16.25

If the IP address of the PC does not match with what's been recorded in the database, the
software will warn the user at the startup by displaying the following transaction.

To get to the Server IP Configuration click on Access Point on the main screen; under the Device
Manager tab click on server IP icon at the top. In this screen you can obtain the correct IP
address by pressing the |? Button. This usually happens when the database is moved to a
different PC.

If the database has been restored on another PC the server IP address in the database will not
match the IP address of the new PC. If you press the Change button in the server IP
configuration the software will automatically download the IP address of the new PC onto
all the devices connected to the local area network. In other words all the devices on the
network are now configured to communicate with the new server (current PC).

Metwork zetting for PC: devb
L Currert [P Address Of The Server

2 |F",ELCMLE§_L4 Subnet mask DHCF enabled  Adapter name Adapter description
192.168.16.25 255,255, 255.0 [Tes |Ethemet adapter |Fealtek RTLE139 Family PCI Fast Ethenet NIC - Pack
|

Server P {132 168 16 1550 #P| OWPCs P Address
v LAM [ WwiaN Global change device server P Change

If however the IP address of the server is changed while the DHCP is not running; you will have 2
options available: 1) you can download the current server IP onto all the devices connected to
LAN, by pressing Global change device server IP; or 2) you can change the current IP address
of the PC, back to the last recorded IP address in the database, by pressing Set PC IP address
to last stored. Once the PC is set the old IP address you will be able to communicate with all the
devices that had previously been configured on your PC.
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Metwark zetting for PC: dews current P Address OF The

SErvEr

= Iwubnetmask DHCP enabled  Adapter name Adapter description

{192 168.16.199 ) | 255,255, 255.0 [Mo |Ethemet adapter |Realtek RTLA129 Family PCI Fast Ethemet NIC - Pack
| I | |

—
ServerIP ({32 168 16 75 b =erver P As Stored in The
= = = Database

¥ LAN [ Wit Global change device server [P Change Set PCIP address to last stored ::Ehange:

Device Status Indication

If a device has been disconnected from the network it goes off-line and is displayed I
with a red cross on it.

If a device icon is red it means the controller is connected to the network but is not I
programmed to communicate with your PC.

In order to configure a device on your PC open the Tcpip Settings window by double clicking on
the device icon.
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In the Tcpip settings window, under the Device Tcpip Settings [‘Z,I
settings tab; click on “?” in front of the Server IP : : :

field (on the bottom) to obtain the server PC IP Devies Setings | | Test Comnecton |

address. Seltings

The device IP address is made up of 4 numbers = Name 20018

separated by “,” and is located in the top half of T Device IP Addiess fsz 1es . 16 .16 7|

the screen. The first three numbers of the device

IP address must match the first three numbers SubMask J255 . 255 . 255 . 0

of the Server IP address. However the fourth GatewaylP|O . 0O . 0 . O

number could be anything between 1 and 254.
After entering the device IP, click on the
question mark to make sure the IP you've
entered is free. If the message says the IP
address is in use, change the last number of the

IP address and try again. Choosing a duplicate _fadvaroed |

IP address could cause conflicts in the network. Donr 1
When you're finished click download. eart Eeriel Foer

Door2 (1T Room

E ServerIP 192 16816 L 25 7|

Dovanload | LCancel | |

The numbers of Online, Offline & Not Configured units are displayed on the bottom of the
window. You can use the Device Searching button to refresh the screen.

On Line FF Line Mok Eu:unfigured Fage | > | Device zearching...

Coantral Room

The menu on the right shows the list of all the configured access points. s
aam

Double clicking on any of them will open the Tcpip settings window of
the unit which the access point is connected to.

Double clicking on any of the units in the device manager screen will open the Tcpip Settings
Window.
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Device Settings

Device settings tab mainly provides you with the
network settings of the selected unit. Every unit is
given a unique name by the application when
connected to the net work. You can change this name
at any time. To avoid any possible conflicts in the
network make sure you don’t choose a duplicate
name.

The IP address of the server is displayed at the
bottom of the page. The correct IP could easily be
obtained by clicking on the ? Button.

The Device IP Address however should be entered
manually. The first three numbers are identical with
the first three numbers of the Server IP. The fourth
number could be anything from 1 to 254. The question
mark is to make sure that the device IP address is not
in use.

The name of the doors connected to the controller is
shown in the middle of the screen. To change them
you need to go back to the Access Point tab.

Clicking on the Advanced button provides you with
more information about the current device such as the
firmware version or the MAC address.
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i Tcpip Settings

Device Settings l Fire alarm] Test Connection ]

Seltings

=

Name [200 -17

Device |P Address (192 . 168 . 16 . 10 ﬂ

Sub Mask [255 , 255 , 255 . O

Gateway [P m
Pratocal (UDP
Firmwsare Yersion ’m
MAC Address[0030C2CA3C30
Device Port ,W

Door 1 [ okl Room

Door 2 (1T Room

Server P [132_ 16816 .25 2|
Server Port 1818

Cloze

i Tcpip Settings E|
Device Settings l Fire alarm] Test Connection ]

Seltings
== Name [200 -16

Device [P Address (192 . 168 , 16 . 10 ﬂ

Sub Mask [255 , 255 . 255 . O

GatewaylPlo . 0 . 0 .0

Advanced

Door 1 {Cantrol Room

Door2 (1T Room

E SeverIP [132. 16816 .25 7|

| Cloze |
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Fire alarm

This section gives you the ability to unlock all the
doors in your building simultaneously by using only
one controller. The way it works is that, if the fire alarm

i Tcpip Settings

20017
[v Enable Fire Alarm

Dioors Avaiable
I ain Enl

B

Fire: alarm l Test Connection ]

F

Doors Selected

Contral Foom

is triggered on the current controller all the access IT Room

points listed in the doors selected list will be opened at
once. To enable the settings tick the Enable Fire
Alarm box.

Doors available list contains all the access point
configured on your PC. By default the Doors selected
list contains only the reader(s) that are connected to
the current controller and you cannot remove them.
You can add more doors to your list by double clicking
on them or using the buttons bellow the list. Press the | |
download button once you're finished.

| Cloze |

Test Connection : .
Tcpip Settings E|
Test communication checks the communication
between the PC and the device through transmitting
messages from one to the other. The number of these
messages is given in the Packets field.
When you press the Test Connection button the PC
will start sending 500 (default) packets to the device
and the device responds by sending 500 packets back
to the PC.
You can control the speed of the process by
specifying the delay between 2 packets. The number
in the delay field is in milliseconds.

Device Settings] Fire alarm  Test Connection ]

Test Settings
Delay |5
Server FC
Send
Receive

Packets (500

Device
Send OO O O O O T BOO
Receive OO O O O O T BOO

On Line

Refresh

The connection is considered to be in a good
condition, provided that no more than 15% of the sent
packets are lost.
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System Settings

A continuous check is carried out on the PC’s system resources. These graph bars are located
under the system settings menu and indicate the performance of the system. Often systems grow
bit by bit and no care is given to memory, hard disk space or CPU usage. This can result in very
slow operation or, in the case of lack of hard disk space, a computer crash.

Real-time indicators are:

CPU usage The CPU usage displays how hard the processor is working. If this is
continuously on 100% the system will be slow and would improve substantially if
the processor is upgraded. During backups etc. this indicator will go to 100%
which is quite normal since these tasks are processor intensive.

Memory This displays the amount of RAM in use by the computer in total. Often other
applications running in the background occupy a lot of memory leaving less than
expected for the access control application. A continuous 100% bar shows that
adding memory will improve performance substantially.

HDD Usage This should never come to close to 90%. Clean up unwanted and very old files
on the computer to free up disk space. If there is not sufficient hard disk space
available, the computer will become very slow and eventually will stop operating.
Refer to your Windows manual for further details.

Syztem zage

JOIE..,

P hlerm HOD

Site Info

The site info tab under “general settings” contains 11 data fields including contact name, address,
telephone and system reference numbers. This information is automatically included in various
reports and email functions e.g. card re-ordering and System Settings report.
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3} System Settings

System Settings

Installer Info

Site Name|

Contact|

Address|

Euunhyl

Paost Code Fax No.
Phone No Entension,

Mobile

Email Address|

System Relever\cel

Test Wizard

The test wizard provides an easy and effective way to setup the AX200 system. Together with
hardware and software tests, the test wizard enables you to setup the appropriate card format.
The card used for testing will have access to all doors with high security and latched (door
unlocked) functions enabled. At the end of the wizard, the test report can be printed to a default
printer and the test card can be deleted if required.

Site Info ] Installer Info I Test Wizard I Ermnail Facilities I DB Maint. I General Settings

—Acocess Point

Select online reader for card data analysis

Select the appropriate door from the list and press OK. The list contains only the doors that are
online and communicating to your PC.
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Test wizard is also accessible under Tools menu on the main screen.
E-Mail Facilities

When additional cards need to be re-ordered, it is often difficult to know the type of card, facility
code etc. which can result in delays of card supply or the supply of incorrect cards for the system.
The send card numbers and facility code, emails all the relevant data to the installer. This feature
requires an internet connection.

E-Mail Unknown Format to Axxess ID

If existing cards are used which are not known to the AX200, the data collected under Format and
Statistics — Card Matching can be e-mailed from here. This avoids the need to send cards in the
post for verification. New formats created can then be e-mailed back.

Site Info T Installer Info T Test Wizard TE

DE Haint. T General Settings

Email Facilities

Email unkmown
format to
rarufacturer

Send card numbers
and facility codes

Email abnarmalities
to manufacturer

When you press one of these buttons, the program will try to send the relevant information to the
manufacturer (support@axxessid.com) on your behalf. The application will use Microsoft Office
Outlook to transmit e-mail messages.
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Site Info Installer Info Test wizard Email Facilities DE taint. General Settings

Email Facilities

Email abnomalities Send card nurbers
to manufacturer and facility codes

Microsoft Office Outlook

A program is krying ko autamatically send e-mail on yaur
behalf,
Do you wank to allow this?

IF this is unexpected, it may be a virus and you should
choose "Ma'.

DB Maintenance
Database maintenance is normally done by the AX200 automatically. If data is corrupted

because of an unexpected shutdown of the PC this is repaired automatically when the software is
restarted. All erase functions require an override password and are normally never used. After

each backup, files are automatically deleted.
General Settings

Site Infa T Installer Infa T Test Wwizard T Email F acilities T

Databaze Maintenance

= (=]

- % | B 4| =
Cormpact Database wport Impart
Databaze Backup Settings Restare Cardholders Cardholders

= (=]
6 LY
E sport PhotolD Import Photol D
Template Template

1F4]

Device Maintenance

|
Firrmwware
Settings

Compact Database
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The database can become slow if a large number of additions and deletions of records occur.
The compact database function reorganises the database which reduces the database size and
improves the speed. Compacting the database is recommended every three months or every 500
cardholder changes.

Backup Settings

It is strongly recommended to backup the system frequently. This can be done manually or
automatically at preset times and days. The backup path is by default to the same hard disk as
the AX200 software (C:\Program Files\AX200\backup). It is recommended to backup to tape in
case of hard disk failure.

Log and event files can be deleted after a specified amount of time (Backup settings), to prevent
the hard disk becoming full. Using the report module, backup events can be viewed and printed.

Database Restore

In the unlikely event that a database corruption cannot be repaired, (automatically on start-up),
this feature allows you to restore a backup database. Cardholders or system changes made since
the last backup will be lost.

Export Cardholders

Cardholder details can be exported in standard .CSV files for use in other software programs.
You will need Microsoft Excel to open that file.

Import Cardholders

Contact factory for details.

All of the above features are also accessible under the File menu in the main screen.
Export Photo ID Templates

Exports all the photo ID templates in a mdb file. You will need Microsoft Access to open that file.

Import Photo ID Templates

Contact factory for details.

Firmware Settings

Firmware update window contains a list of all the devices on the network and the relevant
information about the network settings and the firmware on each unit.
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Q Firmware Update Q@@
" Manual Follback ‘ Update Mow ‘ |
Device Parameters
Device Name(D] | IP Address MAL Address(D] | FAW D] | MemSize]| lbox IDM]] Fwd W [ HA ]| ek 0001| Acoess Paint 101] | FAW Y]] MemSize [H AW |4
I-box 192 168.16.132] 0090C2C38359) 0318 128 1342181391 1.5 1] 001194)1T Room 11 64 4
200-15 192168.16.9| 0030C2CDBE2T| 0318 128 1342181656 1.7] 2 a 0
200-17] 1921681617 0090C2CA3C30 IER | 128 0 0 0]  001005) Contral Room 1.0] E4 4
200-8] 1921681685 0030C2C17601 0318 512 0 il 0] 0031BD)Access Point 4 1.0] 64 4
< ¥
Download Failed [ Download Successfull 3 Off Line ] Firmware cannaot be upgraded [
Already Updated —_ Incamrect/Mizzing file [ Boot Loader Mot running Il Save Selting ‘ i ‘ Bl |

Firmware update functions both manually and automatically. If the automatic option is selected all
the units on the network will be upgraded to the latest version of firmware on 11:00 PM at night.
Both rabbit FW and I-box FW will be automatically upgraded. If a device already has the latest
version of firmware, it will not be affected.

If the manual option is selected, a drop-down menu will appear on the screen where you can
download the appropriate firmware on individual units. The menu contains every version of
firmware on your PC. You have to upgrade the rabbit firmware and the I-box firmware separately.

| =l
PS03 2000in A
FuS 03130, bin
FuS 03150, bin
i 3180 bir
Fu'L03110.bin
Fu/L031 80 bin
P 1007 0030, bir

P 10071 0040, bir %

If the download is successful, the cell containing the device name will become green. Other
colours are explained on the bottom of the screen.

Device Mame(D] | IP Address bAC Address(D] | FA YD) | MemSizel| Ibox DM
|-biox 192 168.16.132| 0090C2C9B359 0315 128 1342181391

Rollback

Rollback button is an automatic function. When you press the rollback button the software will
downgrade both the rabbit firmware and the I-box firmware by one version on every unit
connected to the local network.

Hidden Functions
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Hidden functions are only displayed when the Special Functions in the General Settings tab are
enabled. These features are for engineering purposes only. That's why by default these functions

are disabled.
Gerneral Settings

Site Info T Installer Info I Test Wizard I Email Facilities T

Database Maintenance

B | 5 =

Compact Databasze wport Import
Databaze Backup Settings Restore Cardholders Cardhalders
* n )

Export Photal D Impart Phatal D Erase Main Eraze Log Eraze Event
Template Template Databasze Databaze Databaze
Erase Eug @

Database Eraze &ll

0zl

Device Maintenance

s
Firrnware
Seftings

These functions include: Erase Main Database, Erase Log Database, Erase Event Database,
Erase Bug Database and Erase All. Erase All includes all the other erase functions and will
replace your current database with a default (blank) one. You need to enter 1234 as the override
password to use any of the above mentioned functions.

AX200 Installation & User Guide — July 2007 75

Download from Www.Somanuals.com. All Manuals Search And Download.



www.axxessid.com

AXxxess

Identification

Installation & User Guide

General Settings

Site Info T Installer Infa T Test Wizard T Email Facilities T DE Maint.

General Settings

Mizcellaneous Settings Function Settings
Max PIN Humber [1~6] |47 g Allow Auto Detecting Mew Devices
L v Allow duto Download
MHumber of Lines in Screen (100 1l (=7l S 2l Fernalins
Transaction Screen Pause |5 Minutes [ Enable Full Card Matching
Carnnn Part Timeout (150 Millissconds [ Avuta Email Bug List an Exit
Comm Part Rty Times lﬂi B Célculate Imprint az Fﬁald Hurmber
. ) . |47 ™ Dizable Broadcast Time Sync
Link Alive Retry Times W LAK ™ itk
COk Part Settings
v Dizable —_ Advanced |
Multiple/Single Card Format
" Multiple Formats & Single Format — |ﬁ>¢<ESSID FC=15 j
Default Access Level
Default Access Level | o) - Default |
Default Time Zone | Always Sccess - Time Zohe |

Third Party File| |

Maximum PIN Number 1~6

This option sets the maximum number of digits required when using a PIN code. If a PIN only is
being used and the PIN code is less than the number of digits set under this setting, the # key is
required to complete the action.

Number of Lines in Screen

This is the number of transactions kept in active memory, allowing the user to see them instantly
on the main screen. A larger number will use more memory and can affect the speed of the
software.

Transaction Screen Pause

When the main screen is full with transactions, yellow buttons appear allowing you to temporarily
stop incoming transactions. Transactions will still be stored on the hard disk for viewing at a later
stage through the report module. After the set time, the system will automatically resume. The
default setting is 5 minutes.

COM Port Timeout

This is one of the special functions which is hidden until the Special Functions are enabled in the
software. If a device which is communicating trough the COM port doesn’t get a respond in a
certain amount of time, the communication will stop. The recommended time is 150 milliseconds.

COM Port Retry Times

This is the number of times that the software will try to reconnect to the device after the COM port
timeout. The default value is 0.
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Link Alive Retry Times

The AX200 and the I-box units send a link alive message to the PC every 5 seconds to confirm
that the communication is stable. If the PC doesn’t receive this message it assumes that the unit
has gone off-line. This option specifies the number times that the PC will attempt to get a link
alive message before the “PC Off-line” transaction appears on the main screen.

Function Settings Function Settinas

Allow Auto Detecting New Devices v Ao Aato Detecting Mew Devices
v Allow At Download

Auto detect can be switched off if required. [+ Enable Special Functions

[ Enable Full Card Matching
[ Auto Email Bug List on E =it
[ Calculate Imprint as Card Number

Allow Auto Download

System and cardholder data is automatically
downloaded to the controller when you close and go
back to the main screen. When switched off, a red icon W LAN [ WiaN
will appear on the bottom of the main screen; if a
download is required. In this case downloads have to be done
| B Download Reqd manually using the Utilities, Download menu.

[ Disable Broadzast Time Sync

Enable Special Functions

This feature is mostly used for engineering purposes. It enables the hidden features embedded in
different parts of the software. The default setting is off.

Enable Full Card Matching

This feature allows the use of facility code, site code, card number and issue number. Site code
and issue number are occasionally used by some card manufacturers. The default setting is off.

Auto Email Bug List on Exit

Uses the default e-mail facility on your PC to email the Bug list to the manufacturer
(Support @ Axxessid.com) when you attempt to quit the software. The default setting is off.

Calculate Imprint as Card Number

Calculates the imprint as reverse mifare and works out the correct card number.

Disable Broadcast Time Sync

Disables the broadcast of the time synchronization. This feature is used for older firmwares.
LAN/WAN
You can select between the Local Area Network and the Wide Area Network. This option is also

available in the Device Manager * Server Configuration.

COM Port Settings
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Select COM Port

AXxxess

Identification

The AX200 software on start-up will automatically scan COM ports 1 to 4, and if found, display
the port found. Consequent start-up of the AX200 software will look at the port found address
only. By selecting auto-detect, the software will scan all ports and find the appropriate COM port.
Manually ports 1 to 16 can be selected if required. Baud rate and parity settings are
automatically configured. The default setting is “Disable’.

s Com port advanced setup

Sending tranzactions ta a serial port

[ Send tranzactions to a serial port

SNMP Setup

Agent name ’W

P Addiessf192 , 168, 16 , 5 7|
Fart ’151—
SNMP VerslnnIVZC—
Software Version’W

MIB |C:%Program Fileshae<200%alan

Send tranzactions to | Com2 | at acomms zpeed of |I600 | baud

The transactions that appear on the main screen can be zent to a zenal port as they occur. To enable this feature, click.
the check box below and then configure the serial port to the required settings.

The rest of the zerial port settings are: Mo Parity, & data bits, 1 stop bit and no handshaking.

These seltings are for the SHMP alaims to be send to a SNMP manager. [ Enable SNMP alarms

Manager name |M.Reza
IP Address [192 , 168, 16 , 25
Fart 162

Sub Mask |755, 255, 255 , 0

Gateway P g , o, 0 , 0

Light 7 Test

Cancel |

The transactions are zent az a text string. Terminate this text string with |caniage return and a line feed characters j

ok

3

Clicking on the advanced button will open the Com Port Advanced Setup screen where you will
be able to generate SNMP messages to be sent to a SNMP manager when an alarm goes off. To
activate the SNMP settings tick the check box next to the “Enable SNMP alarms”. Enter
manager’s specifications including Manager’'s name & the IP address on the right hand side.
Agent’s information will be entered on the left. So when an alarm is generated an SNMP
message is automatically sent to the manager. This message will contain the I-box ID number
and IP address, Sensor ID, Alarm description, time and date. You can generate a sample SNMP

message by clicking on the Test button.

In order to access the SNMP Manager Screen
go to the main screen, click on the Tools menu
on the top. Then go to Enable Optional
Software ¢ SNMP Manager. Click on “Start
Manager” button on the top; the application will
automatically search for the available agents
on the network and list their IP addresses on
the left. Click on the appropriate IP address.
Once the alarm is generated the SNMP
message will appear in the in the space on the
bottom.

Multiple/Single Card Format
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IV q
| XX Manager Sample

Status

#Awailable fgents System Info

Double-click on a variable to set its value.

X
Open on port 162

Stop Manager

sysDescr |

sysObjectiD: |

UpTime:

sysContact

spslamne:

sysLocation:

T s

Riefresh List [~ Send individual Get Requests for each system variable

Add P to dvailable Agents Dart Set Aequest Table

Trap Log
Wigw Trap Log ‘

1.3.6.1.4.1.25206.5.1 Alam Description Light: Alarm

Clear

Trap received & 23/02/2007 10:00:22 from host 192.168.16.25

Trap received @& 23/02/2007 10:00:56 from host 192.168.16.25
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Multiple Formats — The AX200 software allows that each cardholder has a unique format. If

selected, then a card type (this includes format and facility code) should be selected for each
cardholder.

Single Format — Normally cards are of the same format and facility code. If cards of the same
technology/manufacturer are used from other systems then multiple formats can be used. Single
format is the default setting.

Default Access Level
This is the access level which by default is displayed in the Cardholder screen.

Default Time Zone

When adding a new card in the cardholder screen the default time zone is Always Access. You
can choose a different time zone from the list to be the default or you can create a new time zone
by clicking on the time zone button.

Default
Selecting this will set all the software settings back to factory default.

Third Party File
Allows you to lunch another software package like the i-Catcher for the CCTV.

Format & Statistics

Format &
Statistics

Card Type Informatior T Card Matching T Card Format &nalgser T Format Configuration

Card Type Hame |.t’-‘«>¢<ESSID FC=15h

Card Format | 50 Bit 43I0 EM - Facility Code |15
Carmrments
& Fixed

Total Murnber of Cardholders in the databaze | 257
This Format  */hole DB This Format *#fhole DB

Total Active Cards IF ’F Total Destroped Cards ID— ’D—

TotallestCards [0 [0 TotalInactive Cards[g [0

Total Stalen Cards [0 [0 Totalrecords of Card0j0 [0
Total Suspended Cards ID— ’EI—
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Card Type Information

The AX200 supports up to 4,000 different card formats and facility codes. The format and facility
code combined is called a card type.

Format is the number of bits programmed in a card and the location of parity checks.

E.g. 26 bits
OFFFFFFFFCCCCCCCcCccCccccccccCeE

odd parity
1t0 13

even parity

facility code card number 14 t0 26

The first and last bit check that the data received is correct.

8 x F indicates facility code
16 x C indicates card number location

The card type information tab under Formats and Statistics gives a total system overview of the
number of cards and records in the system.

Details are provided per card format/facility code on:

Total Cardholders in the database

Total active cards

Total lost cards

Total stolen cards

Total suspended cards

Total destroyed cards

Total inactive cards

Total records of card 0 (cardholder details with no card issued)

Total Mumber of Cardholders in the database | 2567
This Format whole DB Thig Format whole DB

Total Active Cards [257  [25¢7 Total Destoped Cards[g o

TotalLostCards [0 JO Totallnactive Cards[g [0

TotalStolenCards [0 [0 Totalrecords of Card 00 [0
Total Suspended Cards ’EI— ID—

Facility Code

Is a number allocated to a specific customer to avoid that card 1 would have access also on
another system which uses card 1. A 26 bit format is not recommended since it allows only 256
different facility codes worldwide.
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Most card manufacturers have their own specific format, providing a higher security than the
‘open standard’, which is not as secure.

The default facility code is 50 bit card format, providing the highest level of card number security.

Card Matching

The AX200 supports a number of well known formats. Enter the card number and if known, the
facility code. Present the card to the reader (systems should be online). If know, it will display
the possible format. Ensure that multiple cards from the same batch are used to verify the card
format. You can then use the New Format wizard to add this to the AX200.

The card matching feature automatically identifies known formats and displays the card number
and facility code. The Card format wizard allows the simple addition and quick addition of new
facility codes or card formats by presenting the card to the reader. Unknown Card formats can be
added using the optional Card Analyser Program or by contacting the factory.

Card Type Information T Card Matching T Card Format Analpser T Farmat Configuration

Type in the card data Possible Card Format

50 Bit 210 EM
Card Mumber 209581
Facility Code 15

Fresentthe card to the reader.

Select Reader ‘ Clear Screen ‘ Mew Format \wizard Goto Format Analpser

This card iz not in the PC database

Card Format Analyzer & Format Configuration

These features are hidden and for engineering uses only. For more information please contact
your manufacturer.

Security Settings
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3} Security Settings

Security Settings

iliser Setlings:

o
Cunent users

|
L New

2
Delete
Change Password

ASSign roups to the user abaye =----<--====-=c--<<=-senas

l2 Groups Member of Groups
s _>| Admins Current uger: 1
Engineer
Operator
(@)

Double clck on Available Group ist o assign membership af the current user,

Individual passwords can be issued to different users with different rights to view and edit.
Passwords are not case sensitive. The default user 1 cannot be deleted however the password
can be changed.

Adding a New User

To add a new user, select New, enter the user name, password and confirm the user
password. You are asked to select an existing group authorisation or alternatively you can setup
a new group by selecting the Group Authorisation tab. To assign a group to a user, select a group
from the Available Groups list. You can double click on the group or use > button to move it
across to the other list. Click save when you'’re finished.

-------------------------- Azzigh groups to the user above ----------------o--ooooo-

Available Groups tember of Groups
Admins LI Adming
Engineer
Guest ;I
Operator

Adding a New Authorisation Group
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Group Authorization

Engineer
Guest
Operator

Current group access permissians

YWiew Only Edit
Admin S ettings: W :V
Cardhalder Info: V :V
Access Poink: V v
Wigw Log: W

MNew

Delete

Select the Group Authorisation tab, select New, type in the new Group Name.

Double click on the current group access permission symbols to enable or disable the

permissions.
¢ Access enabled
& Access disabled

Select save.

Report

The AX series has a built in report generator which allows full or filtered information to be viewed
on screen or printed. Colour printers are supported and give the benefit of alarm messages
printed in red. Reports can also easily be e-mailed or exported in a large number of different

formats.

Formats supported are:

Lotus mail Microsoft Word ASCII file

Microsoft Mail Text files Comma delimited file

Microsoft Excel CSV files Standard reports

Microsoft Access ODBC Rich Text Format
Frinting Quick Yiew

.ldholdel Hl. lccess Poin. .mplnyel Lis. - Dperators . -slem Summ' - Yiew Log -
.dhold9l Del- ‘ess Group . ‘pallmenl L. .vent Plinlin.
.:I Mo & Fac. . Dossier . .WolkSpeIl . ._ug Plinting. .Hislol_v Log. .iew Bug Lis. Close

.nvimnment' .\I"iew Evenl-

®

AX200 Installation & User Guide — July 2007 83

Download from Www.Somanuals.com. All Manuals Search And Download.



www.axxessid.com

AXxxess

Identification
Installation & User Guide

Powerful reports are easily obtained entering selection criteria. The report will only include the
information obtained up to the last backup.

=

Report Records Selection Criteria

|SEIE|:1 Criteria

Ol Department

O@ CadRange lzsue Dake From [§
O& Card Status

O%p) Access Level lssue Date Ta |
O|]l] &ccess Point

=] Date Riange

OF. Cancel

Brief Cardholder Summary Employer Details System Summary

Detailed Cardholder Summary

Department List

Environmental

Card Number & Facility Code WorkSpell View Log
Access Points Operators History Log
up Li Vi inti iew Ev

Access Group List Event Printin View Events

i inti iew Bug Li
Dossier Report Log Printin View Bug List
Cardholder Brief e f o =] Lot #“ ]
Gives a brief account of the Conthottes it 3
information about the cardholder e = fer R
including: Card Number, Name, Card number: Name Department AccessLevel _ Card Status
Department, Access Level & ot S5 & jos
Card Status. i e o
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Cardholder Details 9‘ [ -] Tt # 5]
Preview
R
Displays all the information in the e 1 Cardholder Details Bl 020 390
cardholder screen in details
along with the picture of the card
h Older Name | Amman Eehnam IMoosavi
Nickname | BigBaby
Initiak | AND
Sex | Male
Address | 11, Grange Road
City | London
County | London
Country | UK Card number: | 219602
Post Code | SN58H] Imprint | 65
Phone No. | 0759831 PIN Code | 2163
Extension | 2 Issue No. | B
Log File
Log 1D | UserID [ Dete/Time Object Action Type A
. 572 1 01/02/200710:2415  Arman Moosawi Access granted. Transact
A” the SyStem transactlons from 571 1 01/02/2007 10:2411  AccessPointd  On Line Transact
h li troll tored. | D200y 102385 Avsemsemes  Poaerispio Tranesn
coess Paint eader s present ransac
t e On Ine Con ro ers are S ore ’ 568 1 01/02/2007 10:23:59  Arman Moosawi Access granted Transact
H H H 567 1 01/02/2007 10:2356  Controller: Acce...  Automatic download finished, Downlos
InCIUdIng a” operator aCtIonS 566 1 01/02/200710:23:43  Contraller: Acce Start automatic download, Downlog
565 1 01/02/2007 10:23:36  Access Point 3 On Line Transact
CardhOIder, SyStem Changes and |w D1/02/2007 102313 Arman Mogsavi vl carel, Access denied Transact
O erator Commands are a” 563 1 01/02/200710:23:10  Arman Moosawi Invalid card. Access denied, Transact
562 1 01/02/2007 10:23:00  Arman Moosawi Invalid card. Access denied. Transact
p d . h I fI . h d 561 1 01/02/2007 10:22:58  Arman Moosawi Invvalid card. Access denied, Transact
560 1 01/02/200710:22:28  Arman Moosawi Access granted. Transact
Store In t e og I e Wlt ate’ 559 1 01/02/2007 10:22:26  Arman Moosawi Invalid card. Access denied. Transact
1 1 558 1 01/02/2007 10:21:33  Controller: Acce...  Automatic download finished, Downlos
tlme and the type Of transaCtlon 557 1 01/02/200710:21:21  Contraller: Acce Start automatic download, Downlog
. 556 1 01/02/2007 10:21:20  Controller: Acce Automatic download finished. Downloa
eg 1 200 05/1 2/2002 Card 52 555 1 01/02/2007 10:21:07  Controller: Acce...  Start automatic download. Downlog
. 554 1 01/02/200710:21:02  Cardholder Am Card No: 228336. Record has been modified OB Modi
added The |Og f||e can be 553 1 01/02/2007 10:20:33  Unknown Invalid card. Access denizd Transact
. . . . 552 1 01/02/2007 10:20:28  Unknown Invalid card. Access denied. Transach
551 1 01/02/2007 10:20:24  Unknown Invalid card. Access denied, Transact
Vlewed Or prlnted USIng SeIeCtlon 550 1 01/02/2007 10:20:22  Unknowh Invalid card. Access denied. Transact
H 1 549 1 01/02/2007 10:20:17  Access Point 3 Readeris present Transach
Crlterla eg from / to date1 545 1 01/02/2007 10:20117  Unknown Invalid card. Access denied, Transact
547 1 01/02/2007 10:20:17  Access Point 3 Off Line Transaci v
cardholder, department Etc. ¢ s
Dossier
Gives a brief description of
the people working in the ) WorkSpell AEE
same department. This 2k
information includes name, Card Nurber__| Sumane
department, job title, i g
. ox
employer and contact details 272208 Ford
. N 30256 Foster
along with photo display for 59865713 Fasi
each person.
< >
AX200 Installation & User Guide — July 2 | sefectty Time scale Command—— it
LY | " Mame or Card Nurber | r
LCalculat
" Employer % Sumname Start| 11/02/2007 _~ =tee ‘
" Department ¢ Reference 3 d\ J ‘ ‘
each [T nd |11/02/2007 = Toggle E o s
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Work Spell

An exclusive feature in the AX200 application gives you the possibility to calculate the total
number of hours which an individual or a group of cardholders have spent inside the building. You
can search a cardholder by their name or card number and workout the number of hours they
have spent in the building, during a specific period of time. Alternatively you can carry out this
calculation for the people working in the same department or under the same employment.

Select the appropriate criteria from the options on the left. Type the correct name in the search
field. Select the correct record from the list and press save. Now specify the correct time period
and press calculate. The result will appear on the list providing the cardholder’'s name, card
number, start time, end time, duration, employer, department and ....

. | First Marne | Surname | Start Tirmne | | End Time | | Duration |
G Jones 120272007 16:38:01 120272007 19:33:23 03:00:22

If you’re running the report for more than one person or a cardholder who’s been booked in & out
more than once; you can sum up the total number of hours they have been present by pressing
Totalise. You will have the option of totalising by card, company, department or by reference.
This list can be printed out or exported in a number of different formats.

Discrepancy tells you when the cardholder has been booked in/out.

Operators

Presents a list of the users allowed to use the application. To add a new user, go to Security ¢
User Settings.

Environmental

You can run detailed reports on the i-Box activities. These reports can be filtered by i-Box name &
ID, Location, Sensor Type, Name & ID, Transaction type and Time range.

System Summary

System summary prints out the Site Information, Installer Information, System Settings, List of
Card Types, Access Point and the list of Operators.

Quick View

i ) ) ) Duick Wiew
This feature enables immediate retrieval of the last events . I .
for quick viewing. The event and log files are cleared after iew Log
each backup however can be viewed using history event or ]
history log. ."Iul"lew Event .

l‘iew Bug Lis.
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Printing

This will provide a selection of reports, all the data is sorted on the screen. To print, select the
print icon or select the envelope icon to export the data from the report.

Reports can be exported to a number of spreadsheet and word processor formats as well as
ODBC and common data interchange formats. This makes the distribution of information easier.
The export process requires you to specify a format and a destination. The format determines
the file type and the destination determines where the file is located.

Format Types

Character-separated values
Comma-separated values (CSV)
Crystal Reports (RPT)

Crystal Reports 7 (RPT)

Data Interchange Format (DIF)
Microsoft® Excel

Lotus® 1-2-3

OoDBC

Paginated Text

Record style (columns of values)
Report Definition

Rich Text Format
Tab-separated text
Tab-separated values

Text

Word for Windows

In addition to the standard export format types installed on your PC, you may find additional
export format types are available to you. These are determined by the DLL files on your PC.

Note: - When you export a report to a file format other than Crystal Reports format (RPT), you
may lose some or all of the formatting that appears in your report. However, the program
attempts to preserve as much formatting as the export format allows.

Note: Transaction date and times are issued by the PC. Events are not stored in the AX200.

Destination

The destination determines the export location of your report.

Application

Disk File

Microsoft® Exchange folder
Lotus® Domino

Microsoft Mail™ (MAPI)
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All operation commands/database or system changes are stored and can be previewed in
Reports.

i - BOX

A new product introduced along with the
AX200 software; i -BOX provides both
access control security and environmental
monitoring. Each i-BOX includes a built in
temperature, humidity, light and voltage
sensor with 14 ports for plug and play
connections of additional smart sensors,
together with 2 access control ports.

When presenting a card to a reader connected to the i- BOX, the transaction will be recorded,
providing a date and time stamp. Detailed reports of all the transactions can be filtered by single
or a group of doors, employee name, company or department, individual date or date range.
These reports can be printed or exported into a database or spreadsheet for analysis. Just go to
Reports  Environment and select the appropriate criteria.

In addition to the Light/Voltage & Temperature/Humidity sensors placed inside the i-BOX during
manufacturing; there are 16 different types of plug & play smart sensors which can be plug into
one of the 14 ports on the back of the i-BOX. Each sensor can be programmed to take readings
as frequent as 1 every second. Maximum and minimum values could be set for every sensor and
once the reading exceeds the limits an alarm transaction will be generated and displayed on the
main screen, providing the time, date, type of the alarm, I-BOX and the sensor’s name. Accurate
reports of all the readings taken by all the sensors could be obtained in Reports ¢ Environment.
These reports can be filtered by a single or a group of locations, sensor’s type, name & ID and I-
box Name & ID.

The following table contains the list of all the plug & play smart sensors supplied by Axxess
Identification.

Door Panel Position Sensor Detects the position of side panels and doors
Vibration / Shock Sensor Detects Vibrations from intrusion attempts
Temperature Sensor Standard temperature sensor range -20C to +80C
Temperature & Humidity Sensor High accuracy temperature, condensation and humidity sensor
Temperature & Door Contact Sensor Combined standard temperature and door position sensor
Mains Present Monitoring Sensor Monitors the availability of mains power
Hot Spot Temperature Sensor Early warning temperature sensing of equipment
High Level & Door Contact Sensor Combined light level and door position sensor
Flood Sensor Flood sensor with 5 meters of water sensing cable
Smoke & Temperature Detector Combined optical smoke and temperature detector
Intrusion / Movement PIR Detection of people for intrusion or presence
Sounder / Beacon Module Combined sounder and beacon for audio and visual warning
Fan Fail Sensor Fixed temperature alarm for temperature and fan fail sensor
Inputs / Output Module Two general purpose inputs and 1 relay output module
General Input Module Two volt-free general purpose input module
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Dust Particle Sensor Monitors the concentration of dust particles in the air flow

The picture bellow gives a brief description of the ports and LEDs on the i-BOX.
[ Air Intake Vent Slots |

Auxillary Fire Input Status

Access Control
Foint Status

Auxillary Access Control 1/0
9 Pin Female D Connector

12%0C Input/Output :
P Cable K [ System Sarver on-Line —
| Ethernet Activity
|
|

Access Control
Point Connection

|Power Jack

-

&

Ethernet Connection
RJ45 to Ethernet Metwark

® e @ -BOX

| Sensors and Actuator R111 Connection Points

Alarm_Sounder Silence Button]
Light Sensor Lens ]
Sensor or Actuator Alarm ]
Sensor or Actuator Fault ]
{ System Heathy [Heart Beat] |

Environment

An essential part of the AX200 software which is exclusive to the i-BOX. Environment screen
contains settings and configurations for the i-BOX activities.
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) Environment

F e Sensar
i - BOX Dem . : =
B 0X Sensorldentty: [[Gei0oe  SemserTwpe [iD0v0o0e | Epable o ||
W temperaturest|  ¥=< Sensor Mame: sensor 06/02/2007
. - - 06702/2007
1oup Name:
FatMo: | Intemal Foad frequency [1 5] 52

1

- = 2143 3
Reparting fequency: [1 =] ¢ Store fenuency [ 2] sec por— iz 121 |

Settings
Light
Mae  [on Status [754 bk ALTZ1437 Momal [75 lux

Door contacts Pre-alam [ag hu

Flood/Flood 1 2 Min B
|# Change |0 :I e perread [~ Shuntalaim onaccess [ Shunt alam on delay

Seltings
Voltage

Max [f25 v Status 1272V A1214:37 Nomal [z v
Piedam 124 ¥
Min g v

[ Change [1 :‘ W periead [ Shuntalam onaccess [ Shunt alam on delay

0B/02/2007 14 ¢ 1862270978
14 1862270978

iFAER 6. 1862270977
3 060272007 14 X 1862270977

i- BOX Parameters

The diagram on the left shows all the i-box units configured on your PC. On-line units are
displayed in green. Clicking on + will display all the sensors connected to that i-box. Other than
the first two sensors which are already in the i-box, there are 14 empty ports for smart sensors to
be plugged in. Once a new sensor is plugged in, a new device wizard will be opened and you can
easily configure your sensor. Once a sensor is highlighted on the diagram, all the sensor settings
will be displayed on the screen.

The blue list on the bottom of the screen displays all the readings taken by all the online sensors.

Sensor Settings

Senszar
] Sensor [dentity: | Sensor Type: |
i-BOX Enable
LS Senzor Mame: | FENSOT

Group Mame: -

Part Ma: Internal Fead frequency: |1 ::I 580
Fieporting frequency: |1 ::l BB Store frequency | ::I B Advanced

Sensor’s specifications are displayed on the top of the page. Sensor Identity and Sensor Type
are automatically detected by the application once the sensor is connected to the i-box. These
values cannot be changed.

Note: the Serial Number of the sensor is not shown on this page however it is displayed on the
new device wizard once you plug in the sensor for the first time.
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Sensor Name is specified by the user and can be changed at any time.
Port No displays the number of the port which the sensor is connected to (1¢14). In the case of a
built-in sensor like Temperature/ Humidity, it shows Internal.

To enable a sensor tick the check box and click the save button on the bottom of the page. Once
the sensor is enabled it will start taking readings.

Read frequency specifies how often you want the Reading | Unit #
sensor to take a reading. This number is in seconds 06/02/2007 | 12:14:37 [1212 [ |
and could be in the range of 1 ¢ 255 DElp ZUE | Zhess | B

' 06/02/2007 | 12:14:36 [ 121 | |

) _ 06/02/2007 [12-14:36 (754 | |
Reporting frequency tells you how often the reading 0G/02/2007 | 12:14:35 [12.13 ]

is displayed on the screen. The blue list on the right 06/02/2007 -
hand side shows all the readings taken by the current  IiAUZZ T NP L EET SN PR NN W

sensor. £ ¥

Store frequency is how often the reading is stored in the i-box. This option is only applicable for
certain types of sensor.

Advanced settings include more information on sensor’s name and identity, hardware and the
firmware version. It also includes the calibration settings for the sensor. Do not attempt to change
these settings if you’re not sure as this will affect the performance of the sensor.

Alarms
Settings
Light
[EERS 100 I Status 191751 lu= Ab03:32:40 Marmal I
Fre-alarn {90 (I
o Mir. 5 I
[v Change |0 il I perread [ Shunt alarm on access [ Shunt alarm on delap

Any sensor could be given a maximum and minimum reading value. Once the current reading
exceeds those limits, it will generate an alarm. In the case of High/Low limit alarms the Max/Min
fields will become amber. In the case of the pre-alarm they become yellow. Simultaneously, an
alarm transaction will appear on the main screen providing the sensor’s type, alarm description, i-
BOX name and sensor ID. An “Alarm cleared” transaction will follow once the current reading falls
back within the limits.

light : high limit alarm cleared . -B0OX : 200 -16 Sensor - 1862270978

You can also program a sensor to generate an alarm once the reading changes considerably.
Once you've ticked the check box you can specify the magnitude of this change in the “Change”
field.

Shunt alarm on access
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When a door is opened there might be a dramatic change in the sensor readings (especially
temperature and light sensors), which may results in generating a false alarm. By enabling this
feature the application will ignore the alarm generated by that sensor once the door has been
opened.

Shunt alarm on delay

In the same way, when the door is closed the reading will go back to its original status quickly
which may cause in generating an alarm. To avoid this; once you have activated this feature, you
can specify the shunt delay time in the i-BOX settings. To view these settings just click on the i-
box name. As the result, when the door is closed, any generated alarm would be ignored until the
delay time is over.

i- BOX Settings

More information on the i-box such as i-BOX identity, firmware version or the serial number could
be obtained by clicking on the i-box name (on the diagram on the left).

Host Online Timeout

Is the number of seconds after which the I-box assumes that the PC is offline when it does not
receive a response for the link-alive. So during this time if the I-box does not receive any
response for link alive the software will report “PC off line”!

Force time Update

Specifies the amount of time before the clock on I-box is synchronized with the PCs clock!

Alarm Strobe Period

Indicates how long the strobe light will flash once the alarm goes off. (Triggered by Pin 9 on the 9
way connector on the i-BOX [Ref. page 12))

Handshake Period

Determines the period of the initial interaction when two units on the network start communicating
with each other.

Shunt Delay

The period of time during which any alarms generated by the sensors connected to this i-box
would be ignored after the door is closed. (Shunt alarm on delay needs to be enabled)

Alarm Sounder Period

The amount of time that the sounder is activated when the alarm is generated. ( Triggered by Pin
4 on the 9 way connector on the i-BOX [Ref. page 12))

Minimum & Maximum Timeout
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The default maximum value is 5 seconds. This means, when the I-box sends a transaction to the
PC it will wait for a response from the PC. If it does not receive any response it will wait for 5
seconds before sending another message. This number is doubled with every try, until it reaches
80 seconds (Minimum Timeout).

Accumulation Period

Number of seconds that the transactions will be accumulated in the transaction queue in the 1-box
before they are sent (applicable in case of block transaction: max 15 transactions can be in a
block). If it is set to 2 sec then all the transactions accumulated during 2 sec will be sent.

I's the delay period of block transaction but if the queue is already filled with 15 transactions it is
sent anyway.

i-B O
[BO [dentity: l— Batch-Serial no: | |
IBO Marne: |2DD 1B
Firmweare Wersiorn: I— Hardware Version: |
Application Yerzion: I— Location: ||Dca[i0n 1
Hast Online Timeout: lgg_:‘ eC Handshake Period: |5_:‘ sec
Force time update:; W:‘ seC Shunt Delay: |-|5—:‘ 360
Alarm Strobe Period: ID—_{ $BC Alarm Sounder Period: ID—_{ B
Tranzaction Reporting
Mirirnurn - Tirmeout: |5_:‘ eC b aeirriarn T irrvesout: ISD_:‘ eC
Accumulation Period: IT :‘ 380
Advance
Settings

IP Address: MALC Address:
Submaszk; Gatemway:
Ax700017 Ax100(2):

The bottom part of the page contains some information about the network settings on the i-box
such as the IP address, MAC Address and... it also displays the access identity of the readers
connected to the access control ports on the back of the i-box.

PDU (Power Distribution Unit)

The Power Distribution Units (PDU) are part of the family of plug & play sensors manufactured by
Axxess ldentification; representing a streamlined and more efficient use of power delivery into the
rack environment.
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@ Environment

-BOX Parameters

+ 200 -15 Sensar

5 200 16 5 Sensor [dentiby: i Sensor Type ‘ Enab Reading &
(el | i"BOX e =N 21032007 [ 15:48:55 [0.44 | Amp|
[ Light/Voltage!|  wma Sensor Mame:  [PDU Semer 21032007 | 15:am:m9 231 (v |

Temperature/l
- _-I Group Narme: = 2110372007

210372007

Poit Mo 1 Fiead frequency: |1 ::I s 2110372007
Reporting frequency: |1 :I $8C: Store frequency [ :I 88, Advanced 2103200R

Settings
Voltage

Maz. [240 W Status [z W 15:483:59 Nomal W

Pre-alam 235 W
Min. 200 W
v Change |10 il W perread [

Settings
Current

Max |05 Amps | Status [p4q Amps 154853 Nomal Amps
Fre-alam [ 4 Amps
Min. (g3 Amps

W Change |0 :ZIAmps perread [

POU reading(Power]
_ ‘ Total [g kwh Subtotal kwh kwhémonth

Socket status

1§12 Detail

Sensoer

2100372007 15:49:06 [2a5 [ percemt | 1862270977
2132007 15:48:08 (2538 [desc | 1862270877

21032007
bl 21032007

High and low limits could be defined for both voltage and current. Once the reading exceeds
these limits it will trigger an alarm and the appropriate transaction will appear on the main screen,
providing the sensor’s type, alarm description, i-BOX name and sensor ID.

Details

The status of the sockets is displayed on the left hand side. Each status has a unique colour.
Colour green means that the socket is switched on and colour red indicates that the socket is
switched off. If there is a fuse failure in any of the sockets, it will be displayed in amber and the
appropriate transaction will appear in the main screen. There is a space in front of every socket to
enter a brief description of the equipment connected to that particular socket.

The Delay Start-up column includes the number of seconds before a socket is activated when
the PDU is switched on. If the input value is zero, the socket will not be switched on. (Range: Os
255s)

The Delay/Current column indicates the upper limit of the current in the unit before a particular
socket is switched on. For example if the input value for a particular socket is 5, it will not be
switched on until the current in the unit has dropped down to 5 amps or less.

If there is a mismatch between the database and the PDU settings, these fields become yellow.
All you need to do is to press the save button to synchronize the database.
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Normal Current: shows the normal amount of current consumed by each device. This value is
determined by the user and is merely for user’s information and has no effect on the operation of
the PDU.

columns ars fo entering a brief expianatin n
columns are for entering a brief explanation in —

case of a socket being switched of by the Fermit bo vaork, must be filled before switching the
user. To switch off a socket remotely click on | shannel
the ON/OFF buttons on the left hand side. Cancel

Once you click on the ON/OFF button a
separate window will be opened asking you to
enter the “Permit to work”.

|Hardwale Upgrade

Y PDU 3

Socket status  Connected equipment Delay/Startup  Delay/Current Normal Permit to work Date/Time
[sec] [>11A] Current [A]

OFF 1 ]Demu FC
| 2 [iBox
3

3.2 [ 3 [Hardware Upgrade [27/04/2007 122329
52 01
52
52
92
32

|
|
|
|
|
a2 [
|
|
|
|
|

.4|

.5|

-5|

|
|

|

|

|

, |
d |

|

|

|

|

|

| #] 3z
3z
Y]
3z

3z

w| | = @ ;| = ow| o =

-9|

| 10]

'11|

ol o o o o o 2| of 2| =

| 12|

]
=
=

Power on delay (10 j sBC aw. total current PDU [ Amps Read kwh ¢ Quarterly & Hourly

Paower feed aroup ]PFG1 j|g kwh o Amps Account aroup (A5 1 j|g kwh il Amps

Responze successful -~
Response successful >

Status legend: B Off CJ On B Notcommected B3 Faul/Fuze [ Syncoeror End delay ‘ Fieset PDU kWh| Auta setup | Close

Power on delay is the amount of time before any of the PDU sockets becomes activated. Please
note that once the unit is switched on, this delay time is applied before the delay time set for
individual sockets. For instance if the overall delay is 10 seconds and the delay time for the first
socket is 1 second; once the unit is switched on it will take the first socket 11 seconds to be
activated. To set the overall delay enter the appropriate number of seconds in the field, and press
save.

Power feed group

The units connected to the same power line could be classified into a separate feed group.

To create a new feed group enter an appropriate name inside the Power feed group field and
press save. When you add the next PDU, you can select the feed group that you have just
created and the new unit will be assigned to that group.

There is also a way to categorize the units that are being fed through different power lines. In this

case you need to create an Account group which can contain the units that are not connected to
the same power line.
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Pressing the End delay button will terminate any delay time and all the sockets in the unit will be
switched on. Reset Power button will bring the value of total power back to zero.

Voltage, current and the power readings are displayed on the LCD screen on the PDU. If you
press button No.4 you'll be able to view the Serial Number. Button No. 5 will display the channel
status for all the sockets. The status of each channel is reported in the following way:

0 Switched Off

1 Switched On

F Fuse Fault

* Mains present on the output but the relay is off.

Button No.6 displays the Hardware and the Firmware version inside the unit. In order to reset the
PDU to its default settings press and hold buttons 1, 3, 4 and 6. After resetting the unit, the time
interval between the sockets being switched on (in the start-up sequence) increases to 3
seconds.

States to be indicated on PDU relay LED:

1. Normal: Power switched on, power sensed — LED on solid

2. Fault Feedback: Power switched off, power sensed — 0.5 sec on/off flash for 3
seconds, off 2 seconds

3. Fuse Fault: Power switched on, power not sensed —80 ms seconds on/off flash

4. Socket Off: Power switched off, power not sensed — LED off.
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Dredetec' Sensor

Redetec sensors are Input/output modules specifically designed to be used with Redetec units to
provide the ultimate cabinet protection. Redetec is a self-contained automatic fire extinguishing
unit, which can be used in many industry sectors.

Like all the other plug & play smart sensors, redetect sensor is connected to the I-box using a
standard sensor cable only. The unit takes 2 inputs, Faults & Fire. The output signal is the
Isolate command which puts the extinguishing circuit in complete isolation. This disables the
extinguishing section for maintenance purposes.

Hardware Connection Details

Fault and fire inputs are taken from one
of the external connector blocks located O REDREAR W1
at the rear of the Redetec unit. Both of
these connections are normally closed. : :
The opposite diagram illustrates the |+ 48y -| anort | wow [ wp | me [ marr
external connections between the rear
connecting block and the Redetec
sensor.

o ol oo o o o0 G o O

. TRIG |+ ZE—|+21—+GAE —|24v Ov
The output relay on the sensor should -
be connected to the key switch located
in front of the Redetec unit. There are
six wires connected to the key switch 5
of which are connected to the main

NC NO C |[NC NO C |NC NO C
g o ) o b O o o
processor card located at the front. O L J
Fault Fire

o] o o [ 3 o o o c o o

] gt STAGE

0o S P TR
G 0 ¢ 0o

These connections are in 2 separate
rows. Looking from the top, from the 3 .
wires that are closer to the main Q O

processor card, the bottom 2 (Black &
Blue) are the ones that need to be connected to the output relay on the Redetec sensor. Please
note that there are 2 blue wires connected to the key switch; one of which is connected to the
relay card on the side. The connection should be made between the blue wire going to the main
processor card and the out put relay on the sensor.

Sensor Settings

Once you've plugged the sensor into the I-box a new device wizard will appear and the sensor
will automatically be added to the database. To view the sensor settings go to the environment
screen, click on the appropriate I-box and select the Redetec sensor.
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Sensar

Senzor [dentity:  |5072170 Senzor Type: [Fedet: [
@

Sensor Name: lFIedetec: 1

£nable IU‘ 26052007 [11:47:08  [fault [ |
26MER00T_ [ 11:47:08  [ok | |

sensor

R : Bl 251052007
Group Name: Read frequency: |1 ‘:i e SENEElT
Port Mo o] Fieporting frequency: ]1 i“i e 250572007
I~ Maotify change Store frequency |0 :I 36C Advancad 250572007
Seltings 1
Fire i 1
L] Statuz [ 11:47:08 Harmal
4 W Report on change W Alam on fire [T Panel contac
4 [~ Storeonchange [ dlam on ok [~ Generate shunt
Settings

Fault

Statuz  [paul 11:47:.08 Marmal

W Reportonchange W alam on fault &

[~ Store onchange [ Alam on ok [~ Generate shunt
F Shurt alamm coes 3

Sensor’s specifications are displayed at the top of the screen. You could specify how frequent
you would like the sensor to take readings and how often you’d like the readings to be reported.
All the reported and unreported data will be stored in the log file and can be accessed via the
report section.

If the Alarm on Fault/Fire is ticked, once there is a fire or fault in the unit, an alarm transaction will
be generated and displayed on he main screen. This message will include the I-box and the
sensor’'s name + type and the time of the alarm. The AX200 software now has the ability to send
these alarm messages along with all the necessary information via email.

Isolate

In order to switch on the isolate, click on the advanced button. The output settings are located on
the bottom of the screen. The software will ask you to enter a brief explanation called “permit to
work” before switching on the isolate. The software reports the isolate state by showing a flashing
icon below the controller buttons on the main screen.

O O

Open Dioor Clear Alarmm

E wit Program
iE!

Please note that the Isolate is considered an alarm condition so as long as the unit is in isolate
the sensor’s symbol in the environment screen will remain amber, even if all the other alarms
have been cleared!

Once you switch on the isolate the isolate light on the Redetec unit comes on. Please note that
the isolate command from the software overrides the position of the keys switch.
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Note: if the Redetec sensor goes off line for any reason, it will lose control over the Redetec unit.
This means if the unit has been isolated by the sensor, it will come out of isolate once the sensor
is disconnected. Therefore we strongly recommend using the key switch for isolation before
starting any maintenance work.

PIR

PIR sensors have been designed to detect movements in an adjustable range

of 5 to 15 meters.

PIR sensor is connected directly into one of the free ports on the back of the i-

BOX using the standard sensor cable only. Once the sensor is connected to

the i-BOX a New Device Wizard will appear on the screen. Follow the on-

screen prompts to add the new sensor to the database. To access the settings i
for the PIR sensors go to the environment section, select the appropriate i-BOX

from the tree menu on the left hand side and select the PIR sensor.

Once the sensor has been programmed to trigger the alarm on movement, an

alarm transaction will appear on the main screen when the movement is

detected. This transaction will include the I-box name, sensor type and the type =
of the alarm.

All the readings from the PIR sensor could be accessed through the Reports section.

Sensar

i i i it A
. Senzor ldentity: Senzor Type: Date Time Reading | Unit
i-BOX SC VNN 16072007 [ 14:49:45  |Alarm | |

mmc Sensor Mame:  |PIR 1 sensor 160772007 144944 ok [ ]
- 1600772007 144943 ok [ ]
) -1 sec
Group Name: Riead frequency: :I 607007 [12:49:2  |[OK | |
Part Na: 3 Reporting frequency: |1 :I e 160772007 148 ok | ]
= Stare frequency |0 :I sec Advanced 160772007 14:43:40 IE_-> bt
Seltings
PIR
Status  |Alam 14:453:45 Mormal
- v Repartonchange [ Alam on ok [~
[ Storeonchange W Alam on movement r

[ Shunt alarm onaccess [ Shunt alarm on delay

The three LEDs on the PIR sensor are colour coded as follows:

PIR Detection: Green/Blue Flash

Microwave Detection = Orange

Alarm = Red

No Movement = Blue (Steady on with short flash)
No Communication = Blue (Fast Flash)

Note: To avoid any potential false alarms:
v' Make sure the sensor is not under direct sunlight.

v" Do not mount detectors near heaters.
v" Open windows may induce false alarms caused by draughts and moving objects.
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Dust Particle Sensor

Dust sensor has been designed to detect the level of
dust particles in the air. The air is sucked in through
the air inlet on the side and released through the
outlet on the top. Once the air comes in contact with
the sensor the level of dust particles is measured
and reported through the software.

Please note that the dust sensor must be fitted
sideways and the air inlet and outlet should not be
blocked.

Dust sensor is directly connected to the i-BOX
through one of the 14 ports on the back using a standard sensor cable. Once the sensor is
detected by the i-BOX, a new device wizard will appear on the screen. Follow the on-screen
prompts to add the sensor to the database.

Dust sensor settings could be accessed in the environment section. On the main screen click on
the environment button. Select the appropriate i-BOX from the menu on the left and click on the
dust particle sensor.

You may use the default settings by pressing the Auto Setup button at the bottom of the screen;
or you can use alternative settings due to different environmental conditions. Read frequency
indicates how often the sensor measures the level of particles in the air; Reporting frequency
shows how often the reading is reported & Store frequency indicates how often the reading is
stored in the log file. The status reading could be in the range of 1000 to 8500. If you wish to
lower this figure go to the calibration settings by clicking on the advanced button. The status
reading is directly affected by the value of C2. That means by decreasing the value of C2, you
could lower the range of status reading.

By enabling the Change function the software will notify you if there is a sudden change in the
level of dust particles in the air. Define the minimum and maximum limits and press save.
Depending on the environmental conditions the normal reading varies in the range of 1500 to
2500.

Sensor

; Senzor [dentity: Sensor Type:
i-BO% 4 yp SELL RN 0310812007
[ °

Senzor Mame: |Dust particle 1 FEnEar 09/08/2007
Graup Mame: Fead frequency: ’5—:| B0
Part Mo 12 Fieparting frequency: ’BD—:ZI sBC
r Store frequency ’U—:ZI E= P —
Settings
dust particle Qo 2000
Max. [go00 Status  [1534 10:04:13 Nommal [
Pre-alarm W
Min. [To00
[¥ Change ’Wil perread W Shunt alam onaccess W Shunt alarm on delay

If the level of particles in the air exceeds the defined limits, the software will notify the user by
going into the alarm mode. Instantly an alarm transaction will appear on the main screen stating
the date & time and the type of the alarm. All the alarms and routine readings can be observed in
the Reports section.
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Mains Present Sensor

Mains Present sensor is directly connected to the i-BOX
through one of the 14 ports on the back using a standard
sensor cable. Once the sensor has been detected by the
i-BOX, a new device wizard will appear on the screen.
Follow the on-screen prompts to add the sensor to the
database. Use the cable ties on the sensor to strap the
sensor onto the mains cable.

Please note: in order for the mains
present sensor to work reliably, the i-
BOX must be earthed. Every mains
present sensor is supplied with an
earth cable & plug. Connect the earth
cable to the i-BOX as demonstrated in
the picture and plug the other end into
the electrical socket.

Settings for the Mains Present sensor could be accessed in the environment section. In the main
screen click on the environment button. Select the appropriate i-BOX from the menu on the left
and click on the mains present sensor.

The default settings are displayed in the screen-shot below. You may use alternative settings if
you wish. Remember you have to press “Save” for the new settings to take effect. If at any time
you wish to restore the default settings press the Auto Setup button located at the bottom of the
screen.

Sensor

; Senzor [dentity: Sensor Type: | Erabl Late lime HERtiTg e
80X et s (2|
L Sensar Mame: |Mains Present 3 sensor [11:42:13 ... [Present |
N T e [11:41:09.. [32 |
Group Name: Readtieguency [1__ =]
Part Mo 5 Reporting frequency: |60 :I EC 1maae.. (32 |
- Stare frequency |0 :I ZEC Advanced
Settings
Mains present 62
Statuz  |Pregent 11:4213 &M Mamnal
A ¥ Repartonchange [ Alam on present [~
7 Store onichange W Alarm on off I~
™ Shunt alarm onaccess [ Shurt alarm on delay
Gan [32 = o 0

Read frequency indicates how often the sensor checks the presence of mains in the cable;
Reporting frequency shows how often the reading is reported & Store frequency indicates how
often the reading is stored in the log file. The Gain value (0<Gain<63) determines the level of
sensitivity of the sensor. You may need to change this value depending on the thickness of the
insulation on the mains cable. As this value increases the sensor becomes more sensitive. In
order to tune the sensor you need to change the value of Gain and try to find the point where the
sensor starts to detect the mains. Try to find the point where you’re getting Off/Present readings
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from the sensor, then add one to whatever the value of Gain is at that moment. For example if the
sensor starts detecting the mains at Gain = 33, then the suitable sensitivity would be Gain = 34.

If “Alarm on off” is ticked in the sensor’s settings; once the mains in the cable is lost; an alarm
transaction will appear on the main screen stating the date & time and the type of the alarm. All
the alarms and routine readings can be observed in the Reports section.

DTU (Data Transfer Unit)

Originally introduced as an AX100 component, the data transfer unit is available as an option, to
transfer database changes from the PC to the controller without the need for a direct PC
connection.

After the initial programming, the AX100 controller can be disconnected from the PC and the
controller will perform all access control functions autonomously. The controller can open and
close doors without computer intervention.

The PC is where all the system configuration and data management is stored. The optional data
transfer unit (DTU) enables the data that has been entered at the PC to be downloaded to the
controller without the need of a physical PC connection.

One data transfer unit can be used for up to 255 controllers, or a total of 16,000 cardholders
distributed over multiple controllers in a single download. E.g. 10 controllers each with 1,600
cardholders can be downloaded in one go, without the need to go backwards and forwards
between the PC and controller. Similarly 255 controllers each with 60 cardholders can be
downloaded to each controller without returning to the PC. Only valid cardholders are
downloaded to the controller.

The Data Transfer Unit is fully plug and play at the controller and PC. The AX200 PC software
allows multiple DTU’s to be used.

Connecting the DTU

Make sure the COM port settings are enabled in LOM Port Settings

System Settings * General Settings. Connect the [ Disable  Select Com Port| g o Detect =
power supply to the communication cable at the 15
way connector. Plug in the 9 way connector to the serial port of the PC. Start the AX200
software. Connect the DTU to the RJ45 connector, follow the on-screen instructions of the install
wizard.

After configuring the DTU, the following window will appear on the screen. This window contains
the list of the doors that require download.
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DTU Utility

Accesz Point Download List

M amne | | dentity | Download Recards
Access Point 4 O02F51 253
4 b

Click OF. to download. CAMCEL to cancel.

Erint ak.

By pressing OK, database changes are automatically downloaded into the DTU. A list of
controllers requiring a download can be printed using the reporting function.

Once the data has been downloaded into the DTU, disconnect and plug the unit into the AX100
controller directly (no cable or power supply is required). The data is now automatically
transferred into the controller. Once downloaded the LED will go to green (completed) or if
flashing green then it is completed but other downloads to controllers are still in the DTU.
Complete downloads to all the controllers until the LED is permanent green. Once complete, go
back to the PC plug in the DTU. This will confirm all the downloads and remove them from the
pending list.

#&8 DownlbadRegd  Any outstanding downloads can be viewed by clicking on the green icon.

Ti Meszage
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90r 25 Way to
COM1 or COM2

R4S
Connector

Upload data
to the DTU

DTU

The DTU is fully automatic without any buttons or other
complicated things to do. Connect the DTU to the PC
and once the information is loaded walk to each door
and insert the DTU in the 15 way connector. The DTU
will automatically know which information has to be
downloaded. If the controller is unknown it will
automatically collect all the data and report this back to
the PC when connected. If a door is forgotten the
download required icon remains visible on the main
screen and by double clicking this, a list is shown with outstanding controllers. The list with
outstanding controllers can also be printed off as a reminder which doors require a download.
When a cardholder is added to the database, downloads are only required to those doors the
cardholder requires access.

Add a New Door using a DTU
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New doors can be added by simply plugging the DTU into the controller and returning back to the
PC. This will automatically start the new device wizard, which allows you to add the new
controller. There is no need to pre-program the controller at the PC first; all settings are handled
by the DTU. Note: - the DTU must be in the current controller list however it does not need to be
active for this function to work.

Adding Card Formats using a DTU

A single transaction can also be brought back to the PC by inserting the DTU into the controller
and whilst inserted, use a card at the reader. When you return to the PC the transaction will show
on the transaction screen. If it is an unknown card type, it will automatically start the card format
wizard allowing the addition of the card type to the database (subject to technology type).

The DTU does not contain any batteries, which might need replacing. It is powered directly from
the controller and at the PC by the plug-in power supply which connects to the RJ45 connecter

plug.
Data is permanently stored in the DTU without the need for batteries; this means the DTU can

easily be sent in the post to update for instance remote sites. On and offline controllers can be
combined within one system.

DTU Step by Step
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DTU Operation

12.
13.
14.

15.
16.

TSN~ wN A

0.
1

Start the AX200 software on the PC.

Connect the DTU to the serial port on the PC.

The auto detect hardware device wizard will start within 10 seconds.

Follow the on-screen prompts to add the DTU into the software.

Remove the DTU from the PC and plug into a controller.

Wait 10 seconds

Remove the DTU from the controller and plug it back into the PC.

The auto detect hardware device wizard will start within 10 seconds.

Follow the on-screen prompts to add the controller.

Click on the cardholder button and add new cards as required.

Upon exiting the cardholder screen, the new cards will automatically be downloaded to
the DTU.

Click OK and wait for the on-screen message for the download to be completed.
Remove the DTU from the PC and plug it into the controller.

When the cards have been transferred from the DTU to the controller, the LED on the
DTU will turn green.

Remove the DTU from the controller and plug it into the PC.

The software will report that the download has been completed successfully.

DTU LED Indicators

Blue DTU Power OK

Blue/Red Flashing No Communication

Flashing  Wait

Red
Constant  Error
Orange Data download in progress
Flashing Data downloaded to this controller —
Green data to be downloaded to others
Constant Data downloaded and complete
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lear DT
Clea v m Report  Help
This command can be found on the main screen toolbar. If the
DTU has been used for testing purposes with other controllers not Environment
belonging to the customers’ site, then the DTU will inform you that -
there is a new device, until you clear the DTU. Just highlight the Clear DTU
DTU in the current controllers list on the main screen. Now click on Status
tools on the toolbar and select Clear DTU. Force Download

Force Download Al

Securikby
Forrnat and Statistics
Enable Optional Software  #

Removing the AX200 Program

To remove the AX200 program from your PC, click on the Windows Start button, select Control
Panel, double-click Add/Remove Programs, select AX200 from the list, select Remove...
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B Add or Remove Programs

=1
@j Currently installed programs: [ show updates
CSS;%?;’ §5) Adabe Flash Player 9 Active A
Programs il Adobe Reader 7.0.5 Size  B5.11MB
g 100 Size  48.66ME
E 5 ax200
Add New fe N N
Frograms Click here for support information. Used rarely
from your computer, cick Change or Remove.
pddemave | A¥200 Clint Size  20.42MB
Windows %/ Axialis TconwWorkshop 6.0 Size  10.05MB
Components
L Boocess Security System Sizs  21.28MB
@ £, CardManage Sizs  1.12MB
SetProgram |3 Divit Codec Size  4.26MB
Access and
Defaulks (@) Ethereal 0.10.2 Size  36.63MB
& Google Vidsa Player Sizs  7.18ME
§24 Help & Manual 2.7 (Registered ersion) Size  20.70ME
5 B ccTv Size  6.22MB
i-Catcher Consals 3.0 Size &.46MB
T IRISYS Taigate (Advanced) v.2,2,1,9 Sizs  2.32MB
-, L
5] axz00 Sige  107.00MB
Click here for support information. Lsed rarel

B A%200 Clis | Please wait while “Windows configures £x200 Size  20.42ME
%/ Acxialis Ioon ! Size  10.05MB
D Axxess Sed  Time remaining: 1 seconds Size  21.28MB
B3 CardVanad (RRNANARNARNRNRRNRNNRRNRNRRNRNRRNS | See  1.12MB
25 Divk Cod Size  4.26MB
=

The AX200 has now been removed from your PC.

Anti-Virus

Sometimes the activities carried out by the AX200 software can be disrupted either by the firewall
or the antivirus software which is protecting your PC. This section is intended to provide you with
the solutions to some of the problems caused by the most popular antivirus packages.

McAfee

If you are trying to configure an SMTP server for e-mail in the AX2000 software, when you do a
test send, you may encounter an error the instant the AX200 connects to the sever; "Email
aborted due to a timeout or other issue". When you click on ok the server disconnects and
does not send the email!

The issue is caused by MacAfee Virus scan Enterprise version 8 or higher.

By default the SMTP port in the AX200 is port 25. The antivirus blocks all mass mail processes
on port 25.
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In order to change the antivirus settings, perform the following steps (On the PC that the AX200 is
running):

l.
I
Il
V.

V.

Select virus scan console from the system tray.

Select access protection

Select the Rule "Prevent mass mail worms from sending email Port 25" and click edit.
Add axid.exe (in lower case) to the excluded process's - note if this is not enabled then
enable it, if more than one process is in the list each process is separated with a comma.
Restart the PC

E-mails should now go out correctly.
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Readers

| Fingerprint Reader

The Verid + fingerprint verification units are
standalone devices, designed to provide access
control system with instant improved security, or to
act as a means of identity verification in a wide range
of different applications.

The Verid + fingerprint verification units are available
as 3 variants: 1. Verid +, 2.Verid + PIN and 3.Verid +
PROX.

When used in an access control system, Verid + is
installed between the existing PIN device and door
controller, and confirms the identity of the person.

Connection Details

12V input power must be connected to J2 terminal
block located on the rear plate of the fingerprint
reader. Data0 (D0O) & Clock (D1) connections on J3
terminal block are wired into Data0 (D0O) & Data1 (D1)
connections on the AX100 Controller respectively.
The Power for AXP Proximity reader is taken from J6

AXxxess

Identification

block and DO & D1 wires are connected to J7 terminal block. The required connections to and

from Verid+ are listed in the table below.
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Connection Diagram —
AX100 to Verid+

Power

Supply
+12VDC

To reset the electronic fuse disconnect]
Lock Relay the power, wait 30 secends and then
Giche reconnect the power. Pour rmettre 4

Electrique

gf-[¢]

[Door
Cict]

Power Output

0)\0)0) |00 660w

e

oV |LED| D1 |DO f12v]
E

|
: P E

Reader/
<
2 I[= 7z () prl
28N Reader wiring connections shown are for|
2

AE ¢ s standard AX readers. Les
M 8hx de cablage d lecteur montrés sont pour|
les lecteurs standard AX

: 1
(-]

J2 ov Power Input Power Supply Input: OV
J2 12v Power Input Power Supply Input: 12V
J3 Clock(D1) Door Controller | Output to door controller Clock or Wiegand 1
J3 Data (DO0) Door Controller Output to door controller Data or Wiegand 0
J6 ov PIN Power Output Output to external device OV
J6 12v PIN Power Output Output to external device 12V
J7 Clock(D1) PIN Device Input from PIN-Clock or Wiegand 1
J7 Data (DO0) PIN Device Input from PIN-Data or Wiegand 0

Configuring Verid+

Verid+ has been designed to support PIN entry from a variety of devices — track 2 card readers,
proximity readers, and keypad with Wiegand or track 2 outputs water mark and Wiegand readers.
All new Verid+ units are delivered to accept input from Wiegand input device .Verid+ will need to
be configured to expect the appropriate PIN input device. The appropriate data format for the
finger print reader in order to be compatible with the AX200 system is Wiegand 2601. Therefore
the reader connected to Verid+ unit needs to be programmed to have Wiegand 2601 output. To
do this you need to present the appropriate configuration card within 10 seconds of reader start-
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up. Note that the card number should be smaller than 65535 otherwise the card number that
appears on the screen would not be correct.

To program Verid+ to expect Wiegand 2601 1D Configuration Dptions 9 [=] E3
format you need to use Verid + software (Win 95,

98) provided with the unit. Use the provided cable Serial Number: [FR02/0002/H051 26

to connect the unit to the serial port on the back of

the PC. Then open the software and click on Haidware | Datsbase Input | Ouput | Netd | ¥

Connect in the Connection menu. To enter the
Configuration mode open the Mode menu. The
required password is “Config”. Once in the
configuration mode go to Configuration Options
and make sure that the input and output formats
(under Input & Output tabs) are Wiegand 2601.
You will have more option available to you in the
Supervisor mode (password: SysManager)

PIM Input Device: IWiegand 26M j

Device Option

Remember that these configurations must be
done on a blank database (you can erase the
database while you’re in the configuration mode.
Just go to the database menu).

Save Load Apply Retieve MEioze

Programming a New User

To program a new user make sure that the database in the reader is empty. When you power up
the unit it will automatically enter the Super User mode. When “Add a new User” is displayed
press enter. Select super user if you're about to enter the first record. Then Select Global
Settings. The unit will scan your fingerprint 3 times and create a record known as a template. You
will have the option of adding a second template for your user. When “Enter PIN is displayed”
swipe your card or enter a PIN number and press Enter. If “invalid PIN” is shown on the screen
while swiping a card, either the card has not been swiped correctly or Verid+ has not understood
the card format or data signals. RE-swipe the card a couple of times. Then check the wiring and
the configuration settings. You can always go back to the super user mode by holding the cancel
button while swiping a valid card or entering a valid PIN.

Once you've programmed the first user successfully, you can use your valid PIN to unlock the
door through the AX200 system. To set up a cardholder in the AX200 software you need to
choose the correct card format through the Format and Statistics section.

In the Format and statistics go to card matching and swipe your valid card. After the fingerprint
verification the correct card format will appear on the screen.
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Card Type Information T Card Matching

Type in the card data Possible Card Format

Card Number 12345
Facility Code 15

26 Bit Global Std

Flease type in the card number, facility code etc. if known

Select Reader Clear Screen Mew Format \wizard

On Line Access Point 2 end

You need to add this format through the New Format Wizard.
Getting Started Quickly

1. Do the connections according to the table provided in the first page.

Install the Verid software provided with the unit and connect the unit to the serial port on
the back of the PC.

3. Enter the configuration mode (password: Config)

4. Make sure that the database is empty. (If the database is empty the unit will automatically
enter the super user mode at the start up.) If the database is not empty you can erase it
in the database menu.

5. Under Options ¢ Configuration Options * Input, select Wiegand 2601 from the drop-down
menu. Make sure the out-put is the same.

6. Before exiting the software go to Mode e Start Verification.

7. Once the unit has been programmed to accept Wiegand 2601 format. Power up the unit
and add your first user.

8. In the AX200 software add the correct format through “format & statistics” (26bit Global
Std)

9. Setup a cardholder with the correct card number & card format.
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Honeywell Proximity Readers

Honeywell proximity readers have been designed to be installed

for use with access control systems. The following instructions —

outline the connections between the reader and the AX200 access _
control system as well as the software configurations that need to ;
be carried out in order to make the system ready to operate. 5

How to connect the reader to the host

The reader is supplied with an 18-inch pigtail, having a 6-conductor
cable. To connect the reader to the AX200 system, perform the following steps:

1. If there is a connector on the end of the cable (used during manufacture for testing
purposes), cut it off. Prepare the reader cable by cutting the cable jacket back 1.25
inches and strip the wires 0.5 inch.

2. The reader is connected directly to the AX100 controller. The table below shows the
connections on the AX100 controller and the corresponding wires on the Honeywell
proximity reader.

Colour AX100
Red 12V
Black ov
White D1
Green DO
Brown LED

When using a separate power supply for the reader, power supply and the AX100 must
have a common ground.

3. Do not connect the Tamper (purple) lead to the AX100.
4. Trim and cover all conductors that are not used.

Software Configuration

Once the reader & the AX100 controller have been connected to the AX200 unit you should be
able to see it on the controllers menu on the right hand side of the main screen. In order to
program a valid card with the ability to have access through a Honeywell proximity reader you
need to choose the correct format.

On the main screen click on the Format & Statistics.

Under the Card Matching tab press “Select Reader’

Choose the appropriate reader from the list and present the card to the reader

The software will automatically display the card number, Facility Code and the possible
card formats.

PO~
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Card Type Information T Card Matching T Card Format Analyzer T Farmat Configuration

Type in the card data Possible Card Format
Har 2
Card Number 1009
Facility Code 124

Presentthe card to the reader.

Select Reader Clear Screen Mew Format ‘Wizard Go to Format Analyser

On Line Access Point 1 Thiz card iz not in the PC database

5. The most common card formats associated with Honeywell proximity readers are
Honeywell 1 & 2 which are included in the default database.

6. If the format displayed on the screen is correct, press New Format Wizard.

7. Follow the on-screen prompts to add the new card format.

8. Once the correct card format is added, go to the cardholder screen and add your new
card and choose the correct card type.

Card T_I,Ipe|H oneywell 1 FC=175 j

9. To be able to see other card formats in the card type menu you need to enable “Multiple
Card Formats” under System Settings * General Settings.
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AXM Readers

The AXM magstripe readers provide high performance and reliability for high
security access control. AXM readers are completely weatherproof and
suitable for in-door and out-door applications.

Output Type

¢ Wiegand 50 bit (Type 5)
Other output formats available for most OEM applications

Magstripe cards supplied by Axxess Identification are encoded in order to work
with 7 X7 format. In this type of encoding the first 7 digits are used to calculate
the card number and the rest makes up the facility code. For example if the
card has a 10 digit number; using the 7 X7 format, the first 7 digit will form the
card number and the last 3 digits will form the facility code. If the number of digits is less than 7
then the facility code will be zero.

7 X 7
| OOOOFFF| |CCCCCCC |

All the standard cards supplied by Axxess ID are recognized by the AX200 software and ready to
be programmed. If you have not purchased your card from Axxess Identification, you may have to
use the card matching function and activate the appropriate card format in order to make the card
valid. Card matching feature is available in the Format & Statistics section. For more information
please refer to the Format & Statistic section on this manual.

Connection Details

The following table explains the connections between the AXM reader and the AX100 controller:

Colour | AX100 % Reader

T 0V NG 0vDC Signal Gnd
Y ellow % Buzzer Control
Green/Yellow LED

N
-ili-\ Clock (Weigand 0)
12V h\

VDC Supply (5-18)
Yellow and Orange wires are both connected to the LED socket on the AX100 controller.
You may disconnect the yellow lead if you wish to disable the buzzer.
DO NOT connect the purple wire as it is only used for programming.
Blue wire is for card present indication. (DO NOT connect)

X3

%

X3

S

X3

%

7
0’0
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Proximity Request to Exit

The Proximity REX detects the hand within the range of approximately
5cm. Once the hand has been detected, the relay goes off and closes
the connection between the relay board and the request to exit terminal
on the AX100 controller. The Proximity REX acts exactly like the REX
Button and once the request to exit has been granted, the appropriate
transaction appears on the main screen stating the time and the name of
the access point. Please note that this product is based on infrared
technology; therefore other infrared light sources may affect the performance of this detector.

REX button access granted. Access Point 1

Technical Details

Power Requirement: 10-14 VDC (15mA Quiescent. 35mA Operated)
Changeover relay contacts rated 30VDC Max. 1A non-inductive.
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The diagram below shows the connections between the proximity AX100| Proximity REX
REX and the AX100 controller. C COM
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